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BeeneHune

Cucrtema pe3epBHOro KONMpPoBaHUsA 1 BOCCTaHOBNEHMS AaHHbIXx RuBackup (nanee
— Cuncrtema, CPK) — cucteMHoe KNnMeHT-cepBepHoe NpunoXxeHne, npeaHa3Ha4yeHHoe AN
aBTOMaTU3MPOBAHHOIO BbIMOIHEHMS NpoLeayp Pe3epBHOro KONMPOBaHWS OaHHbIX CepBe-
POB, BUPTYyasNbHbIX MaWWH, 6a3 OaHHbIX 1 NPUIOXEHWUIA B LleHTpax 06paboTkn AaHHbIX, a
TakXe ONS BOCCTAHOBNEHUS OAHHbIX M3 PE3epBHbIX KOMWA MO pacrnvcaHuto, 3anpocy
nonb3oBartens UM CUCTEMHOro agMMHUCTparTopa.

RuBackup siBnsietcs MOWHBIM 1 TMOKMM CPEACTBOM aBTOMaTU3aumun, npenHasHa-
YEHHbIM ONS 3aWnTbl MHpopMaUMKN LeHTpa 06paboTky AaHHbIX U KOPNOpaTUBHON ceTu
npeanpusaTus.

Mepen pa3BepTbiBAHWEM CMCTEMbI PE3EPBHOM0 KOMMPOBAHNS B BalleM LIEHTpe 06-
paboTkn AaHHbIX HEOOXOAUMO NMPOBECTM MNaHMPOBaHUE HEOOXOAMMbIX PECYPCOB, KOTO-
pble noTpedbytoTca ans ee paboTbl. CneagyeT y4ecTb ANS KaKUX OaHHbIX TpebyeTcsl Bbl-
MONHSATb PE3epPBHbIE KOMWW, Kak 4acTo, Kakne BPEMEHHble OKHa 4OMNyCTMMbI ANS NPoBe-
LEeHUs onepauunii pe3epBHOro KONMPOBaHMS AaHHbIX, Kakoe OOonycTMMOe BPeMs BocCTa-
HOBMIEHUSI OaHHbIX OONXHO OblTb B ClyYyae UX yTpaTbl MO OCHOBHOMY MECTY XPaHEeHus U
MHOrO OPYrux HIAHCOB.

HacTosllwee pykoBoACTBO onucbiBaeT 6a30Bble Wark ycTaHOBKW cepBepa U KNNeH-
Ta PE3epBHOro KOMMPOBaHUS N NpedHa3Ha4YeHo NS CUCTEMHbIX agMUHUCTPATOPOB, OT-
BeyawwWwmx 3a BHeapeHne n conposoxaeHmne CPK .

MpuHumMnbl paboTel CPK 1 Bonpochbl ee agMUHUCTPUPOBAHWS U3N0XEHbI B LOKY-
meHTe «RuBackup. PykoBoOCTBO CUCTEMHOrO aAMMHUCTpaTOpPa».
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[lepepn ycTaHOBKOW

MNopnepxuBaeMble BepCUM UCTOYHUKOB AAHHbIX

Mnatdopmbl BUPpTyanusaumm
* VMmanager

* 1K CB "bpect"

* RUSTACK

« ASPOONCK VAIR

* VMware vSphere

» OpenStack

* zVirt

* Tionix

* ROSA Virtualization

¢ DynamiX

+ KVM

+ ECP Veil (skcnepuMeHTanbHbI MOGY b, NPOLWeN An3anH-TecTupoBaHue)
» oVirt (skcnepuMeHTanbHbI MOAY b, NPOLeEN AN3anH-TeCTUpoBaHue)

* REDVirt (skcnepuMeHTanbHbIA MOy Nb, NPOWen AN3anH-TeCcTUpoBaHme)

* P-Buptyanusauns (akCnepuMeHTanbHbIA MO4y b, Npowen An3anH-TecTmpo-
BaHue)

Ba3sbl gaHHbIX
» Tantor Special Edition

* PostgreSQL
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« Patroni
» Postgres Pro

* Greenplum Database

BusHec-npunoxeHuns

¢  CommuniGate Pro
FreelPA

* Mailion (akcnepumeHTanbHbIA MOAY b, MPOLWeEN AN3aH-TECTUPOBAHNE)

daitnosbie cucTeMbl U gp.
e Linux

*  Windows



CucrteMHble TpeboBaHus

B naHHOM paspene npenctaBneHbl akTyaNibHble CUCTEMHbIE TPEOOBAHMSA ONS BCEX
KOMMOHeHTOB rpynnuposky RuBackup, koHdurypaumoHHoi 6a3bl aaHHbix RuBackup, no-
CTYMHbIX MOAynen pesepsBHOro konuposaHns, Menenxepa agMuHucTpatopa RuBackup,
a Takxe ons ycraHosku "Bce B ogHOM". [JaHHbIN pasnen ookyMeHTa obHOBNSETCS No Me-
pe BbiXxOa HOBbIX MOAYNE PE3EPBHOIO KONMPOBaHMSA 1 AobaBneHns NoaaepXKku onepa-
LIMOHHbBIX CUCTEM NyTeM Bbinycka 0OHOBMEHHbIX cbopok RuBackup. HacTositTenbHo peko-
MEHIYEeTCS CnefoBaTb HMXEYKasaHHbIM pekoMmeHaauvsMm ans obecneyveHus OOSIXHOro

ObICTPOAENCTBUSA PELIEHNS.

YcTtaHoBka "Bce B ogHOM"

& 'RuBackup

O6opynoBaHue
Tabnuua 1 — ObopynosaHune

AnnapaTHbIiA KOMMOHEHT 3HayeHue MNpumeyaHue

Mpoueccop 4 anpa

OnepatueHas namsTb oT4lb Ecnu KknneHT pe3epBHOro KONMPOBaHMS UCNOSb-
3yeTcs Ha 0OHON MaWmHEe C OCTanbHbIMWU KOMMO-
HeHTamu RuBackup, paccuntaTtb Heobxoammoe
KONMYeCTBO ONepaTUBHOM NamMATn Ans onepa-
LWIA KNMEHTA PE3ePBHOIO KOMMPOBAHMS MOXHO
no coopmyne n3 pasnena "KnmeHTt pesepsHoro
KonvposaHus".

JuckoBoe NpocTpaHCTBO 480 I'b Bes yyeTta coBoKynHOro o6 bema xpaHuMbIx pe-

3€PBHbIX KOI'II/IIZ, B Chy4dae Korna xpaHeHue
MPOV3BOANTCS HEMOCPEACTBEHHO Ha Meauacep-
Bepe.

OnepaunoHHble CUCTEMBI
* Astra Linux 1.8

* Astra Linux 1.7
* Astra Linux 1.6
* Debian 12
* Debian 10

10
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* Ubuntu 22.04

*  Ubuntu 20.04

* Ubuntu 18.04

+ CentOS 8

+ CentOS7

* Red Hat Enterprise Linux 9
* Rosa Cobalt 7.3

* Rosa Cobalt 7.9

« Rosa Chrome 12

¢ Alt Linux 10
« PEOOC7.3
« PENOCS

[MonHble CNMCKK ONepauUMOHHbBIX CUCTEM, NOAAEPXKMUBAEMbBIX PA3/IUYHBIMU KOMMO-
HeHTamun, Takumn kak Cepsep RuBackup, Meaunacepsep, a Takxe KnmeHT pesepBHOro
KOMMPOBaHUS, MOryT ObiTb WWPE, YEM yKa3aHO B CMUCKE OMepaLUOHHbIX CUCTEM ANS
yctaHoBku "Bce B ogHOM". [lng nony4yeHns neTtanbHOW MHGOOpMaumm no nognepxmnsae-
MbIM OMepauMOHHbIM CUCTEMaM AN1S KaXOoro N3 KOMNoHeHToB rpynnuposkn RuBackup
obpaTtnTecb K COOTBETCTBYIOWMM pa3nenam H1UxXe.

Cnncok onepaunoHHbIX CUCTEM, MOALEPXMBAEMbIX PA3NUYHBIMA MOOYNSMUA pe-
3epBHOr0 KOMUWPOBAaHUSA, MOXET OTAMY4aTbCA OT ChMcKa OnepauuoHHbIX CUCTEM ANS
ycTaHoBku "Bce B ogHOM". [1ng nonyyeHus geTtanbHOM MHgopmMaumm no nogoepxmveae-
MbIM OMepauVoHHbIM CUCTEMaM ONA KaXxAoro M3 MoAyneh pes3epBHOro KOmMmpoBaHWUS
obpatutech Kk pasgeny "Moaynu pe3epBHOro KonmpoBaHus'".

11
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PekomeHaoyemas koHpurypaumsa cepsepa RuBackup 3aBucuUT OT COBOKYMHOrO
obbema XxpaHuMbIX OaHHbIX. NS nnaHMpoBaHWS KOHPUrypaumm cepsepa BOCMONb3Yid-
Tecb Tabnuuen HuXxe.

AnnapartHbliA KOMMOHEHT

O61beM XpaHUMbIX AAHHBIX

MpumeyaHne

Mpoueccop

48 Tb 96 Tb |144TH

10 anep, 20 NOTOKOB (2 NOTO-
ka Ha 1 sgpo unu 6onee)

PekomeHayembie mogenu: Intel
Xeon 4210, AMD EPYC 7000
unm 6onee COBPEMEHHbIE

OnepartvBHas namsitTb

12876 | 256 16 | 256 I'6

Jwuckosoe npo-
CTPaHCTBO

TBepaoTenbHbI
HakonuTenb (SSD)

RAID 1, 2 nuckano 480 I'b
Kaxabln

O6bEM OMCcKOBOro Mnpo-
CTpaHCTBa A1S YCTaHOBKM
onepalmoHHON CUCTEMbI U
komnoHeHToB RuBackup, 3a
NCKOYEHNEM KOHUIypaLm-
OHHoU 6a3bl AaHHbIX
RuBackup.

TBepaoTenbHbIN
HakonuTenb, Noa-
KNIOYEHHbIA Yepes
wuHy PCI Express
(NVMe SSD)

3.84 Tb

+ PekomeHpyetcs B cny-
Yae passBepTbiBAHUS
nHcTaHca PostgreSQL
Ona  KOHUrypaumoH-
HOM 6a3bl  OaHHbIX
RuBackup Ha TOM Xe
MawwuHe, roe ycTaHoB-
neH cepsep
RuBackup.

+ [Hwuckm NVMe SSD
MO3BONSIOT MOBBICUTb
NpoV3BOANTENBHOCTD
onepauun B dounbTpe
Bnyma u ckopocTb 06-
paboTkn OaHHbIX Mpu
BbIMONIHEHUM  MpoLec-
COB HeaynnvKauuu.

+ 3.84 T6 npenycmatpu-
BAlOT MOTEeHUUasbHbINA
pocT obbemoB obpa-

12
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AnnapaTtHbIiA KOMMOHEHT

O61beM XpaHUMbIX AAHHBIX

lNpumeyaHne

H6aTbiBaeMbIX OaHHbIX.

Ons obecreyeHnst
MaKCMManbHOro Yypos-
HA 0TKa3oyCTON4MBO-
cm u  6bicTponeir-
CTBMS MpU MNPOMBbILL-
NeHHon akcnnyartauuu
pekomeHgyeTcsa  WC-
nonb3oBatb B Kaye-
CTBE KOHUrypaumnoH-
Hoin 6a3bl RuBackup
CYBI PostgreSQL B
0TKa30yCTON4MBOW
KOHourypaumu,
Hanpumep, C WCMNOb-
30BaHNEM pelweHus
Patroni, passepHyTOM
Ha OTAENbHOCTOSAWMX
MaLunHax.

XecTkuii guck
(HDD) unu donau-
HakonuTenb (flash
drive)

RAID 50,
12 ouc-
KOB Mo 4
Tb kax-
nblia

RAID
50, 12
JUNCKOB
no8Th
Kaxgblin

RAID
50, 12
ONCKOB
no 12
TB kax-
ObliA

PekomeHgyeTcs B cny-
Yyae aKkTUBHOrO 1C-
Nofib30BaHMS MaWWHbI
C OCHOBHbIM CEpPBEPOM
B KayecTBe Meamnacep-
Bepa, 4ns BO3MOXHO-
CTW paclmpeHmns guc-
KOBOro NpocTpaHcTBa
non xpaHeHue peseps-
HbIX KOMWIA.

B cnyyae xpaHeHus
OaHHbIX Ha onocpeno-
BaHHbIX CX [, oaHHbIRA
KOMMOHEHT He NCMNoJb-
3yetcs.

CeTtb

IlBa ceTeBbIx aganTtepa c
NPOMYCKHOW CNoCcOBHOCTbIO
10 "6 kaxapliA, c 2 nopTamu

(dual port)

OnepaunoHHble CUCTEMBI

e AstraLinux 1.8

13



Astra Linux 1.7
Astra Linux 1.6
Debian 12
Debian 10
Ubuntu 22.04
Ubuntu 20.04
Ubuntu 18.04
CentOS 8
CentOS 7

Red Hat Enterprise Linux 9
Rosa Cobalt 7.3
Rosa Cobalt 7.9

Rosa Chrome 12

 Alt Linux 10
« PEOOC7.3
« PELOOCS

Ba3sa paHHbIX RuBackup

ObopynosaHue

Tabnmua 2 — ObopynoBaHune

4 'RuBackup

AnnapatHbIiA KOMMOHEHT 3HayeHune
Mpoueccop 4 anpa
OnepartveHas namsTb 64 b
JuckoBoe NpocTpaHCTBO 3,84 Tb

14
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Ins obecneveHns MakCManbHOro YPOBHS 0TKa30yCTONYMBOCTN M ObICTPOAENCTBMUS
NPV NPOMbIWNIEHHOW 3KCryataumm, peKOMeHOyeTCs UCMNoNb30BaTh B KA4ECTBE KOHMU-
rypauunoHHoi 6a3bl RuBackup CYB [, PostgreSQL B 0Tka30yCcTOMYMBOM KOHpUrypaumm
C MCMONb30BaHMeM peleHns Patroni, pa3aBepHyTOM Ha OTAENbHO CTOSAWMX MaLNHAX, C
COBOKYMHbIM 06'bEMOM AUCKOBOro npocTpaHcTea 3.84 T, NOCTPOEHHOro ¢ NCMonb30Ba-
HVWEeM TBepPOOTENbHbIX HakonuTenemn, nogknoYeHHbIx Yepes wuHy PCI Express (NVMe
SSD).

Mopnepxusaembie Bepcun CYB L, B kayecTBe 6a3bl AaHHbIX RuBackup
» Tantor Special Edition 15

* PostgreSQL 16
* PostgreSQL 15
* PostgreSQL 14
* PostgreSQL 13
» PostgreSQL 12
» PostgreSQL 11
« Patroni 3.0

Meaunacepsep

O6opynosaHue

PekomeHoyemasi KOHpUrypaums meomnacepsepa 3aBUCUT OT COBOKYMHOro obbema
XpaHUMbIX OaHHbIX U CX0Xa C KOHdourypaumen cepsepa RuBackup. [na pacyeTta KoHu-
rypauumn Mmeguacepsepa BOCMONb3yinTech Tabnuuei Huxe.

Tabnuua 3 — ObopynoBaHme

AnnapaTHbIiA KOMMOHEHT O61beM xpaHuMbIX AaHHbIX | [puMevaHne

48TB |96 Tb 144 TH

Mpoueccop 10 s.0ep, 20 notokos (2 noto- | PekomeHngyemble mogenu: Intel

ka Ha 1 aapo nnu 6onee) Xeon 4210, AMD EPYC 7000
unu 6onee CoOBPEMEHHbIE

OnepatvBHas namsitTb 128I'b | 256 b ‘ 256 'b

15
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AnnapaTtHbIiA KOMMOHEHT O6beM xpaHuMbIX aaHHbIX | [pumeyaHve

48 Tb |96 Tb 144 TH

Juckoeoe npo- | TeepaoTenbHbiii | RAID 1, 2 oncka no 480 'b O6béM ANCKOBOro npo-
CTPaHCTBO Hakonutenb KaXx ablii CTpaHcTBa 415 YCTaHOBKM One-
(SSD) PALIMOHHOM CUCTEMBI U KOMMO-
HeHTOB RuBackup.

Xectkuii guck RAID 50, | RAID 50, |RAID « [Insa BO3MOXXHOCTU
(HDD) nnu conaw- |12 ognuc- |12 guc- |50, 12 pacWwnpeHns OUCKOBOro
HakonuTenb (flash |koe no 4 |kos no 8 |anckos NpPOCTPaHCTBa Nnofd Xpa-
drive) Tb kax- |TBbkax- |no12 HEHME pPe3epBHbIX KO-
Dbl IbliA Tb kax- A
IbliA

* B cnyvae xpaHeHus
OaHHbIX Ha onocpeno-
BaHHbIXx CXJ, [aHHbIA
KOMMOHEHT HE WCMOoNb-
3yeTcs.

Cetb IlBa ceTeBbix aganTtepa ¢ npo-
nycKHoM cnocobHocTbio 10 '
Kaxgpln, ¢ 2 noptamu (dual
port)

OnepaunoHHble CUCTEMDI
e AstraLinux 1.8

* Astra Linux 1.7
* Astra Linux 1.6
* Debian 12

* Debian 10

* Ubuntu 22.04

*  Ubuntu 20.04

* Ubuntu 18.04

+ CentOS 8

+ CentOS7

* Red Hat Enterprise Linux 9
* Rosa Cobalt 7.3

16
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 Rosa Cobalt 7.9

¢ Rosa Chrome 12

¢ Alt Linux 10
« PEOOC7.3
- PELOOCS

KnueHT pesepBHOro KonvpoeaHus

OGopynosaHue
Mpoueccop
1 a0po
OnepaTtvBHas naMsaTb

Ob6beMm onepaTnBHOW namMaTu (B bainTax) ons ogHoro obpabaTtbiBaeMoOro pecypca
paccyMTbiBaeTCs No cnenyowen gopmyne:

OnepatmeHas namaTb ang ogHoro pecypca = 1I'b + 4% 0T pasmepa uenesoro pe-
cypca.

[ns pacyeTa o6Wero KoAMYyecTea onepaTMBHOM NamMsiTU ONs KNIMEHTa Pe3epPBHOr0
KOMMPOBaHNs He06X0AMMO CNOXMTb MOMYyYMBLIMECS 3HAYEHMSI ONepaTUBHON nams-
TV ONsi BCeX 3aAay Pe3epBHOro KOMMPOBaHWs, BbINONHIEMbIX € IMHOBPEMEHHO.

OﬂepaTI/IBHaFI namMAaTb Ongd KnnMeHta = OﬂepaTVIBHaFI namaTb Ond pecypca Net1 +

OnepaTtuBHasa namstb ans pecypca Ne2 + ... + OnepaTunBHas namsTb ANs pecypca
NeN

LOna nyna Tuna "Block device" pasmepa 6noka MoxeT 6blTb 3a4aH Npu co3gaHnmn
nyna. 3Ha4yeHneM no ymonyanuio siensetca 131072 b. nsa nonyyeHms 6onee no-
0PO6HOW MHGbOPMaLMK NO HACTpoKike nynoB obpatmtechb K cekumm "Tynbl" pas-
nena "Xpannnmwa" Pykosoacrtea cucteMHoro agmmHmuctparopa RuBackup.

Ona nynoe Tunos "File system”, "Tape library", "Cloud" pa3mep 6noka siBnsietcs
JoMKCUPOBaHHbIM N paBeH 16384 b.

[ng Bcex TMNOB NynoB AnMHA KtoYa Xew-gyHKLMN 3aBMCUT OT BbIOPaHHOW Xelw-

oYHKUUKM B HaAcTporkax nyna. Hanpumep, ona xew-gyHkumm SHA1 onvHa knoya
coctasnset 20 b.

17
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Jnckosoe npocTpaHCTBO

» PesepBHOe konuposaHue: 06bEéM cBOOOOHOrO AMCKOBOro NMPOCTPaHCTBa, CO-
CTaBnsloWmMin He MeHee 3% OT COBOKYMHOro 06 bEéma HdaHHbIX, Pe3epPBHOE KOMMPOBaHME
KOTOPbIX OCYLWECTBNAETCA eANHOBPEMEHHO.

« BoccTaHoBneHue aaHHbIX: 06beM cBOOOLHOrO AMCKOBOrO MPOCTPaHCTBa AO0/-
XeH 6blTb HE MEHEE COBOKYNMHOro o6 bemMa eAIMHOBPEMEHHO BOCCTAHAB/IMBAEMbIX AaHHbIX
C MCNONb30BaHNEM [AHHOI0 KNMEHTA.

* MHoronotoyHoe pesepBHOe KonupoBaHue: 06bEM CBOOOAHOrO [AMCKOBOrO
NPOCTPaHCTBA 3aBUCUT OT BblOpaHHbIX NapaMeTpoB: KONMYecTBa NOTOKOB, pa3mepa 610-
Ka u AnuHbl Xewa. Yem 6onbwe ncnonb3yeTcs NOTOKOB, TeM Bonblue Tpebyembiit 06 BHEM.
Yem MeHblwe BblbpaHHbli pa3mep 6noka, Tem 6onbwe TpebyeTcs OOCTYMHOrO MNpo-
CTpaHCcTBa Ha ancke. Yem bonblwe AnvHa xewa, Tem 6onble TpebyeTtcs namaTu.

« Pacuét Tpebyemoro o6béma: MNpnbnnsntenbHolit pacyét Tpebyemoro obvéma
LOCTYMHOrO MPOCTPaHCTBA B  MHOrOMOTOYHOM PEXMME MOXHO OUEHWUTb  Kak
(worker_parallelism *)% oT pecypca. 970 03HayaeT, 4TO ANS Kax.aoro paboyero notoka,
KOTOpbI ByOeT NCnonb30BaTbCs NPW MHOrONOTOYHON 06paboTke maHHbIX, NoTpebyeTcs
onpenenéHHbiii 06bEM OOCTYMHOro NPOCTPaHCTBA Ha AUCKE.

* - Worker_parallelism oTHoCMTCA K BO3MOXHOCTM OLHOBPEMEHHOIO BbIMOJIHEHMS
HECKO/IbKNX MPOLIECCOB B paMkax OA4HOro NpunoXeHus.

Bonee To4HbIn pac4yéT MakcMmanbHo Tpebyemoro o6béma cBobo4HOr0 NPOCTPAHCTBA Ha
ovcke npv 6ekane MOXHO OLIEHUTb Mo OOpMyne:

v = Qbvémpecypea ( Pasmep xewa+20 ) x ( K +1)+ Pazmep memadaHHbiIx
Pazmep b610ka
roe:

« K=1npu oOgHONOTOYHOM pPEXMME;

. K = worker_parallelism, ecnn 3agaHbl MHOFOMOTOYHbLIA  PEXUM
(enable_multithreading) n cnabas neaynnukaums (enable_flexible_dedup).

9T1a hopmMyna nNo3eonsieT paccyntTatb 06 bEM NamMsT, HEOOXOOMMbIA ONS XPaHEHUS! AaH-
HbIX BO BpeMms npoLecca 6akana.

B doopmyne ncnonbaytoTcs cneaytowme 0603HaYEHUS:
* O61béM pecypca — obwmnii 06bEM OaHHbIX, noanexatux 6akany;

+ Pasmep 6noka — pasmep 6510ka AaHHbIX, UCNONb3yeMoro ans o6paboTku naH-
HbIX BO Bpems 6akana;

* Pa3smep xewa — pasmep xela, UCronb3yeMoro Ans MaoeHTUMKaunum gaHHbIx;

18
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» worker parallelism — konnyecTBo paboymx MOTOKOB, UCMONb3YEMbIX ONS Bbl-
nonHeHns 6akana;

* enable multithreading — dpnar, ykasbiBaowmin Ha MCNONb30BaHNE MHOIOMO-
TOYHOCTW;

» enable flexible dedup — dpnar, ykasbiBarowmii Ha UCNonb3oBaHne rnbkon ae-
aynnukauum;

* 20 — MakcuMarnbHbIl pa3mep cepnanm3oBaHHOW No3nLMn B paine;

1 — BpeMeHHas 6asa ONA BbIYMCNEHUS CUTHATYPbI WKW OTNPAaBKU Xeweln Ha
cepsep;

e pasmep MeTagaHHbix — 310 0.02 * 06BbEM pecypca.

Huxe npeancrtasneHa Tabnuua c npunMmepamim pacHeTos.

Pecypc Xew Brok K Pasmep MeTapaHHbIX LwnckMpo-
cTpaHcTBo ([B)
536870912000 64 8192 8 10737418240 56
536870912000 64 8192 32 10737418240 179
536870912000 64 8192 64 10737418240 343
536870912000 64 8192 128 10737418240 671
536870912000 64 1048576 8 10737418240 10
536870912000 64 1048576 32 10737418240 11
536870912000 64 1048576 64 10737418240 12
536870912000 64 1048576 128 10737418240 15
1099511627776 64 8192 8 21990232555 114
1099511627776 64 8192 32 21990232555 366
1099511627776 64 8192 64 21990232555 702
1099511627776 64 8192 128 21990232555 1374
1099511627776 64 1048576 8 21990232555 21
1099511627776 64 1048576 32 21990232555 23
1099511627776 64 1048576 64 21990232555 25
1099511627776 64 1048576 128 21990232555 31

OnepauunoHHble cUCTEMDI
. Astra Linux 1.8

. Astra Linux 1.7
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. Astra Linux 1.6

. Debian 12

. Debian 10

. Ubuntu 22.04

. Ubuntu 20.04

. Ubuntu 18.04

. CentOS 8

. CentOS 7

. Alt Linux 10

. Red Hat Enterprise Linux 9
. Rosa Cobalt 7.3

. Rosa Cobalt 7.9

. Rosa Chrome 12

. Alt Linux 10

. PEL OC 7.3

. PEL OC 8

. Windows Server 2012
. Windows Server 2016
. Windows Server 2019
. Windows Server 2022

Moaynu pe3epBHOro KONnMpoBaHUs

OnepaunoHHbIe CUCTEMD
MnaTdopMbl BUpTyanusauum

Moaynb ong VMmanager
. Astra Linux 1.7

. Astra Linux 1.6

20
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Ubuntu 20.04 (B aKCnepMeHTanbHOM peXxunme)
Ubuntu 18.04 (B akcnepuMMeHTanbHOM pexume)
CentOS 8 (B akcnepuMeHTanbHOM pexunme)
CentOS 7 (B aKCnepuMeHTanbHOM pexunme)

Alt Linux 10 (B akcnepnMeHTanbHOM pexume)

PEL OC 7.3 (B aKCNepuMeHTanbHOM pexunme)

Mogaynb ons NK CB "bpect"

Astra Linux 1.7
Astra Linux 1.6

Moaynb gna PYCTOK

Astra Linux 1.8 (B akCnepuMeHTanbHOM pexunme)
Astra Linux 1.7

Astra Linux 1.6

Ubuntu 22.04 (B aKCnepMeHTanbHOM peXxunme)
Ubuntu 20.04 (B akcnepuMeHTanbHOM pexume)

Ubuntu 18.04 (B skCnepvMeHTanbHOM pexunme)

Moaynb ana ASPOLONCK VAIR

Astra Linux 1.7
Astra Linux 1.6
Debian 10
Ubuntu 20.04
Ubuntu 18.04

Alt Linux 10 (B aKcnepnMeHTanbHOM pexume)
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Mogaynb ona VMware vSphere

Ubuntu 20.04

Moaynb gnsa zVirt

CentOS 8

CentOS 7 (B aKCnepuMeHTanbHOM pexunme)
Alt Linux 10 (B aKcnepnMeHTanbHOM pexume)
PEL OC 7.3 (B aKCNepuMeHTanbHOM pexunme)

Rosa Cobalt 7.9 (B akcnepnMeHTanbHOM pexunme)

Moaynb ons oVirt

CentOS 8

CentOS 7 (B aKcrnepMeHTanbHOM pexume)
Alt Linux 10 (B akcnepnMeHTanbHOM pexume)
PEL OC 7.3 (B aKCnNepuMeHTanbHOM pexunme)

Rosa Cobalt 7.9 (B akcnepnMeHTanbHOM pexume)

Moaynb ona REDVirt

CentOS 8

CentOS 7 (B aKCnepuMeHTaNbHOM peXxunme)
Alt Linux 10 (B akcnepnMeHTanbHOM pexume)
PEL OC 7.3 (B akCnNepuMeHTanbHOM pexume)

Rosa Cobalt 7.9 (B akcnepnMeHTanbHOM pexunme)

Moaynb onsa P-BupTtyanusaums

CentOS 7
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Mogaynb onsa OpenStack

Astra Linux 1.8 (B aKcnepuMeHTanbHOM pexunme)
Astra Linux 1.7

Astra Linux 1.6

Ubuntu 20.04 (B akcnepuMeHTanbHOM pexume)
Ubuntu 18.04 (B skCnepuvMeHTanbHOM pexunme)
PEL OC 7.3

Mogaynb ons Tionix

Astra Linux 1.7 (B aKCnepuMeHTanbHOM pexunme)
Astra Linux 1.6 (B aKcnepuMeHTanbHOM pexunme)
Debian 10 (B skcnepumeHTanbHOM pexume)
Ubuntu 20.04 (B aKCnepMeHTanbHOM peXxunme)
Ubuntu 18.04 (B aKCnepMeHTanbHOM peXxume)
CentOS 8 (B akCnepuMeHTanbHOM peXxunme)
CentOS 7 (B aKCnepuMeHTanbHOM pexunme)
PEL OC 7.8 (B akCnepuMeHTanbHOM pexume)
Alt Linux 10

Rosa Cobalt 7.9 (B akcnepnMeHTanbHOM pexunme)

Moaynb gns DynamiX

Astra Linux 1.8 (B akCnepuMeHTanbHOM pexunme)
Astra Linux 1.7

Astra Linux 1.6 (B aKCnepuMeHTanbHOM pexunme)
Debian 10 (B skcnepumMeHTanbHOM pexume)
Ubuntu 20.04 (B akcnepuMMeHTanbHOM pexume)
Ubuntu 18.04 (B aKcnepMeHTanbHOM peXxume)

Alt Linux 10 (B akcnepnMeHTanbHOM pexume)
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CentOS 8 (B akCnepuMeHTanbHOM pexunme)
CentOS 7 (B akcrnepnMeHTanbHOM pexume)
PEL OC 7.3 (B aKCNepuMeHTanbHOM pexunme)

Rosa Cobalt 7.9 (B skcnepuMeHTanbHOM pexume)

Mogaynb gns Greenpum

Alt Linux 10 (B akcnepnMeHTanbHOM pexume)
CentOS 8 (B akcrnepMeHTanbHOM pexume)
CentOS 7 (B aKCnepuMeHTanbHOM peXxunme)

PEL OC 7.3 (B aKCNepuMeHTanbHOM pexunmMe)

Moaynb ona KVM

Astra Linux 1.8 (B akCnepuMeHTanbHOM pexunme)
Astra Linux 1.7

Astra Linux 1.6 (B aKcnepuMeHTanbHOM pexunme)
Debian 10 (B skcnepuMeHTanbHOM pexume)
Ubuntu 20.04 (B akCnepMeHTanbHOM peXxunme)
Ubuntu 18.04 (B aKcnepMMeHTanbHOM peXxume)
Alt Linux 10 (B akcnepnMeHTanbHOM pexume)
CentOS 8 (B akCnepnMeHTanbHOM pexunme)
CentOS 7 (B aKCnNepuvMeHTaNbHOM pexXunMe)
PEL OC 7.3 (B aKCNepuMeHTanbHOM pexunme)

Rosa Cobalt 7.9 (B akcnepnMeHTanbHOM pexume)

Moaynb onsa ECP Veil

Astra Linux 1.8 (B akCnepuMeHTanbHOM pexunme)
Astra Linux 1.7 (B aKCnepuMeHTanbHOM pPeXunMe)

Astra Linux 1.6 (B akCnepuMeHTanbHOM pexunme)
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Debian 10 (B skcnepuMeHTanbHOM pexume)
Ubuntu 20.04 (B aKCrneprMeHTanbHOM pexunme)

Ubuntu 18.04 (B aKcnepuMeHTanbHOM peXxume)

Moaynb ans PostgreSQL n Patroni (Universal)

Astra Linux 1.8
Astra Linux 1.7
Astra Linux 1.6
Debian 10
Ubuntu 22.04
Ubuntu 20.04
Ubuntu 18.04
CentOS 8
CentOS 7

Alt Linux 10
Red Hat Enterprise Linux 9
PEL OC 7.3

Moaynb ons PostgreSQL (pe3epBHoe KonupoBaHmne 1 BOCCTAHOBNEHWE NHAMBUAY-
anbHbix 6a3 AaHHbIX 1 Tabnuu)

Astra Linux 1.8
Astra Linux 1.7
Astra Linux 1.6
Debian 10
Ubuntu 20.04
Ubuntu 18.04
CentOS 8
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CentOS 7
Alt Linux 10
PELO OC 7.3

Moaynb ons Postgres Pro

Astra Linux 1.8 (B akcnepuMeHTanbHOM pexunme)
Astra Linux 1.7

Astra Linux 1.6

Ubuntu 20.04

Ubuntu 18.04

CentOS 8

CentOS 7

Alt Linux 10

PEL OC 7.3

BusHec-npunoxeHus

Mogaynb gng CommuniGate Pro

Astra Linux 1.8 (B akCnepuMeHTanbHOM pexXunme)
Astra Linux 1.7

Astra Linux 1.6

Ubuntu 20.04

Ubuntu 18.04

CentOS 8

CentOS 7

Alt Linux 10

PEL OC 7.3

Mogaynb ons FreelPA

Astra Linux 1.8 (B akCnepuMeHTanbHOM pexunme)
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. Astra Linux 1.7
. Astra Linux 1.6
. Ubuntu 20.04

. Ubuntu 18.04
. CentOS 8

. CentOS 7

. Alt Linux 10

. PEL OC 7.3

Moaynb onsa Mailion
. Astra Linux 1.7

dainosblie cCMCTEMbI U Ap.

Moaynb hannosbix cuctem Linux (BXOOUT B COCTaB KNMEHTa Pe3epBHOro KOnmpo-
BaHWS)

. Astra Linux 1.8
. Astra Linux 1.7
. Astra Linux 1.6
. Debian 10

. Debian 12

. Ubuntu 22.04

. Ubuntu 20.04

. Ubuntu 18.04

. CentOS 8

. CentOS 7

. Red Hat Enterprise Linux 9
. Rosa Cobalt 7.3
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Rosa Cobalt 7.9
Rosa Chrome 12
Alt Linux 10
PELOC 7.3
PEL OC 8

4 'RuBackup

Moaynb ons LVM (BxoOnT B COCTaB K/IMEHTa pe3epBHOIro KONMpoBaHns)

MeHenxep aamuHucTtpartopa RuBackup (RBM)

Astra Linux 1.8
Astra Linux 1.7
Astra Linux 1.6
Debian 10
Debian 12
Ubuntu 22.04
Ubuntu 20.04
Ubuntu 18.04
CentOS 8
CentOS 7

Red Hat Enterprise Linux 9
Rosa Cobalt 7.3
Rosa Cobalt 7.9
Rosa Chrome 12
Alt Linux 10
PEL OC 7.3
PEL OC 8

ObopynoBaHue

Tabnuua 4 — ObopynoBaHue
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AnnapaTtHbIiA KOMMOHEHT 3HayeHue
Mpoueccop 4 anpa
OnepartveHas namsTb 4TH
Juckoeoe NpocTpaHCTBO 30T

OnepauynoHHbIe CUCTEMBI:

Microsoft Windows (skcrnepuMeHTanbHbIi pexunm)
Astra Linux 1.8

Astra Linux 1.7

Astra Linux 1.6

Debian 12

Debian 10

Ubuntu 22.04

Ubuntu 20.04

Ubuntu 18.04

CentOS 8

CentOS 7

Red Hat Enterprise Linux 9
PEL OC 7.3

PEL OC 8

Rosa Cobalt 7.9

Rosa Chrome 12

Alt Linux 10

REST API

OnepaunoHHbIe CUCTEMbI:

e Astra Linux 1.8

e Astra Linux 1.7
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» Astra Linux 1.6

* Debian 12 (skcnepvMeHTanbHbIA pexunm)

» Debian 10

« Ubuntu 22.04

» Ubuntu 20.04

* Ubuntu 18.04

* CentOS 8 (akcnepuMeHTanbHbIN pexXunm)

* CentOS 7 (akcnepuMeHTanbHbIn pexunm)

* Alt Linux 10 (skcnepnMeHTanbHbI peXxum)

* Red Hat Enterprise Linux 9

« PEL OC 8 (akcnepuMeHTanbHbIn pexunm)

« PEL OC 7.3 (3KCneprMeHTanbHbIA pexXum)

* Rosa Cobalt 7.9 (skcnepumeHTanbHbIn pexXunm)
* Rosa Cobalt 7.3 (skcnepumeHTanbHbIA peXxunm)

* Rosa Chrome 12 (skcnepuMeHTanbHbIA pexunm)

CeTeBble NOPTHI

BesonacHoe coennHeHne komnoHeHToB CPK RuBackup n obmeH mHdgbopmaumeit
MEXAY HUMWM noapasyMeBaeT TEeXHUMYECKYD BO3MOXHOCTb KOMMYyHMKaLMKM MO CEeTW.
MNepen ycTaHOBKOWM npoaykTa Heobxoommo obecneynTb B3aMMOLENCTBME KOMMOHEHTOB
CPK nyTeM oTKpbITMUS COOTBETCTBYIOWMX MOPTOB A5 BXOLAAWEro 1 NCXOAAWEro Tpagumka
MeX Ay cepBepamu, Ha KOTOPbIX yCTaHOBNEHbI KOMNOHeHTbl CPK.

B tabnuue 5 npencraeneHbl komnoHeHTbl CPK RuBackup, koTopble npuHumatot
BXOOSIWMNE COeQUHEHNS NO yKasaHHbIM NopTaM 1 NPoTOKONaM.

Tabnuua 5 — CeTeBble NopThl

KomnoHeHT LieneBoii
or 0 cepBiC Mpotokon | MMopTt OnucaHne
i YnpaBneHve onepaunsiMm
) rubackup-cmd TCP 9991 Ha MeavacepBepe
OcHosHoli cepep |  Meamacepsep
rubackup- TCP 9993 YnpasneHve onepaumsamu
media C OaHHbIMK
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KoMnoHeHT LleneBoﬁ
or 10 cepeic MpoTtokon | lMopTt OnucaHne
Eﬁ%aagﬁmﬂ; CoxpaHeHune KoHurypa-
OcHoBHOI cepBep OTﬂ,eﬂbHogTOﬂ- postgresql TCP 5432** | UMOHHOW N onepaTUBHOWA
wen MawmHe MHcpopMaLM
rubackup-cmd TCP 9991 O6e§2$glze:|lz|§og1;a3o-
PesepBHbIl | o\ oeoi cepaep Mepenada AaHHbIX MEX Ay
cepsep rubackup- TCP 9993 | MeAnacepsepamu B cocTa-
media BE OCHOBHOIO 1 pe3epBHO-
ro cepeepos
basza naHHbIX
. ) CoxpaHeHwne KoHdurypa-
PeaepBHbiM cep RuBackup Ha postgresql TCP 5432 LMOHHOM 1 OnepaTUBHOM
BEp OTAENbHOCTOSA- MHCDOPMALIN
wein mawmuHe
Meanacepeep Menwnacepsep rubackup- MNMepenaya paHHbIX MeXOY
media TCP 9993 Meauacepsepamu
) YnpasneHve onepaumamm
. ] rubackup-cmd TCP 9991 Ha Meavacepeepe
€3epBHbIli cep-
Menmnacepsep pBep* P rubackup- YnpaeneHve onepaumamm
media TCP 9993 C OaHHbIMK
Eﬁ%ZéLI?SHﬂ; CoxpaHeHwne KoHurypa-
Menwmacepsep OTHENbHO CT%M ot postgresql TCP 5432** | UMOHHOW N onepaTUBHOWA
MallHe MHpopmMaLmn
KnneHT peseps- YnpasneHve onepaumsmu
Horo konunposa- | OcHoBHoW cepBep | rubackup-cmd TCP 9991 Ha KNIMeHTe pe3epBHOro
HUS KOMMpOBaH1s
KnneHt peseps- ) Mepenaya oaHHbIX MEX Y
Horo Konuposa- | MeAnacepsep ruraaegi(:p TCP 9993 | MeamacepBepOM U KNneH-
HNS TOM
YnpaBneHve onepaumsamu
K rubackup-cmd TCP 9991 Ha KNMeHTe pe3epBHoro
s Bep” rubackup- Mepenaya oaHHbIX MeX Ay
up TCP 9993 | MeamacepBepoOM U KNNEH-
media ToM
RuBacku OTnpaBka 3anpocoB Ha
REST APpI OcHoBHol cepBep | rubackup-rbm TCP 9995 | cepBep v NONy4YEHNE WH-
doopmarmm
Basa naHHbIX
RuBackup RuBackup Ha « | onyyeHne nHdopmaumm
REST AP[*** OTLEeNbHOCTOSIWEN postgresq| TCP 5432 13 6a3bl JaHHbIX
MalvHe
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REST API

KoMnoHeHT LleneBoﬁ
or 10 cepeic MpoTtokon | lMopTt OnucaHne
S Ortnpagka 3anpocos Ha
Eﬁz@rci%ﬁ Pe3ep::gim cep rubackup-rbm TCP 9995 | cepsep 1 NONyYeHUE WH-
doopmanmm
MeHenxep Basa naHHbIX c
A OoXpaHeHue KoHdurypa-
RuBackup (RBM) Ha RuBackup Ha .| postgresql TCP 5432** | UMOHHOW N onepaTnBHOWA
OTAENbHO CTOSWEN| OTAENbHOCTOSWEN MHCDOPMALIAN
MawwuHe MawwuHe
MeHenxep
RuBackup (RBM) o ) YnpasneHve onepaumsamu
H OT HENBHO CTO- OcHoBHol4 cepsep | rubackup-rbm TCP 9995 RuBackup
Alwen MmawvHe
MeHenxep
RuBackup (RBM) | Pe3sepsHblili cep- rubackup-rom TCP 9995 YnpasneHue onepaumsamm
Ha OTAENbHO CTO- Bep* RuBackup
Alwen MmawvHe
g”'ﬁ“;’agog?ﬂz'_ YnpasneHve onepauusimm
i P OcHoBHol4 cepBep | rubackup-api HTTPS 443*** RuBackup 4epe3 REST
pe3 Rubackup AP
REST API
KnueHT, nocwina-
o o YnpasneHve onepaumsamu
lowmin 3anpoc Yye- | PesepsHebiin cep- o
pea Rubackup Bep* rubackup-api HTTPS 443%% RuBackup yepe3 REST

API

* [1py Hann4nn pesepBHOro cepeepa.

“* Ecnun 6a3a faHHbIX CKOHGOMIypupoBaHa ¢ MCNnoib30BaHMEM HECTAHOAPTHOrO NopTa, To
ONS NoOkNYeHus Kk Heil npoaykta RuBackup mopT MoxeT ObiTb M3MEHEH BPY4YHYHO B
KOHourypaumoHHom goamne /opt/rubackup/etc/config.file.

“** MNopT NS NOAKMOYEHMS, NPU HEOOXOAMMOCTU, MOXET ObITb N3MEHEH YEPE3 NEpPEMEH-
Hble OKpYyXeHus B goarine [fopt/rubackup/etc/rubackup_api.env (CM. B «PykoBoACTBE MO
yCTaHOBKE 1 B3aMOLENCTBUIO C NporpaMmHbIM uHTepgoericom RuBackup REST API»).
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OcobeHHOCTN YCTaHOBKM NakeToB B Linux

OucTtpubyTmebl cepepa u knmeHta RuBackup moryT noctaenatbcs B Buge deb u
rpm-nakeToB. [ns pasHbix aucTpunbyTmBoB Linux, No npuynHe nx oTANYUiA pyr oT Apyra,
npenycMOTpPEHbI crieunanbHO NoaroToeneHHble nakeTbl RuBackup.

MNepen yCTaHOBKON KNMEHTCKOrO U CEpPBEPHOro NakeToB HEOOXOAMMO YCTAHOBUTL
nakeT rubackup-common Heobxoanmoi Bepcun, noaxoasawmin ons Bawero auctpmnbytmea
Linux. Hanpumep:

$ sudo dpkg -i rubackup-common_<version>_amd64.deb
nnu
$ sudo rpm -1 rubackup-common_<version>.x86_64.rpm

MepeyeHb KNMEHTCKMX W CEepPBEPHbIX MaKeToB, YCTaHaB/NMBAEMbIX B Pa3/INYHbIX
onepaunoHHbIX cMcTeMax, NpeacTaBeH B NpunoxeHun (cM. MpunoxeHue b).

B 3aBmcmMOCTM OT TrNa nCnosib3yemMoro nakeTHoro MmeHenxepa B Bawem ouctpum-
6yTuBe Linux, mpouenypa yCTaHOBKM W yOaneHUs NakeToB MOXET WCMOonb30BaTb KO-
mMaHabl dpkg, rpm, apt, yum u np. B HacToswem pykoBoacTee npouenypbl yCTAHOBKW OMKU-
caHbl AN NaKeTHOro MeHenXxepa, KoTopbii onepupyeTt naketammn deb. Hanpumep, npo-
Lelypa yctaHoBkM naketa knneHTa RuBackup BbirnsauT cnegytowmm obpasom:

$ sudo dpkg -i rubackup-client_<version>_amd64.deb

Ona yctaHoeku knneHta RuBackup B OC ¢ nakeTHbIM MEHEeAXEePOM, KOTOpPbIN one-
pupyeT rpm-naketamu, BMECTO BblleyKa3aHHOM KOMaHObl cnefyeT BbiMOIHUTL KOMaHay:

$ sudo rpm -1 rubackup-client_<version>.el8.x86_64.rpm

[Mpouenypbl yoaneHnsa nakeToB B HACTOSLWEM PYKOBOACTBE OnucaHbl ANs NakeTHo-
ro MeHenxepa, KOTopbIi onepupyeT naketamm deb. Hanpumep, npouenypa ynoaneHus
nakeTa knmeHta RuBackup Bbirnsaant cnegytowmnm obpasom:

$ sudo apt remove rubackup-client

Ona yonanenunsa knueHta RuBackup B onepaunoHHOM CUCTEME C NaKeTHbIM MEHe-
IXepoM, KOTOpbI onepupyeT rpm-naketamu, BMECTO BbllleyKa3aHHOW KoMaHabl cnenyeT
BbINO/HUTD:

$ sudo yum remove rubackup-client
Nunbo:
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$ sudo rpm -e rubackup-client

HekoTopble onepaunoHHble cuctembl, Takme kak Alt Linux, ncnonb3yoT nakeTHyo
CuUCTeMy rpm, HO BMECTO yum ucnosnb3aytoT apt. lNepen yctaHoBKOM M ynaneHmem nake-
ToB RuBackup cnenyet yTo4yHUTb, Kakme KomaHabl HEOOX0AMMO MCMONb30BaTh ANS Ba-
wero amctpubyTmea Linux.

KoHdourypupoBaHue nokanu

Mpwn 3anycke anemeHToB CPK RuBackup B py4HOM pexunMme 4epes TepMuHan Bos-
MO>XHO BO3HUKHOBEHME OWwnbKM nokanu (ownbka MoXeT BCTPETUTLCS B MPOLIECCE yCTa-
HoBky CPK un Bepcumn ALSE 1.8). NMoaobHoe cBsA3aHO C OWMOOYHO CKOHMPUIYPUPOBaHHOIA
nokanbio.

Lns npoBepkn nokanu cnepyeTt 3anycTUTb KoMaHay u ybeouTbcsi, 4TO KoMaHaa
npoxoamT 6e3 ownbok:

$ sudo locale

Ecnun BO3HUKNM owmbKM nocne NpoBepku ctatyca nokanu, To cnesyeT NPUMEHUTb
cnenyoLlyto KOMaHay Ans eé pekoHUryprpoBaHums :

$ dpkg-reconfigure locales

AnbTepHaTUBHbIM BapWaHTOM $SBASETCSA 3amnyck C $SBHbIM yKa3aHueMm fokKanw.
Hanpumep, ons nonydyeHus harware id ona cepsepa komaHga MOXeT BbIraaeTb cneayto-
wum obpasom:

$ sudo LANG=C LC_ALL=C opt/rubackup/bin/rubackup_server hwid

JNTvueHsunposaHne CPK RuBackup

[ns nICcNonb30BaHUs NMOMHOMO CPyHKLMOHANA CUCTEMbl PE3EPBHOMO KOMMPOBAHUS 1
BOCCTaHOBNEHUs1 aaHHbix RuBackup TpebyeTcsi yCTaHOBUTb NULEH3NOHHbBIA chaiin ons
KaX[oro pas3BépHyTOro CEPBEPHOro KOMMOHEHTA — OCHOBHOrO, PE3EPBHOrO 1 Meaua-
CEPBEPOB.

MNMpumeyaHue. JnueHsnposaHuio nognexunt kaxabii cepsep CPK RuBackup. Jln-
ueHauposaHue knneHtoB CPK RuBackup He TpebyeTcs.

NvueHanoHHbIn norosop (EULA) Ha npaBo Mcnonb3oBaHMs NporpamMMHOro Npoayk-
Ta CPK RuBackup HaxoouTcs B nanke /opt/rubackup/copyrights/, a Takxe [OCTyneH ans
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03HaKOMJNIeHUs Ha odpmumanbHOM canTe https://www.rubackup.ru/. Aicnonb3ys nporpamm-
HblA NPOAYKT NONb30BaTeNb NPUHNUMAET YCNOBUSA NMLEH3MOHHOIO AOroBopa.

Twunbl NUUEH3WNIA

Nuuenaus Ha CPK RuBackup MoxeT 6bITb HECKONIbKUX TWMOB, B 3aBUCMMOCTM OT
orpaHuyeHunii gns nuueHsnata. Cnocobbl NMUEH3NPOBAHNS CUCTEMbI PE3EPBHOMO KOMU-
poBaHua RuBackup npuseneHbl B Tabnuue 6.

Bce cepBepHble KOMMOHEHTbl CUCTEMbl pe3epBHOro konuposaHns RuBackup
noanexar eauHoMy TUNy NMUEH3NPOBaHKS.

Tabnuua 6 — Tunbl nuueHaunin CPK RuBackup

MapameTp
JINLEH3n-
POBAHMA  Koucurypa- O6bém pesepeupye- Cpok pei-
Ppuryp P PBUPY pok A OrpaHuyeHue
uusa MbIX BaHHbIX CTBUA
Tun nu-
LLeH3UM
Mpn wncyepnaHunm ob6bLEMa
. .. JINLEH3UN HEBO3MOXXHO Bbl-
CyMMapHbI 06BEM HeH3 EBO3MOXHO
beccpoyHas nMOSHUTbL pe3epBHOE KOomMu-
backend bes orpaHu- - BCeX XpaHMMbIX pe- nnn OBaHWe, HO BOCCTaHOBJE-
HeHun 3€PBHbIX KON B Cu- CpOYHas Eme D,aHlilbIX OOCTYMHO
cteme CPK" P Y :
MuHMManbLHasa NLEH3NA —
1Tb
o .. YunTeiBaeTCAa TOJIbKO Hawu-
CyMMapHbIh 06bEM
bonbllas pe3epBHas Konus
be3 orpaHn- MoOJIHbLIX YHUKaJbHbIX  Bbeccpo4Has
frontend _ < knneHTa CPK RuBackup.
YEeHUN pe3epBHbIX KOMUI UC- WK CPOYHasn
- MuHMManbHasa ANLEeH3nNa —
TOYHUKOB AaHHbIX 17TE
KonunyecTtso MuHManbLHaga KoOHUrypa-
KJINeHTOB Cu- umnsa: 1 cepsep u 10 kneH-
CcTeMbl pe- MakcuManbHbIN TOB.
Mo 3epBHOro Ko- 06bEM XpaHMMbIX pe- beccpodyHasa [Ons Kakaoro KAneHTa (He
KOHpUypaLwm  NUpoBaHUs,  3epBHbIX Konun 250  nnum cpoyHas 3aBUCMMO OT KOH(Urypaumm)
KOJIN4eCcTBO TB" OOCTYNHO pe3epBHOE Komnu-
COKeTOB cep- poBaHue hansioBon cncTe-
Bepa™ Mbl 1 LVM-TOMOB
Mony4yeHne aBTOMaTUYECKOEe
backend
1 cepsep 1Tb lrop npun 3anycke OCHOBHOIO
TecToBas
cepBepa
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MapameTp
JIMLEeH3n-
POBaHMA Koucurypa- O61LéM pesepeupye- Cpok apen- OrpaHudenme
ums MbIX OaHHbIX CTBMUA P
Tun nu-
LLeH3Um
BpemeHHasa [lo 3anpocy Mo 3anpocy Mo 3anpocy glapnebuc?cc;'asnﬂeTCH no

* yunTbiBaeTcs 06bEM BCEX pe3epBHbIX KOMUI NoCie CxKaTua 1 aenynamkaunm, o6bem xpaHu-

MbIX MeTaZlaHHbIX;
" yynTbiBaeTCcs 06bEM pe3epBHbIX KOMUIA Mocse CKaTus, Ho A0 Aelyn/IMKaLWW, ecsiv OHa UC-
NoNb3yeTCs, TaKXXe YYNTbIBAETCA 06BbEM XPAaHUMbIX MeTadaHHbIX;

“ YYNTBIBAIOTCSA TOJIbKO UCMOJIb3yeMble (3anoJIHeHHbIE) COKeTb!

daiin nmueH3nun

o dain NMUeH3un KMeeT paclwupeHue ./Jc N [OONXeH HaxoOuTcsa B kartanore /opt/
rubackupr/etc/c imeHeM hanna rubackup.lic.

* lMpun 3anycke CPK RuBackup cuctema nporpaMMHOro nvueH3vpoBaHus byaoeT ocyule-
CTBNATb MOUCK NUUEH3UWN B KaTanore /opt/rubackup/etc.

* MpoBepka haina NUUEH3UM OCYLLECTBNSAETCS KaXablih Yac nocne 3anycka cepsepa no
cnemyowyM napameTpam:

—T11n cepeepa CPK RuBackup: ocHOBHOW, pe3epBHbIf, Meamva;
—NOEHTUGUKATOP X0CTa NULEH3UPYEMOro cepeepa haraware id,
—B 32BUCUMMOCTU OT TUNa NULEH3NN:

—CyMMapHbIi 06 bEM pe3epBUPYEMbIX OAHHDIX;

—CyMMapHbIi 06 bEM CO34aHHbIX MOMHbIX PE3EPBHbIX KOMUIA;
—CpPOK OenCTBuS;

—KonnyectBo 0JHOMOMEHTHO MOOK/TIOYEeHHbIX KNTMEHTOB pPe3epPBHON0 KONMpoBaHUA.

Monyy4yeHne NMUEH3NOHHOIO oarina

Lns nonyyeHns NULEH3MOHHOrO paina cepsepa (OCHOBHOIO, PE3ePBHOr0 U Me-
OMacepBepoB) y NocTaBwmka Heobxoamnmo:

1. TloNHOCTbIO pa3BepHYTb CEPBEPHYIO MPYNNUPOBKY 3aniaHUPOBAHHOM apXUTEKTY-
pbl CUCTEMbl pe3epBHOro konvposaHua RuBackup, ycTaHOBUB nakeTbl CEPBEPHON
yacTtn CPK RuBackup Ha xocTax.
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2. BbInonHuTb KOHMUrypupoBaHne cepBepos, B peadynbTaTe rnony4ymB KOH(Urypaum-
OHHbI chann /opt/rubackup/etc/config.file.

3. Onpepenutb cnocob reHepupoBaHus naeHTudpukaropa hardware id, ykasas 3Ha-

yeHve napameTpa wse product uuid B KOHGOUrypauuwoHHoM cbainne /opt/
rubackup/etc/config.file.

4. Ha kaxnom cepsepe nony4utb naeHtTudgukatop hardware id, BoinonHMB KoMaHay:
rubackup_server hwid

3admkcnposaTb nobbiM yOO6HbIM CNOCOOOM Ons Kakoro Tuna cepeepa (OCHOB-
HOW, pe3epBHbIi, Meana) NonyyYyeH ngeHTndumkaTop.

5. TlNpepocTaBnTb NOCTABIWUKY NONYYEHHbIE NAEHTUUKATOPBI YAOOHEIM CNOCOO0M 1
NoNy4nTb NULUEH3NOHHbIE hannbl Ans cepeepHbix komrnoHeHToB CPK RuBackup
Ha agpec aNeKTPOHHOM NOYThl NONb30BaTENS.

YcraHoBka NuMUeH3MOHHOro gaiina

YcTaHOBMTE NUUEH3MOHHbIA dhan Ha KaXOoM XOCTe NUUEH3MPYeMoro cepeepa
CPK RuBackup.

Insi yCTaHOBKU NULLEH3MOHHOrO oaina Heobxoammo:

1. TlpmBecTn Mg NONy4eHHOro doanna NUUEH3un K Buay rubackup.lic, BbINOMHNB KO-
MaH4y, Haxo4sach B narnke ¢ goannom:

mv <old_filename.lic> rubackup.lic

roe <old filename.lic> - Tekyuwee nMsa goanna NMUEH3NOHHOro Koya.

2. lMepemecTnTb Nnn 3aMeHUTb' (B cnyvyae 0OHOBNEHUS NULEH3UN) chaiin NNLEH3UM
B nanke /optrubackup/etc/, BbINOMHUB KOMaHAy, HaxoOscb B narnke ¢ noaroToB-
NNIEHHbIM cpa|7|n0M NMUEeH3NOHHOI o Knk4a.:

cp rubackup.lic /opt/rubackup/etc/rubackup.lic
MNMpuMmeyaHune. AKTMBaUMS NUUEH3UN NPON30AAET NOCne 3anycka cepeepa.

3. OnumoHanbHO: NpW BbINOAHEHUN MEPBUYHOIO NNLIEH3NPOBAHNS U OOHOBNEHUS
NMUeH3nn B cnencTeun nameHenns apxmtektypol CPK RuBackup Tpebyetcs Bbl-

NOMHUTbL KOHMPUIypMpPOBaHNe Kaxaoro KOMMOHEHTA C MOMOLWbI0 YTUNUTbI 7B _init,
cobniopas nopsanok:

* OCHOBHOI1 cepBep;

* pe3epBHbI CepPBEP;

MeauacepBepa;

1 PekoMeHAOyeTCsl COXpaHWUTb CyLWeCTBYIOWMWA doain nUeH3nm
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¢ KJINeHTbl CUCTEMbI pe3epPBHOIro KonnpoBaHms.

B cnyyae obHOBNEHUS NULEH3MM B CNEACTBUN M3MEHEHWUS CPOKa OENCTBUS UMK
06béMa pesepBrpyeMbIX OaHHbIX KOHGUrypuposaHue komrnoHeHToB CPK RuBackup He
TpebyeTcs.

4. OnunoHanbHO: Npu OBHOBNEHWMM NULEH3MW, NPOU3BEANTE MNepesanyck cepsepa,
BbINOJSIHMB B TEPMMHANE KOMaHy:

* eC/ cepBep paHee 3anylleH B pyYHOM peXxnme Yepes TepMuHan:

sudo rubackup_server restart

* €CNU CcepBep paHee 3anylleH Kak CepBiC:

sudo systemctl restart rubackup_server

OG6HoBNEHME NULIEH3NOHHOrO haiina
» O6HOBNEHNE NULEH3NOHHOrO haina HeobxoamMMo B Cnyyae:

—UN3MEeHeHnsa naeHTndomkaTopa XxocTa nMUeH3NpyeMoro cepeepa haraware id.

—OKOH4YaHune nmueH3nmm (I'IO KaKOMy-J'II/IGO napameTpy nnmueH3nposaHn4a B 3aBUCUMOCTN OT
Tnna J'II/ILI,eHSI/IVI);

—un3meHeHus cyuwectsytowen apxmtekTypbl CPK RuBackup, Hanpumep, yctaHoBKu Moay-
nen ona paclmnpeHns BO3MOXHOCTEN pe3epBHOro KOMMPOBaHMA U BOCCTAHOBEHMA
LaHHbIX, NPV UCMONb30BAHMM TUMNA NMNUEH3UN «M0 KOHUrypaumm».

» [1ns obHOBNEHMS NMLEH3NOHHOMO doaina:

—nonyynte obHOBNEHHYO nuueHanto CPK RuBackup y moctaBwuka B COOTBETCTBUM C
nogpasnenom «llonyvyeHne nMuUeH3NOHHOro hanna»;

—npon3Bennte OOHOBNEHME YCTAHOBMEHHOrO JMLUEH3UOHHOrO doaina Ha cepsepe
RuBackup B COOTBETCTBMM C NOAPA30EN0M HACTOAWEro AOKYMEHTA.

lMonyyeHue cBeneHuii 0 NULEH3UN

CBepneHust 06 yCTaHOBNEHHON NMLUEH3UN OOCTYMHbI 415 NPOCMOTPa B XypHane co-
ObITUA Ha XOCTe NMLUEH3MPOBAHHOrO cepeBepa M B MeHenxepe agMuHMCTpaTopa
RuBackup.

MpocMOTp CBEEHWI O NULEH3UW B XypHane cobbiTui
Lns npocMoTpa cBeAeHWin 0 NULEH3UN B XypHane cobbiTuii RuBackup.log:
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1. IobaBbTe cBeaeHns 06 yCTAHOBNEHHOW NULEH3MM HA XOCTE NULEH3UPOBAHHOIO
cepsepa CPK RuBackup (nocne ero 3anycka) B XypHan cobblTUiA, BbINOHUB KO-
MaHay B TepMuHane:

rubackup_server license

KomaHpoa pobaensieT B XypHan cobbiTuin /opt/rubackup/log/RuBackup.log naHHble
06 ycTaHOBNIEHHOI Ha CepBeEPE NMULIEH3NN.

2. [lns npocMoTpa CBeLEHWI 0 NMUEH3UN B XypHane cobblTuii, HanpuMep, BbINOIHM-
Te, KOMaHay B TepMuHane:

sudo tail -f /opt/rubackup/log/RuBackup.log
B repmunHane bynet BbiBeneHa cneaytowast MHgopMauust 0 NMALEH3NK:

* 1IMA XOCTa, Ha KOTOPOM pPa3BEPHYT CepBep, U ero onvcaHue,
* ponb cepsepa (OCHOBHOW, pe3epBHbI, Meana);

* naeHTudukaTop xocTa NMUEH3NPOBAHHOrO cepBepa Awid,

* [aTy Havyana oencTBUS NULEH3NK;

* [aTy OKOHYaHWS OEeNCTBUS NULEH3UU;

* TUN NINUEH3NN;

* MakcumasbHbll pa3mep pe3epBupyeMbIX OaHHbIX;

* pa3mMep UCrob30BaHHbIX pe3epBnpyeMbiX OaHHbIX.

MpocMoTp cBegeHuidt O nuueHsuM B MeHepXxepe aaMUHUCTpaTopa
RuBackup

Ins npocMoTpa cBeaeHuin 06 yctaHoBNeHHbIX Ha cepBepax CPK RuBakup nuueH-
31gx:

1. 3anyctute MeHepnxep agmuHuctpatopa RuBackup (RBM).

2. Bbinonnute aBTopm3aunto nonb3oBaTenis.

3. B BepxHeit naHenn RBM HaxmuTe kHonky Hactpoiika & 1 B BbinafatowemM MeHio
(pncyHok 1) BbibepuTe NyHKT «JTLeH3us».
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(1) CepeucHsiin pexxum (D)

|25| NokanbHas KoHgUrypauus

'i.l-J.l NuueHsna...

(=) MNogaepxka...

(i) O RuBackup...

Pucyrok 1 — OxkHo RBM «HacTpoiku»

4. B oTKpbIBWEMCS OKHE «JInLeH3unn» (PUCYHOK 2) NpuBeneHbl CBeAeHWS 06 yCTaHOoB-
NIEHHBIX TEKYLWMX NUeH3usx cepeepHoi yactm CPK RuBackup, naHHble 6yayT Bbl-
BE€LEHbl B COOTBETCTBUW C TUMOM NIULEH3UN:

NMS XOCTa, Ha KOTOPOM Pa3BEPHYT NNLEH3UPYEMbIN CEPBEP;
ornucaHue xXocTa, Ha KOTOPOM PasBEPHYT NULIEH3MPYEMbIV CEpPBEP;
TVN y3na — TUM NMUEeH3npyeMoro cepsepa (OCHOBHOM, Pe3epPBHbINA U Meauacepsep);

TUN NMLEH3UN — BO3MOXHbIe 3Ha4YeHus: backend, frontend, configuration (cm. Tabnuuy
6);

EMKOCTb — MakcuMmanbHbI pasmep pesepsrpyemMbix gaHHbIX (Th);

NCNonb30BaHHas EMKOCTb — pasMep WCMONb30BaHHbIX PE3ePBUPOBAHHBIX [OaHHbIX
(6ainT);

jaTta Havana nuueH3un — parta YCTaHOBKM U 3anycka NUueH3Mpyemoro cepeepsa B
dopmaTte YYYY.MM.DD, ¢ npeactaBneHnemM BpemMeHun B 24-4aCoBOW HoTauum hh:mm;

haTa OKOHYaHMa OeNCTBUS NNUEH3UM — farta aHHY/IMPOBaHUS NMLEH3UN 1 npekpatle-
HUS [ocTyna K OYHKUM pe3epBHOro KOMMPOBAaHUSA OaHHbIX (PYHKUUS BOCCTAHOBEHUS
JaHHbIX U3 paHee caenaHHbIX pe3epBHbIX Konuim goctynHa) B popmarte YYYY.MM.DD,
C npefncTasfieHneM BpeMeHu B 24-4acoBom HoTauuu hh:mm;

3akasyuik, Mo 3anpocy KOToporo npenocTasneHa NnUeH3uns;
COKeTbl — KONMYECTBO NMLEH3NPYEMbIX Ppa3bEMOB HA MATEPUHCKOW NnaTe cepeepa;
knueHTbl CPK RuBackup;

HWID — noeHTndukaTtop xocta, Ha KOTOPOM pas3BEPHYT NULIEH3VPYEMbIN CEpBEp.
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Nuuersus

Onucarme Tun yana Tan muersan | Ewkocts | Mcnonssosankas @mkocTs | flata Hawana fata

Secondary RuBackup server Backend 5 10927482388 2024.05.03 00:00

2024.05.03 00:00

2025.(

Primary RuBackup server  Primary RuBackup server Backend 5 10927482388 2025.(

Media RuBackup server Backend 5 10927482388 2024.05.03 00:00 2025.(

PucyrHok 2 — Kaptodka yctaHoBneHHbIx nuueH3nii CPK RuBackup

5. [ng nuueHamm Tuna «no KOHMrypauum» BO3MOXEH MPOCMOTP YCTAHOBEHHbIX
pacwvpeHuin: no asonHoMy Haxatuio JIKM Ha nuueHsnio nnu Bblaenve nULEH3unio
N Haxas nossumBlytocs KHonky (D . B okHe «Pacwmpenns nuueHaun» 6yanyT Bbi-
BELEHbl BCE pacWUpeHus, onpemensiowme, Kakme MMEHHO WCTOYHUKM OaHHbIX
MO>XHO MCMONb30BaThb AN CO34aHMSA Pe3epBHbIX KOMWM, NnogaepXusaemble COOT-
BeTcTByowmnmMn moaynamm CPK RuBackup.

"eHepupoBaHue hardware id

VoeHTudukaTop xocta NUUEH3MPYEMOro cepsepa hardware id reHepupyeTcs Ha
OCHOBaHWUW LaHHbIX, NPUBELEHHBIX B Tabnumue 7.

Tabnuua 7 — Ycnosus coopmmpoBaHms naeHtndpukaropa hardware id

Bepcusa
oC

RuBackup
YcTaHOBKa Linux
Bepcuun 2.1 un
6osiee no3gHAsA

Windows

YcTaHoB/NEHa Linux
BEpCUSA paHee
2.1

3Haue-
OaHHble ana dopMUupoBaHuUs MapameTp Hue no
hardware id config.file ymMmonua-
HMIO
OaHHble nceBno-hanna sys/class/
dmifid/product uuid, copepxauwiero
naeHTngukatTop UUID maTepuHCKOn
naaThbl, YCTAHOBAEHHLIA MPOU3BOAN- .
Tenem NaaThbl, N 3aKOANPOBAHHOW UH- use_product_uuid  false
dopmaumm 8 DMI BIOS
nMsa xocTta hostname;
naeHTundukaTop /etc/machine-id HeT HeT

"
nMsa XocTa /etc/hostname
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3Haue-
Bepcus ocC IHaHHble pna popMUpPOBaAHUA MapameTp HUe no
RuBackup hardware id config.file ymMmonua-
HUIO
ObHoBneHune
YCTaHOBNEHHOW use_product uuid  false
BepCcuUmn paHee
2.1

YBeJOMNeHNe 0 HacTynNeHUn orpaHU4eHNs INLIeH3NUK

* Y106bI 06ecneunTb becnepeboiiHyto paboty CPK RuBackup, nencteue nuueHsnii pe-
KOMeHOYyeTCA npoanesaTb A0 NCTEYEHNA NapaMeTPOB NMNLEH3NPOBAHNA.

* B cnyyae cpo4Hoi nMueH3un cuctema yBenoMasieT KnveHTa o6 OKOHYaHMKM cpoka aen-
CTBMS NULEH3MM He nosaHee, Yem 3a 45 gHel npu 3anycke cepBepa — B TepMuHane
OyneT BbiIBEAEHO NpenynpexaeHne ob6 NCTeveHnn cpoka AencTBrS NNLEH3IUN.

* Takxe aKkTyanbHOCTb NULEH3UWN BCErga MOXHO NPOBEPUTb B KOHcONu MeHenxepa
agMuHncTpaTtopa RuBackup nnm BbiBECTM CBEAEHMS O TEKYLWENA NULEH3UN B TEPMUHAT.

OncTprbyTuBbI YCTAaHOBOYHLIX NAKETOB

Ins passépTbiBaHNS KOMNOHEHTOB CUCTEMbI PE3EePBHOIr0 KONMPOBaHUS 1 BOCCTa-
HOBNeHns faHHbix RuBackup nony4yntb akTyanbHble ycTaHOBOYHblE deb/rpm nakeTbl BO3-
MOXHO OJLHWM 13 CrOCOOO0B:

* Ha KOMNaKkT-gucke, nony4yeHHOM OT N3TOTOBUTENA,

* N3 AOMONHUTENbHO NOAKto4aemMoro, nybnuyHoro penoantopusi. CeeaeHust no
NOLK/IOYEHMIO PEMO3NTOPUS N YCTAHOBKE U3 Hero npueeneHbl B «lpunoxeHue A» Ha-
CTOSILEro JOKYMEHTA;

* cKayaB akTyanbHble ycTaHoBOYHble nakeTbl CPK RuBackup 13 obnayHoro omc-
Ka AcCTpbl Ha odoumumanbHOM camTe  koMmnaHum  https://disk.astralinux.ru/s/
y3Xg57z3JyYiNbg. Ha oncke Bbl HanpéTe:

* Nanky ¢ Ha3BaHUAMMK OMEepPaLMOHHbIX CUCTEM, codepXaline COBMECTUMbIE C
ykazaHHoh OC ycTaHOBOYHble nakeTbl Ana pasBépTbiBaHMs KomnoHeHToB CPK
RuBackup:

« Alt Linux 10;

» Astra Linux 1.6;
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* Astra Linux 1.7;
* Astra Linux 1.8;
» CentOS 7;

* CentOS 8;

* Debian 10;

* Debian 12;

* RedOS 7.3;

* RedOS 8;

* RHEL 9;

* Rosa Chrome 12;
* Rosa Cobalt 7.3;
* Rosa Cobalt 7.9;
* Ubuntu 18.04;

* Ubuntu 20.04;

* Ubuntu 22.04;

* nanky «Experimental», cogep>xalttyo nanku ¢ HassaHUsMU onepaunoHHbIX CU-
cTeM, codepxalume coMectumble ¢ ykazaHHon OC akcrnepuMeHTasnbHble YCTaHOBOYHbIE
nakeTbl gns passéproiBaHmsa kKomnoHeHToB CPK RuBackup, npowenwme Tonbko ansamx-
TeCcTMpoBaHue, 1 narnky, coaepXallyt aKCrnepuMeHTanbHble CKPUNTbI:

 Alt Linux 10;

* Astra Linux 1.6;
* Astra Linux 1.7;
* Astra Linux 1.8;
* CentOS 7,

* CentOS 8;

* Debian 10;

* Debian 12;

* RedOS 7.3;

* RedOS 8;
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* RHEL 9;

* Rosa Chrome 12;
* Rosa Cobalt 7.3;
* Rosa Cobalt 7.9;
» Ubuntu 18.04;

* Ubuntu 20.04;

* Ubuntu 22.04;

* WinOS — nanka conepXuT aKcnepumeHTanbHyto Bepcnio MeHepxepa aaMUHN-
ctpaTtopa RuBackup ana OC MS Windows;

« Scripts — conepXuT aKcnepuMeHTanbHble BEPCUM CKPUMTOB :

» script_block_device_metadata.sh ckpunTt pe3epBHOro KONMPoOBaHMA MeTanaH-
HbIX OeaynnanunupoBaHHOro nyna;

« upgrade_rubackup_packages.sh ckpunt aBToMaTnyeckoro 06HOBNEHNS;

KomnaHusa «Pybakan» 6yneT npuaHatenbHa 3a obpaTtHyto cBsA3b No paboTe aKcne-
pYMeHTanbHbIX Bepcuii naketoB kKomnoHeHToB CPK RuBackup ntobbiM ynobHbIM onsi Bac
cnocoboMm — obpaTtuBwMcb B cnyxby TexHuyeckoi nopmepxku  https://
support.rubackup.ru  unn nNonb30BaTENbCKYIO Tpynny B Telegram https://t.me/
rubackup_user_group. Bbl nomoraete Ham CTaHOBUTbCA Ny4we!

* nanky «Prev_Version», cogepxatiyto yCTaHOBOYHbIA NakeT MOLYyNs pe3epBHO-
ro KONUPOBaHUS M BOCCTaHOBNEHWS OaHHbIx knactepos CYB[M PostfreSQL gnsa noa-
LEeP>XKN HOBOro (PyHKLIMOHanNa CepBepPHO 1 KNMEHTCKONW rpynnmMpoBoK pennsa 2.1;

* RB_key.iso — cneunannanpoBaHHbIi 3arpy304Hblii 06pa3 RuBackup.
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MoprotoBka knactepa CYBI, PostgreSQL k ycraHoBke
cnyxebHom 6a3bl AaHHbIX RuBackup

CYB/M PostgreSQL ncnonb3dyeTtcs ons xpaHeHUs MeTagaHHbIX pe3epBHbIX KOMUn 1
KOHUrypaLmMOoHHbIX NapamMeTpoB CUCTEMbI pe3epBHOro KonuposaHns RuBackup.

B Havane npouenypbl noarotokn knactepa CYBI PostgreSQL yctaHoBuTe na-
KeT postgresql ans nHctannsaumm PostgreSQL:

$ sudo apt install postgresql
n naket postgresql-contrib, cogepxalunin 4LONONHUTENbHbIE MOLOY NN:

$ sudo apt install postgresql-contrib

Mpwn yctaHoBke cepsepa PostgreSQL B OC Astra Linux SE 1.6 Heobxo-
OMMO yCTaHOBUTb NakeT postgresql-contrib-9.6!

lMepepn yctaHoskon cepeepa RuBackup B KOHGUrypaunoHHbii ¢oann pg_hba.conf
Heobxoaumo [ob6aBNTb BO3MOXHOCTb noakntodeHms k CYB, ons Bcex cepBepoB, KOTO-
pble ByayT BXOAMTb B cepBepHyto rpynnuposky RuBackup. Hanpumep:

local all postgres peer

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

local all all md5
# IPv4 local connections:

host all all 127.0.0.1/32 md5
host all all 192.168.0.50/24 md5
host all all 192.168.0.51/24 md5
host all all 192.168.0.52/24 md5
host all all 192.168.0.53/24 md5

[Mpn 3TOM MOXHO OoCcTaBuUTb CTPOKY local all postgres peer.
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B dbaiine postgresql.conf Heob6xoamnmMo HacTpouTs listener:

# - Connection Settings -

#listen_addresses = 'localhost’ # what IP address(es) to listen on;
listen_addresses = '*'
# comma-separated list of addresses;
# defaults to 'localhost'; use '*' for all
# (change requires restart)

port = 5432 # (change requires restart)
max_connections = 100 # (change requires restart)
[MpnmeyaHus:

1. BoamoxHocTb nogkntodeHus k CYBL, ons Bcex cepBepoB, KOTopble OyayT BXO-
LNTb B cepBepHyto rpynnupoeky RuBackup, MoXxHO 0o6aBuTb 1 MNOC/E YCTaHOBKU CepBe-
pa RuBackup B kOHGoMrypaunoHHblid chann pg_hba.conf, nocne 4ero Heob6xoouMo ne-
pesanyctutb PostgreSQL.

2. Pasmepbl napameTpoB B hanne postgresqgl.conf shared_buffers ~50 % o1 pas-
Mepa onepatumBHOV namaTtu. Mpu ucnonb3oBaHUM Aenynnvkaumm peKOMeHOyeTCs MUHU-
ManbHbIi 06beM onepaTmBHON NamsiTu cepepa 64 GB effective_cache_size ~70 % ot
pasmepa onepaTtmeHoin namatn work_mem 32 MB.

3. max_parallel_workers — He MeHee 50 % OT Konu4yecTBa MPOLECCOPHBbIX A4ep,
ecnu cepeep CYB/L cosmeuweH ¢ cepsepom RuBackup n 100 %, ecnu cepsep CYBL, aB-
NSETCS BblAENEHHbIM.

4. MNapameTp default_transaction_isolation gonxeH npuHuMaTtb 3HaveHue «read
committed».

Mocne BHECEHUS 3TUX N3MEHEHWUIT HEODXOAUMO:
1. Nepesarpy3nTb cepsuc postgresql:

$ sudo service postgresql restart
2. Mpoeeputb nogknoyeHne Kk CYB:

$ sudo -u postgres psql

3. 3apaTtb naponb Ons Nonb3osartens 6asbl AaHHbIX postgres:
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$ sudo -u postgres psql
psql (12.5 (Ubuntu 12.5-Oubuntu@.20.04.1))
Type "help" for help.

ALTER ROLE
postgres=# alter user postgres password '12345';

Mpwu yctaHoeke CYB/M PostgreSQL B OC Astra Linux Special Edition ¢
MaKCUManbHbIM YPOBHEM 3alnLLeHHOCTU («CMoneHck»), 4Tobbl n3bexaTb owwn-
60K Nony4yeHns MaHOATHOrO KOHTPONS LENOCTHOCTM ANS NOMb30BaTens, Heob-
XOLAMMO:

BapuaHT 1 (pekomeHayembin). B goainne [etc/parsec/mswitch.conf pns
napametpa zero_if_notfound ycTtaHoBuTe 3HaueHne yes. [locne aToro
nepesarpysunte cepsuc postgresql:

$ sudo systemctl restart postgresql

BapuaHT 2.

1. Cospante nonb3osartens rubackup B OC Astra Linux Special Edition:
$ sudo useradd --system --no-user-group rubackup

2. YctaHoBuTe npaea nonb3osBatens rubackup, a Ttakxe paspewnTb
nonb3oBaTernto postgres yTeHue MaHOATHbIX MEeTOK:

$ sudo pdpl-user -1 0:0 rubackup

$ setfacl -d -m u:postgres:r [etc/parsec/macdb
$ setfacl -R -m u:postgres:r /etc/parsec/macdb

HacTtpoiika SSL coeanHeHwmii

na noBblweHNs 6e3onacHocTu cepeepa 6asbl OaHHbIX BO3MOXHO MNCMNOJ/Ib30BaHMe

Ha[4e>XHOro WMPOBaHNS COeaNHEHWNIA ¢ 6a30li AaHHbIX.

Ins HacTpoiikn SSL coeanHeHwii:

1. Cospante cepTudomkatbl ana cepsepa PostgreSQL u ero knneHTos (postgres-

K/IMEHTOB) (CM. MYHKT HACTOSLWEro 4OKYMEHTA).
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2. BbinonHuTe HaAcTpOKKy KOHGUIypaLUMOHHbIX (hainos Ha cepsepe PostgreSQL (cm.
NYHKT HACTOSLWeEro OOKYMEHTA).

3. Tllocne yctaHoBkM nakeToB koMrnoHeHToB CPK BbinonHUTE HacTponky SSL coenm-
HeHun Ons postgres-KNMEHTOB (Ha xocTax, rae pasBépHyTbl KOMMOHeHTbl CPK),
npeaBapuTenbHo foH6aBMB NONyYeHHbIe CepTUUKaThbl (CM. MYHKTbl U HaCcToswe-
ro LOKYMEHTA).

CospnaHue cepTudmKaToB

AyTeHTndukaums KnnmeHTa no cepTudomkaTy no3BonseT cepsepy NpoBepuTb Nny-
HOCTb MOAKNKOYaKLWeEerocd, noareepxpas, 4to ceptudomkat X.509, npencraBfeHHbIN
KNMEHTOM, NoANuUcaH AOBEPEHHbIM LEHTPOM cepTudpukaumm (CA).

Ceptundpukatbl SSL nposepsioTca n BblgaoTcs LieHTpom cepTudomnkaumm.

Ecnu Bbl He umeete PKI nHgpacTpykTypbl OTKPbITbIX KNOYER, TO HA OTAENbHOM
XOCTEe, KOTOPbI MOXET BbIMNONHSATL ponb LleHTpa cepTudomkaumm:

1. CospaiiTe aupekTopun, B KOTOpyto ByayT creHepupoBaHbl cepTudpukatbl LieHTpa
cepTudbukaumn, cepsepa PostgreSQL n gna Bcex postgres-kMMeHToB (B 3aBUCK-
MOCTW OT apxutekTypsbl Bawen CPK):

* LleHTpa ceptndpmkauum (ca);

» cepsepa PostgreSQL (pg-serven;

* ocHoBHoro cepsepa RuBackup (rb-servern);
* Meauacepsepa (rb-media);

* APM agMuHuctpaTopa, ecnn MeHenxep agmuHuctpatopa RuBackup (RBM) pa3sép-
HYT Ha OTOENbHOM XocTe (rb-rbm),

BbIMNOJIHMB KOMaHOy:

mkdir certs && cd certs && mkdir ca pg-server rb-server rb-media rb-rom
2. Cospaiite 3akpbIThiii kKNtod LileHTpa cepTudomnkaumm, ons aToro:

* [lepenanTe B paHee Co3aaHHYo nanky:
cdca

» CreHepupynTe 3akpblTbii kKN4 ona CA (ca.key), BbINONHUB KOMaHAy, Hanpumep:

openssl genrsa -out ca.key 2048

* CospaiTte camonoanucaHHbli ceptudomkat LleHTpa cepTudoukaumn (ca.cri) cpokom
nencrtens 1 rof, BbINOMHMB KOMaHAOY:
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openssl req -new -x509 -days 365 -key ca.key -out ca.crt
roe CN — ato nonHoe ums xocta (FQDN), Ha koTopom pa3sépHyT CA.

3. BbinycTtute cepTudpmkat 1 3aKkpbIThii KoY ans cepeepa PostgreSQL, nns atoro:
* MNepeianTe B paHee co3AaHHYIO Narnky, BbINONHMB KOMaHAY:

cd pg-server
» CreHepupyiite 3akpbiThii Koy onsa cepsepa PostgreSQL /pg-server/server.key, Bbl-
NONHNB KOMaHAY:
openssl genrsa -out server.key 2048
» CreHepupyiiTe 3anpoc Ha cepTudoukat cepsepa PostgreSQL /pg-server/server.csr, Bbl-
NONMHMB KOMaHAY:
openssl req -new -key server.key -out server.csr
roe CN — a1o nonHoe umsa xocta (FQDN), Ha koTopoM pasBEpHYT cepsep
PostgreSQL.

* [oannwuTe 3anpoc Ha cepTudmnkart cepeepa PostgreSQL 3akpbiTbiM KNto4oM LleHTpa
cepTnukaLmm, BoiNOHMB KOMaHAY:

openssl x509 -req -in server.csr -CA ../ca/ca.crt -CAkey ../ca/ca.key -CAcreateserial
-out server.crt -days 365

4. TlosTopuTe war 3 ons Kaxaoro postgres-knmeHTa, CreHepnpoBaB 3akpbIThbIA KOY
(postgresql.key) n BbinycTnB ceptudomkart (postgresql.crt) ona scex postgres-knum-
EeHTOB, ykasaB B cepTudukarte coorsetcrteytowee FQDN xocTa, Ha KOTopom pas-
BEPHYT KOMNoHeHT CPK.

HacTpouka SSL coepgmHeHuna Ha cepBepe PostgreSQL

BbinonHuTe nprBenéHHble HUXE HacTpoikK, 4Tobbl cepeep PostgreSQL npocny-
wmnBan Kak obblyHble, Tak U SSL coeamHeHns Yepes oauH 1 1ot xe TCP-nopT u cornaco-
BbIBaN UCNoNb3oBaHue SSL ¢ ntobbiM NOAKHOHAKWNMCS POStgres-KNmMeHToM.

1. CkonupyitTe , Hanpumep, B nanky /efc/postgresql/16/main Ha cepsep PostgreSQL
13 nanku /pg-server LleHTpa ceptudomkaumm noaroToBNeHHbIE:

» cepTtudpukat LleHTpa ceptudomukaunm (ca.cri;
* noanuncaHHbI cepTrudpukat cepsepa PostgreSQL (server.cri;
* CreHepupoBaHHbIN 3aKkpbIThI KNtoY cepaepa PostgreSQL (server.key).

2. LOna dannos cepTuurkara n 3akpbiTOro kfawya yCTaHoBUTE MOMHbLIA AOCTYN Ha
4yTeHue 1 3anncb TONbKO ON4 BnagenbLes, BbiNOMHUB KOMaH4y, HanpuMmep:
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chmod 600 server.crt server.key ca.crt
CoenaiTe Bnagenbuem ainoB Nonb3oBaTens v rpynny nonb3oBaTens posigres,
BbINOJ/IHMB KOMaHOy:
chown postgres:postgres server.crt server.key ca.crt
3. OTpepakTnpyinTe KOHGUrypaunMoHHbIn doann posigresql.conf.

* BKIOYUTE NOAAEPXKY 3aWNPPOBAHHBIX COEANHEHNIA:

ssl =on

* yKaxuTte nyTb K (panny ceptudgomkata LleHTpa cepTudomkaumm (Mnu uenodke cepru-
domKaTos):

ssl_ca_file = "/etc/postgresql/16/main/ca.crt’

Ceptugoukat CA nposepsieT, 4TO cepTudomkaT postgres-knneHTa noanucaH nose-
PEHHbIM LEHTPOM CepTUMKALIMN.

* yKaxwuTe nyTb K panny ceptmuukata cepsepa PostgreSQL.:

ssl_cert_file = '/etc/postgresql/16/main/server.crt'

Ceptudomkat byget oTnpaBneH postgres-knneHTy ONns ykasaHus noosIMHHOCTU
cepsepa PostgreSQL.

* yKaxuTe nyTb K goarny 3akpblToro knwoya cepsepa PostgreSQL:

ssl_key_file = '/etc/postgresql/16/main/server.key'

3akpbIThIl KNHOY JOKa3bIBaeT, YTo cepTudomkat cepsepa PostgreSQL 6bin oTnpas-
neH BnapgenbueMm; He yKa3blBaeT, 4TO B/iageneL, cemecpMKaTa 3acnyxmBaeTt nosepus.

4. Yrtobbl noTpeboBaTtb OT postgres-knmeHTa NpenocTaBNeHns LOBEPEHHOro cepTu-
chukata, oTpenakTUPynTe KOHOUrypaunoHHblin doainn pg hba.cont:

» pobaBbTe onuunio ayTeHTUudmkauun clientcert=verify-ca wnw clientcert=verify-full B coot-
BETCTBYIOWME H0Stss/CTpoku, rae:

— clientcert=verify-full cepsep PostgreSQL He Tonbko npoBepseT LENoYKy cepTnudmkaTos,
HO TakXe MpPOBEPSET, COBNadaeT N1 UMSA Nonb3oBaTens unm ero conoctasnexme ¢ CN
npenocTaBNEeHHOro ceptTugoukara;

— Clientcert=verify-ca cepeep NpoBepseT, 4TO cepTudomkaT postgres-knmeHtTa nognucaH
OLHUM N3 OOBEPEHHbIX LLEHTPOB cepTUdUKaLNN.

Takxe xenaTtenbHo 3dKOMMEHTNPOBATb BCE CTPOYKN host, HanpuMmep:
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#host  all all 0.0.0.0/0 md5

hostssl all all 0.0.0.0/0 [md5,cert] clientcert=[verify-ca,verify-
full] (8 cTapbix Bepcusx [0,1])

roe:
ma5 — 3anpocuTb Naposb Nonb30BaTeNs,
cert— ayTeHTndgukaumsa no ceptudukary.

Ecnu napameTp clientcert He ykasaH, cepBep nposepsieT cepTudukar postgres-
KnmeHTa no ceoemy panny CA, Tonbko ecnu cepTudpukar postgres-knmeHTa npencras-
neH n CA HacTpoeH.

5. TlNpousBeauTe HACTPONKY KapTbl UMEH NoNb30BaTENEN.

Mpy NCNONb30BaHWN BHELHEW CUCTEMbl ayTeHTudpmkaumm, Takon kak Ildent, ums
Nnonb3oBaTtens onepaurvioHHON CUCTEMbl, UHULMMPOBABLIErO MOAK/IOYEHME, MOXET He
coBMnagaTtb C UMEHEM Mosnb3oBaTens 6a3bl faHHbIX (POSK), KOTOPbIA OONIXKEH UCMNONb30-
BaTbCs. B aTOM cnyyae kapta UMeH nonb3oBaTtenein MoxeT OblTb NPUMEHEHA ANS COMo-
CTaB/EHNS UMEHW NONb30BaTENS ONepPaLMOHHON CUCTEMbI C UMEHEM NONb30BaTeNs 6asbl
LaHHbIX

YT106bl UICMONb30BaTb COMOCTAB/IEHNE MEH NONb30BaTeNE, OTpeaakTMpynTe:

* KOH(UrypaumoHHbIi hann pg hba.conf — ykaxuTe B 3Ha4yeHMM nMapameTpa
map=map-name :
hostssl all all 0.0.0.0/0 md5 clientcert=verify-full map=ssimap

* KOHQOUrypauunoHHbI doann pg ident.conf, XpaHAWNNCS B Katanore OaHHbIX kKnacrepa
— HacTpoliTe KapTbl UMeH nonb3oBaTeneit, nobaBbTe, HANpPUMeEp:

# MAPNAME  SYSTEM-USERNAME PG-USERNAME

ssimap postgres postgres
ssimap postgres rubackup
roe:

—B cTtonbue «SYSTEM-USERNAME» yxasbiBaem CN cepTudukaTa postgres-KnmeHTa;

—B cTonbue «PG-USERNAME>» ykasbiBaeM MMsi NONb30BaTeNs, C KOTOPbIM HY>XHO COMo-
CTaBUTb.

6. [lns npyMeHeHWs N3MEHEHWIA, Nepe3anyCcTUTe CepBep , BbINOMHUB KOMaHIY:
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sudo systemctl restart postgresql

HacTtpounka SSL coeauHeHus Ha cepBepe/knmeHte CPK

Ona nogknioyeHns k 6ase naHHbix PostgreSQL yepes 3awmwéHHoe coeanHeHne
BbINONHUTE NPMBEAEHHBIE HUXE HACTPOWKM Ha XOCTax, Ha KOTOPbIX Pas3BEpPHYTbl KOMMO-
HeHTbl CPK (postgres-knuneHTbl):

1. lNepeHecuTe M3 COOTBETCTBYIOWEN postgres-KNMeHTy nankum Ha xocte LleHTpa
cepTuduKkaLmm NnoaroToBNEHHbIE:

» ceptudomkart LleHTpa ceptucpukaumm (ca.crt), 4t1o6bl knneHT CPK Mor npoBepuTb, 4TO
KOHeYHbI cepTudomkat cepeepa PostgreSQL 6bin noanvcaH ero NOBEPEHHBIM KOPHE-
BbIM CEPTUPUKATOM;

» ceptudukar cepsepa/knueHta CPK (postgresql.crt);
* CreHepupoBaHHbI 3akpbIThl KNtoY cepepa/knueHTa CPK (postgresqgl.key).

2. Lna dannos cepTuurkara n 3akpbiTOro Kfwya yCcTaHoBMUTE MOMHbIA OOCTYN Ha
YyTeHue 1 3anncb TONMbKO ON4 BnagenbLes, BbiNOMHUB KOMaHAy, HanpuMep:

chmod 600 server.crt server.key ca.crt
3. Cpenaiite BnagenbueM goainos nonb3oBaTens, 0T UMEHM KOToporo bynet 3any-
weH komnoHeHT CPK (postgres-knveHT), BbINONHNB KOMaHay:

chown suser:suser server.crt server.key ca.crt

4. BbinonHuTe KOHQUrypupoBaHue, 3anyCcTuB YTUAWUTY rb_/nif nocne yCTaHOBKW na-
ketoB kKoMnoHeHta CPK n HacTpoiTe 3awuueHHoe SSL-coeanHeHne ¢ cepBepoM
PostgreSQL.

Ecnu paHee cepeep/knneHt CPK 6bin ckoHGUrypupoBaH, To yCTaHOBUTE HEOOXO-
OVMbIA  pexum paboTel SSL, oTpepakTMpoBaB 3Ha4yeHWe mnapameTpa
SSLMode=verify-full, ycazaHHoe Ha ware 4 nyHkTa , B KOH(PUrypaumoHHoOM doaine
/opt/rubackupr/etc/config. file.

5. [na npumeHeHus nameHeHun nepesanyctute cepsep/knmeHT CPK, BbINONHUB KO-
MaHgy COOTBETCTBEHHO HacTpamBaemMoMy KoMnoHeHTy CPK:

Cepsep/meauacep- sudo systemctl restart rubackup_server
Bepa RuBackup
KnneHT CPK sudo systemctl restart rubackup_client

6. BbinonHMTe NpoBepky cepTugomkaTta:
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openssl verify -verbose -CAfile RootCert.pem Intermediate.pem

HacTtpounka SSL coepuMHeHMss Ha oTaenbHOM Xxocte MeHep)kepa
agMuHucTpaTtopa RuBackup

Ona nogknioveHns Kk 6ase PostgreSQL paHHbIX Yepes3 3awuwéHHoe CoeauHeHne
BbINOMIHUTE NPUBEAEHHBIE HNXE HACTPOMKM Ha TEKYLEM XOCTE:

1. TlepeHecuTe n3 COOTBETCTBYIOWEN postgres-knneHTy nankum Ha xocte LleHTpa
cepTudomkaumm noaroToBNEHHbIE!

» ceptudomkart LeHTtpa cepTtndpmkaumm (ca.crt), 4Tobbl KNIMEHT MOr MPOBEPUTbL, YTO KO-
HeYHblin cepTudmkat cepeepa PostgreSQL 6bin nognucaH ero 4OBEPEHHbIM KOPHEBbLIM
cepTngmkaTom,

* cepTudoukat knneHTa (postgresql.cri);
* CreHepupOBaHHbIV 3aKpPbITbIA KNOY KNneHTa (postgresgl.key).

2. Pasmectute cepTndukaTtbl 3aKprTbII7I KNKOY B KaTtasore rno yMmon4aHuio:

Insa OC Linux ~/.postgresql/

Ins OC Windows Y%appdata%\postgresql\

3. Ing dannos cepTudukara n 3akpbiTOro Kfaw4a yCTaHOBUTE MOSMHBIA OOCTYN Ha
4YTeHWe 1 3anucb TONbKO ANS BlagenbLes, BbINOMHUB KOMaHAy, Hanpumep:

chmod 600 server.crt server.key ca.crt

4. Ilnsa dpannos ceptudomkara 1 3akpbliTOro Kfawya coenamte snagenbuem dannos
nonb3oBaTens, OT MMEeHU KoToporo Oymet 3anyweH KoMrnoHeHT CPK (knueHT
PostgreSQL), BbINOMHMB KOMaHAY:

chown suser:suser server.crt server.key ca.crt

5. TlMocne yctaHoBkn naketoB RBM BbinonHuTe HacTporky napametpa SSLMode B
KOHQUrypaLuMoHHOM doanne ~/LrbmZ2/.rb_gui main_settings wnn B rpacuny4eckomn
ytunute RBM B okHe «HacTpoikn — JlokanbHasa koHdurypaums» napametp Pe-
xum SSL coequHerms ¢ PostgreSQL, ycTaHOBMB 3HA4YeEHME, ykasaHHoe Ha ware 4.

6. [lns NnpuMeHeHUs N3MEHEHWIH NepesanycTUTe HacTpanBaeMblii KNIMEHT, BbIMOHUB
KOMaHzy:

opt/rubackup/bin/rbom
7. BbinonHute npoBepky cepTudomkara:

openssl verify -verbose -CAfile RootCert.pem Intermediate.pem
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YctaHoska "Bce B ogHOM"

PaseepTbiBaHne RuBackup B cpopmarte "Bce B ogHOM" nogpasymeBaeTt yCTaHOBKY
BCEX KOMMOHEHTOB rpynnuposky RuBackup Ha ogHOM domanyeckon nnm BupTyanbHON ma-
wuHe. JaHHbIA TMN YCTAaHOBKN MOXET ObiTb MCMONb30BaH B Cnyyasx, korga Heobxoommo
NPOBECTM NMUNOTHYIO 3KCNayaTauunio OYHKUNOHANbHbIX BO3MOXHOCTEN PELIeHNs Unm Tpe-
byeTcs 3awmwaTtb Hebonbwmne 06 bEeMbI AaHHbIX, HANPUMEP, NPU UCNONb30BaHUK AN ae-
MOHCTpauni OYHKLMOHANbHbIX BO3MOXHOCTEN, B AOMALWHEM OKPYXEHUK, B "necoyHuue"
MM B HEOONbLON OpraHM3aunm.

BHumaHume! PassepTbiBaHne RuBackup B doopmate "Bce B 0gHOM" He npeanonara-
eT MCMoNb30BaHWE PE3EepPBHOr0 cepBepa M AOMONHUTENbHbIX MeamacepBepoB. YTobbl
BK/IOYNTb AaHHble KOMNOHEHTbI B cocTaB RuBackup, nepenante K pasneny PassepHyTtas
yCTaHOBKaA .

Moaroroeka K yctaHoBKe

Mepen yctaHoBkoW "Bce B ogHOM" HeobxoamMo, 4Tobbl B cucTeMe Obiin yCTaHOB-
neHbl 3aBucuMocTn nakeTtos Linux (cM. MNpunoxeHune b).

Ytobbl cuctema yeegomneHmin RuBackup paboTtana KoppekTHO, HeobxoauMo Ha-
CTPOUTb OTMPAaBKy 3NeKTPOHHOW NoyThbl ¢ cepsepa RuBackup. Ons oTnpaBku 31eKTPOH-
Hol noyTbl cepsep RuBackup ncnonbayet ytnunuty /usr/bin/mail.

Mpn ncnonb3oBaHUN NEHTOYHOW BMBNNOTEKN C CEPBEPOM PE3EPBHOIO KOMMPOBa-
HWS1, HACTPOIKY CM. B pykoBoacTBe «PaboTa ¢ neHTo4YHon 6MbnnoTekoin».

MHcTtannaumusa naketos RuBackup

Ons ycraHoBkn CPK RuBackup «Bce B ogHOM» BbIMONHUTE cnegywowme nen-
CTBUSA:

1. ABTOpM3YyiiTECH NOA NOMb30BaTENeM root, KOMaHaoM:
$ sudo -i

2. HacTpoiite nepemMeHHble cpenbl Ons nonb3oBatens root. [Ins atoro nobasbTe
cnepytwowue cTpokun B goain /root/.bashrc:

PATH=$PATH:/opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

ST NepeMeHHble TakXe MOXHO onpenennTb B ¢panne /etc/environment.
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3. [1na nepexopna B katanor /root/, BbINOMHUTE KOMaHAY:

cd /root

4. MNepesarpy3nte NepeMeHHble OKPYXEeHUs, KOMaHOO:

# . .bashrc

5. YctaHosute nakeT rubackup-common, kak npeacTtasneHo Ha npuMepe:

$ sudo dpkg -1 rubackup-common_<version>_amd64.deb

6. Ins oTtobpaxeHns noNnb30BaTeNbCKOro WHTepderica ycTaHOBUTE nNakeT
rubackup-common-gui, Kak npeactaBneHo Ha npumepe:

$ sudo dpkg -1 rubackup-common-gui_<version>_amd64.deb
7. YctaHosute nakeT rubackup-client, kak npeacrasneHo Ha npumepe:

$ sudo dpkg -1 rubackup-client_<version>_amdé64.deb
8. YcTtaHoBuTe nakeTt rubackup-rbc, kak npeactaBneHo Ha npuMepe:

$ sudo dpkg -1 rubackup-rbc_<version>_amd64.deb
9. YctaHoBuTe nakeT rubackup-server, kak npenctasneHo Ha npumepe:

$ sudo dpkg -1 rubackup-server_<version>_amdé64.deb
10. YctaHoBuTe nakeTt rubackup-rbm, kak npencrasneHo Ha npumepe:

$ sudo dpkg -1 rubackup-rbm_<version>_amd64.deb

Nmsa cpaina naketa MOXET 0TIMYATLCS B 3aBUCMMOCTM OT COOPKMN.

Mo okoHYaHMM yCcTaHOBKM nakeTa rubackup-common 6yneTt co3paHa nokanbHas
rpynna rubackup, B KoTopyto cnenyet nobaBuTb BCEX Mofb3oBaTtenei, KoTopble ByayT
pabotatb ¢ RuBackup.

Mpwn yctaHoeke cepepa RuBackup B OC Astra Linux Special Edition 1.6
nnu 1.7 ¢ aKkTUBMPOBAHHBIM PEXUMOM 3AWMTHON NPOrpamMMHOl cpegpbl, nocne
yCcTaHoBKM nakeTa rubackup-server BbINONHUTE Waru:

1. BbINONHWTE KOMaHAy:

$ sudo update-initramfs -u -k all

2. [Nepe3arpy3uTte onepaumoHHy CUCTEMY:

$ sudo reboot
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YcTaHoBKa nUuUeH3un

CepBep RuBackup copnepxut B cebe TECTOBYIO NMLIEH3UIO HA BbINOJIHEHNE pe-
3€epPBHOro KONMpPoBaHns 0bwmm o6beMoM pedepBHbIx konuii 1 TB. MNpu nepeom 3anycke
cepeep RuBackup nony4nt numueH3MoHHbIA chaiin 0T rnobanbHOro NULEH3NOHHOIO cep-
Bepa RuBackup. Ecnu Bbixon B VIHTEpHET C cepBepa HEBO3MOXEH, 06paTtnTech kK CBOEMY
NOCTaBLWMKY C yKasaHueM hardware /D npns nonyy4eHus NMUEH3NOHHOro dpanna.

Hardware /D MOXHO y3HaTb Npy NOMOLWWM Cneaytolwein KoMaHabl:
# rubackup_server hwid

RuBackup hardware ID:
5253096d055899485ed2787eccfc57ae54ff04e76104856726c913732aa0c2b8

dannbl nuueH3nn TpebyeTcs neperMeHoBaTb kak rubackup.lic n pasmecTutb B /
opt/rubackup/etc/rubackup.lic, 3ameHnB TECTOBYIO TNLEH3NIO HA BblOAHHYIO.

Onsa Ttoro 4ytobbl MONYy4YMTb MHAPOPMALMIO O NULEH3UN, BbIMNOMHUTE Clenyowmne
OencTBus:

1. BoinonHuTe KomaHay:
# rubackup_server license

2. MNepenonte B XypHanbHbI goann /opt/rubackup/log/RuBackup.log. B xypHanb-
HOM goanne oTobpasnTcs NHGOopMauns o] NNUEH3NN:

Server: 'dima' description: 'Primary RuBackup server'

Node type: Primary RuBackup server

HWID: 3aala74636919cbc7ab0bfc012339e868171157F4adb47c4a3959b75a04ab2c3
License start date: 2024-02-20, end date: 2025-02-20

The license issued to the customer: localhost
License type: 'Backend', Maximum capacity: 1 TB
Used: G.06068880 TB

» Server, description - VIMa y3na cepeepa 1 onucaHue

* Node type (primary, secondary, media) - Ponb cepsepa (0OCHOBHOW, pe3epBHbIN,
mMeanacepsep)

e HWID - Hardware ID
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* License start date, end date - Ilata Hayana n pata OKOHYaHWUS OENCTBUSA NW-

LEeH3nN

* The license issued to the customer - [Nonb3oBaTtenb, BnaageowWwmin nMLeH3nen

» License type, Maximum capacity - Tun nuueH3umn, MakcMmanbHblii 06 beM AaH-

HbIX, KOTOprI7I NO3BONAET pe3epBnpoBaTtb NMUEH3NA OAHHOIo Tnna

* Used - O6bem 3ape3epBMpoOBaHHbIX AAHHbIX

MaponbHass nonuTMKa AONs  NOKaNbHbIX  Y4YETHbIX 3anucew
RuBackup

OcCHOBHble acnekTbl napoanoM NOJINTUKN ONA YHETHbIX 3anucen RuBackup cne-

nytowue:

[nvHa napons u McCnonb30BaHME CMELICMMBOJIOB:. [Taponb 0653aTenbHO OONXEH
UMeTb ONNHY He MeHee 12 CMMBOJIOB 1 cofepxartb MUHUMYM 1 undopy, 1 3arnas-
Hyt0 OyKBY M MUHMMYM 1 cneumanbHbIn CUMBO. OTO NOBLIWAET CNOXHOCTb Napons
n nenaet ero 6bonee ycTonymBbIM K noadopy.

PekoMeHayeMas 3amMeHa TpaHCMOPTHOro napons (BblAaHHOrO aAMUHUCTPATOPOM
RuBackup nonb3oBartenio) npu NnepBoM BXOAe B NOKaNbHYIO YY4ETHYIO 3anuch: Pe-
KOMeHayeTcs OOHOBNEHME BPEMEHHOrO (TPAHCMOPTHOrO) Naposs NMocne nepBoro
BXOa B YYETHYIO 3anucb, OTO rapaHTUpyeT, 4TO Nofb30BaTe/b UCMONb3YET YHU-
KanbHbI N HAAEXHbIN Napo/b, KOTOPLIA HE ObiN N3BECTEH paHee.

PerynsipHas cMeHa naponeii: PekomeHayeTcsi perynsipHo, He MeHee 0[HOro pasa
B 3 MecsLa, MeHATb Naponun, 4To6bl MUHUMU3UPOBATb PUCK KOMMPOMETALINN.

Maponb He oTobGpaxaeTcs Ha aKpaHe Npu BBode: STO NpeaoTBpallaeT BU3yalb-
HObIV MepexBaT Napons APYrMMn NOAbMU, KOTOPbLIE MOTYT HAXOAUTLCS PALOM.

XpaHeHue naponeii B 3awngpoBaHHOM BUAE UK XpaHeHue xawa napons: Cucte-
Ma MCMo/b3yeT anropuTM WdpoBaHus ans npeobpasoBaHusi Napons B 3awmndpo-
BaHHbI TEKCT, KOTOPbIA 3aTeM coxpaHsieTcs B 6ase AaHHbIX. [1ns npoBepkn napo-
NS NpyY BXOAE B CUCTEMY, CUCTEMA PacWNCPPOBbLIBAET NPELOCTABNEHHDbIV NOMb30-
BaTeNIeM Nnaposib N CPaBHMBAET €ro C COXPaHEHHbBIM 3aWMEPOBaHHbLIM NMAPOJIEM.

YHUKanbHOCTb Naponeii: He pekomMeHayeTcs NOBTOPHOE MCMO/b30BaHME Naponei.
HeobxoamMMo 1crnonb3oBaTh YHUKaNbHbIE NAPOAN AN Pa3HbIX YYETHbIX 3anvcen,
4TOObl YMEHbLWMNTb PUCK KOMMPOMETALMMN YYETHO 3anuncu.
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Hactpoiika CPK RuBackup B doopmaTe «Bce B ogHOM>»

BHumaHune! lNpouenypa HaCTpokn cepBepa TakXe BbINONHAET HACTPOWNKY K/IUEH-
Ta. lNocne HacTponkn cepsepa RuBackup He cnepyeT BbINONHATb HA HEM HACTPOWNKY
KNMneHTa, Tak Kak 3TO noBJied4eT 3aMeHy CepBepHbIX HACTPOEK KNIMEHTCKMU U CepBep
nepecTtaHeT paboTaTb.

lMepBoHavyanbHas HacTporka cepsepa RuBackup ocywecTBnseTcs ¢ NOMOLWbIO UH-
TepakTUBHOW yTunutbl rb_inite TepmmnHane (npouenypa HACTPOMKWU MpuBeOEeHa HUXe)
nUnn ¢ NoMmoubio Mactepa HacTporikn RuBackup rb_init_gui (mpouenypa HacTponku npu-
BegeHa B pasnene KoHdurypuposaHue (mnn o6HOBNEHME) cepBepa/KNNeHTa PE3EPBHOMO
konuposaHua RuBackup).

Y1unuta rb_init no6asmt HeobxoamMbie ceTeBbie CepBUChl B doaiin /etc/services.
BbinonHute cnepyiowme oenicTBuUS:

1. 3anyctute rb_init OT nonb3oBarens root:

root@rubackup-primary:~# rb_init
2. lna nponoonxeHust BbiNONHeHUs KoHdourypmposaHuss CPK RuBackup Heobxogmmo
NPUHATL NMULEH3NOHHOE COrnaleHue:

You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])
3. Boibepute cueHapuii KOHGUIypupoBaHns OCHOBHOro (primary) cepsepa. [ns atoro
HaXMUTe Knasuuy p.
Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?

Primary RuBackup server configuration...

4. Yxaxute agpec cepsepa CYBLl PostgreSQL (no ymonyaHuio npu HaxaTtumn Knasuwm
Enter B kayecTBe agpeca cepsepa ucnonbadyetcs localhost):

Enter hostname or IP address of PostgreSQL server [ localhost ]:
5. Ykaxute naponb nonb3oBartens 6a3bl 4aHHbIX postgres:
Please enter password for "postgres" database user:

6. YkaxuTte, HeobxoomMMo N UCnonb3oBaThb 3aumileHHoe SSL-coennHeHne ¢ 6a3oi naH-
HbiXx CPK «RuBackup»:

Do you want to use a secure SSL connection to the database 'rubackup' (y/n/
q)?

Lanee BbibepnTe 1 BBEANTE Ha3BaHMe BbIbpaHHOro pexuma SSL B cooTBETCTBUM
¢ Tabnuueii 8. Mo ymonyaHuio BbibpaH pexum require.

58



4 'RuBackup

Tabmya 8 — Onvcarne pexmnmos SSL

3awmnTa oT
ssimode npocnywn-

BaHWUA

disable HeT

allow Bo3MOXHO

prefer Bo3MoOXXHO

require Ha

verify-ca [a

verify-full Oa

3awmTta oT
MITM

HeT

HeT

HeT

HeT

3aBUCUT OT
nonantukm LUC

Ha

YTBepxaeHue

MHe He Ba)kHa 6e30MacHOCTb 1 1 He NPUEMIIIO
N30epPXKW, CBA3aHHbIE C LUM(PPOBAHNEM.

MHe He BakHa 6e30MacHOCTb, HO st MPUEMIJIIO
N30EpP>XXKK, CBA3aHHbIE C LUNDPOBAHNEM, €CIN
Ha 3TOM HaCTanBaeT cepBep

MHe He BaXkKHa 6e30nacHOCTb, HO 5 NpeanoYm-
Tato WndpoBaHme (M NPUEMO CBA3aHHbIE U3-
LLeP>XXKK), eCNn 3TO NOAAEPXKMBAET CepBep

A1 xo4y, 4TOObLI MOW AaHHbIE LWN(POBANCDE, U
A MPUeMJI0 CONYTCTBYOLWME N3AepXKN. A 00-
Bepsto ceTu B TOM, 4TO OHa obecneymBaeT
NnoakKJ/to4YeHNe K HY)KHOMY cepBepy

A xo4y, 4TOObLI MOW AaHHbIE LWNPOBANCHE, U
A NpUeMo CoNyTCTBYOWMNE N3nepxKu. MHe
HY>XHa YBEPEHHOCTb B TOM, YTO 4 NoAKJto4a-
lOCb K JOBEPEHHOMY CcepBepy

A xo4y, 4TOObI MOM OaHHbIE LWNGPOBANNCH, U
A NPUEMJI0 CONYyTCTBYOWME N3LEPKKN. MHe
HY>XHa YBEPEeHHOCTb B TOM, 4TO A NOAK/OYa-
IOCb K JOBEPEHHOMY CepBepy N 3TO MUMEHHO
YKa3aHHbIM MHOWN cepBep

Ykaxute pacnonoxeHue NoaroToBNEHHbIX CEPTUPUKATOB:

* B none sslroofcert — ykaxuTte pacnonoxXeHne cepTugmkara KOpHeBOro LeHTpa cep-

Tndpukaumu;

* B none ssicert— yKaxXunTe pacnonoxeHue ceptugukara oCHOBHOIro cepsepa;

* B Mone sstkey— ykaxute pacrnonoXxeHne 3aKpbiToro Kito4a OCHOBHOMO cepeepa.

Ecnu HacTpolika SSL-coeonHeHnsa ¢ B He TpebyeTcs, HaXMUTE KnaBuwy <n>.
Mo ymMonyaHuio noaknoyeHne byaneT yCcTaHOBNEHO C NapaMeTpoM Ss/imode=allow, B 3TOM
cnyyae ona nogkntoyeHms K BI 6ynyT mcnonb3oBaHbl goainbl cepTUUKaToB 1M 3akpbl-
TbIX K/IIOYEN, KOTOPbIE PacrnonoXeHbl B nanke /optirubackup/keys, Npu NOOKAYEHUN K
B.L naHHble 6yayT wWncpoBatbCs.
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Ecnn B koHdurypauumn postgresql SSL BbikntoYeH, TO MO ymonyaHwutio ss/imode 6ynet
disable.

7. Beeoute nma cynepnonb3osatens RuBackup (Mo ymonyaHuio npu Haxatum KnasBuwm
Enter B kayecTBe uMeHN cyrnepnonb3oBaTens ucnonb3yetcs rubackup):

BHumaHne! B wumeHu cyneprnonb3oBaTtens 3anpeweHo UCrnonb3oBaTtb crnegylowme
cumBonbl: npoben, \, $, #, *,/, 2, %, ., ., 5 5L %, N, &, <, >

Enter name of RuBackup superuser [ rubackup ]:
8. Cospante cynepnonb3oBaTtenss 6asbl OaHHbIX WM 3agaiTe  naponb  ONS
cynepnonb3oBaTtens 6a3bl AaHHbIX (N0 yMonyaHuio — rubackup):

Database user "rubackup" doesn't exist. Do you want to create database
user "rubackup" (y/n)?

Please enter password for "rubackup" database user:
Repeat password:

9. Beeante mms 6asbl OaHHbIX (MO YMOMYaHMIO NPV HaxaTtuu knaesuwm Enter B kayectee
MMeHn 6a3bl faHHbIX ncnonb3yeTcs rubackup)

BHumaHve! B umeHn 6a3bl [aHHbIX 3anpeLieHo NCnonb30BaTh Cneayolme CUMBObI: NPo-
6en! \! $’ #J ‘, /5 ?’ *5 "y ;5 :5 °/°5 A’ &, <, >

Enter RuBackup database name [ rubackup ]:

10. MoaTBepamnTe co3naHune cnyxebHoi 6a3bl AaHHbIX:

Database "rubackup" doesn't exist. Do you want to create database
"rubackup" on "localhost" host (y/n)?

11. JobaBbTe nokanbHoe hanioBoe xpaHunuwe ans nyna no yMon4aHuio:

Do you want to add a required file system to the 'Default' pool in the
configuration? (y/n)?

12. Beegute nyTb K gupekTopun, kotopas OymeT accoumvMpoBaHa C  My/noM Mo
yMonyaHuio. Ecnm ykaszaHHoW OMpekTopum He CylWwecTByeT, TO oHa byaeT co3naHa:

Enter path:

13. YctaHoBka «Bce B ogHOM» He npepgnonaraetr HanvMyvMe pes3epBHOro cepsepa.
BbibepuTe n.

Will you use secondary server (y/n)?

14. Nanee OyneT BbINONHATbCS HacTpoitka knmeHta RuBackup. Bbibepute ceteBoi
MHTepdenc, nocpencTsoM KOTOpOro KNUEHTY RuBackup paspeLeHo
B3aVMMOAEeNCTBOBAaTb C CUCTEMOIN PE3EPBHOro KOMMPOBAHUS:
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Choose client net interface ID for use:

15. Ykaxute, MoxHOo nm Oypet agmuHuctpatopy cuctembl CPK  RuBackup

16.

17.

18

BOCCTAHaAB/NMBATb KOMMW, coenaHHble ongd 0aHHOro KianeHTa.:

Do you allow centralized recovery (y/n)?

YkaxuTe, 6yueT nn ncnonb30BaTbCA HernpepbiBHAA yoaneHHasa pennmkaums Ha 3ToM
KNnneHTte:

Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?

YKaxute OUpeKTopuio 4N BPEMEHHbIX Onepaunin ¢ goannamm pesepBHbIX KONUA (rno
YMONYaHMIO NpyY Haxartun Knasuwm Enter B kavyecTBe ONPEKTOPUN ONS BPEMEHHbIX
onepauui c doannamum pesepsBHbIX KOMWA ucrnonb3yetcsa /tmp). Ecnn ykasaHHas
LMNPEKTOPMS He CylecTByeT, TO ganee bynet NnpeanoxeHo eé€ co3parhb:

Enter local backup directory path [/tmp] :

Would you like to create /rubackup-tmp (y/n)?

. YKaxunte KOnM4ecTBO MOTOKOB ANl OOHOBPEMEHHOl 06paboTku 3amay pe3epBHOro

KOMMPOBaHMS Ha OCHOBHOM cepBepe (KaXblii NOTOK MMeeT OTHOeNbHOe COedUHEHNe Co
cnyxebHoi 6a3oin gaHHbIx CPK):

Set amount threads parallelizm for server [ 8 ]:

19. YKkaxuTe KOnmM4yectTBo NOTOKOB A1 OOHOBPEMEHHOW 06paboTkM 3a4ady pPe3epBHOro

KO

MMPOBaHUS Ha MeamacepseBpe (KaxAplii MOTOK MMeeT OTAEeNbHOe COeAUHEHMe CO

cny>xe6bHoi 6a3oin gaHHbIXx CPK):

Set amount threads parallelizm media server [ 8 ]:

20. ABTOMaTnyeckoe co3gaHue mactep-kawya:

21

Create RuBackup master key..

. YKaxuTe, XoTUTe N Bbl ICNONb30BATb K4 SﬂeKTpOHHO-LlVIC*)DOBOVI noanncu:

Will you use digital signature (y/n)?

22. YKaxuTe, XOTUTE N Bbl BKIKOYNTb CUCTEMHbIA MOHUTOPUHI AN OaHHOro KNneHTa:

Do you want to enable system monitoring of this client (y/n)?
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23. YKkaxuTte, XOTUTE NN Bbl YyCTAHOBUTb BEPXHUI Npenen onepaTtuBHOM NamMsaTn, Kotopas
MOXET WCMONb30BaTbCA MNPU PE3EPBHOM KOMUPOBAHUW Ha KAMEHTE (TOYHOCTb
BEPXHel rpaHmubl 06 bema NnamMsiTy He rapaHTUPYeTCS):

Do you want to set a soft memory threshold? (y/n)?

24. Ecnn ucnonb3yeTcs OrpaHWyY4eHMe BEPXHEro npenena onepaTtuBHON MNaMATU, TO
ykaxute obbeM onepaTUBHOW NaMsiTM, KOTOPbIA MOXET WCMONb30BaTbCS MNpU
pe3epBHOM KOnMpoBaHuu Ha KNNEeHTe B b (uenoe 4yncno):
Enter the allowed amount of memory for backup in GB (integer value):

25. BoibepuTte kakune nybnnyHole nmeHa byayT ncnonb3oBaHbl DNS-cepeepom:
Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

26. YKaxuTe, XoTUTE N Bbl BKNIIOYNTb ayamMT 6e30nacHOCTU:
Do you want to enable RuBackup security audit ([yles, [n]o,

[qluit)(y/n/q)?

27. YKaxuTte, Kakon TUn ayamTa Bbl XOTUTE BKIHOUYNTD:
 essential only — XypHanupoBaHue Bcex 3HaYUMbIX Tabnuu, Kpome o4epenei 3a-
[ay 1 BPeEMeHHbIX Tabnuu;

» tasks (additionally to essential) — XxypHannpoBaHume Bcex 3Ha4MMbIX Tabnuu n 3a-
ay B 04epensix.

MNMo3nHee BO3MOXHO BKIOYUTH/OTKIIOYATD LAHHYIO OMUMIO U U3MEHWUTb BblOpaH-
HbI/A TMN ayauTa C NOMOLWbIO YTUNUTLI NS paboTbl C XYypHANOM COObITUA MHOPMALMOH-
Hoi B6e3onacHocTu rb_security.

Choose security audit type ([e]ssential only, [t]asks (additionally to
essential), [q]uit)(e/t/q)?e

BHumaHue! Mo okoHYaHWM paboTbl yTUAUTHI rb_init OyaeT cpopMMPOBAH rNMaBHbIA KOH-
ouUrypaumoHHblii ¢paitn /opt/rubackup/etc/config.file. B aToM paitne napametp
server-inet-interfaces onpepensier ceTesble MHTEpENCbl, NOCPEACTBOM KOTOPbIX
cepBepy pes3epBHOro KOMUMPOBaHMS paspelieHo B3auMogeincTBoBaTtb C KnveHTamu. B
cnucke UHTepdpeiicoB He06X0AUMO OCTaBUTb TOMBbKO Te, KOTOpble HEOOXoAMMbI, U yaa-
NUTb BCE NULWHNE MHTepdeiCbl, eCNv OHN NPUCYTCTBYIOT (vnet, virbr u T.M1.).

28. [lanee nony4nTte NNUEH3NOHHLIA dhain y NnocTaslinka 1 Npou3BeanTe yCTaHOBKY Nn-
LeH3Un B COOTBETCTBUM C nogpasaenom JinueHsnposaHne CPK RuBackup.
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HacTpoiika nonb3oBareneit Ha cepsepe RuBackup

MNMonb3oBaTtenu, OT MMEHU KOTOPbIX OyneT OCYLWeCTBASATbCSA 3anyck YTUAUT KO-
mMaHoHon ctpokn RuBackup n MeHenxepa anmuHuctpartopa RuBackup (RBM), 0onXHbI:

. BXOOMTb B rpynny rubackup,
. NMEeTb NPaBW/IbHO HACTPOEHHbIE NEPEMEHHbIE Cpebl.

Mpynna rubackup Obina cospaHa B nNpouecce YCTaHOBKM naketa rubackup-
common.

Ytobbl HACTPOMTHL Nonb3oBaTens Ansg BO3MOXHOCTU paboTtbl ¢ RuBackup, Bbinon-
HUTEe cnenyrowne LenCcTBUS:

1. NobaBbTe nonb3oBatens B rpynny rubackup npu nomowm KoMaHabl:

$ sudo usermod -a -G rubackup mosb3oBaresns

[Nocne aToro BBEOMTE KOMaHAy:
$ sg rubackup

2. Hactpoitte onsa noss308aresis cnepyoowme nepemeHHble cpelbl. na atoro gobaBbTe
cnepnytowme cTpoku B coann /home/ nosb3osaresisl.bashrc:

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

3. MNepesarpyaunTe nepeMeHHbIe OKPYXEHUS:
$ . .bashrc

3anyck cepsepa RuBackup

Ons wrtatHoM aKcnnyaTtaumm pekoMmeHayeTtcs 3anyckatb cepeep RuBackup kak
cepsuc. [1ns 3TOro BbIMONHUTE Cneayowme 4encTBrS:
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1) LobaebTe cepsuc knneHtTa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable rubackup_client.service
2) LobaebTe cepeuc cepsepa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMBI:

$ sudo systemctl enable rubackup_server.service
3) Utobbl cnyxba systemd mepesarpysuna HacTpoViky, BBEAUTE KOMaHOy:

$ sudo systemctl daemon-reload

4) 3anycTute cepsuc rubackup_client:

$ sudo systemctl start rubackup_client
5) 3anycTute cepBuc rubackup_server:

$ sudo systemctl start rubackup_server

YTO4HUTHL cTaTyc knmeHta RuBackup MOXHO rnpy noMowm KoMaHabl:

$ sudo systemctl status rubackup_client

YT1o4HuTb cTatyc cepeepa RuBackup MOXHO npu noMowwm KoMaHabi:

$ sudo systemctl status rubackup_server

HacTtpoiika orpaHu4yeHnsi Ha KONMYECTBO OTKPbITbIX (pannoBbixX
OECKpUnNToOpoB Ha xocTe ¢ cepsepoM RuBackup

Ecnun yncno knneHToB/Meana cepsepoB B rpynnupoBKe pacTét u/mnu Ha KnneHTax
BK/IlOYEHa DYHKUUSA MHOronoTOYHOW nepenadyn AaHHbIX, TO NPy yBENUYEHUN KONNYecTBa
BXO4AwWmMx coeanHeHnin cepesep RuBackup MoxeTt goctuyb npenena BblOeNEHHbIX NUMU-
TOB Ha OTKpbITble (painosble peckpuntopbl. CeTeBble COEOANHEHMS TOXE WUCMONb3YOT
Takne geckpuntopbl. OrpaHnyeHns yctaHaeBnmeBaeT adMUHUCTPATOP XOCTa, HA KOTOPOM
3anyweH cepsep RuBackup.

LoCTNXEeHNe aTOro orpaHNYeHust MPUBOANT K ownbkam npw BbinonHeHUn 6akana\
BoccTaHoBneHusi. ViHorpa cepesep RuBackup MoxeT aBapuiiHO 3aBepwinTb paboTy.
Mpr3HakoM HepocTaTka (PainoBbiX OECKPUNTOPOB SIBASETCS HANMuue Cnemylowero co-
o6LIeHNs B XypHanax cepeepa Wam B CUCTEMHbIX XYypHanax:

error:Too many open files

Ons peweHnst npobnembl aAMVHUCTPATOPY XOCTa HeOobX0AMMO YBENNYUTDL MaKCu-
ManbHOE YMCNO (MMMUT) OTKPbITbIX LECKPUNTOPOB, a 3aTeM nepesanycTuTb cepeep. B 3a-
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BUCMMOCTM OT TOrO, KaKk Ha XOCTe 3arnyckaeTcsl CepBep, MakCUManbHOe YMCOo (MUMKUT)
OTKPbITbIX JECKPUMTOPOB MEHSIETCS MO pasHoMy.

MNpoBepbTe MO popMynam, OMWCAHHBIM HUXE, YUCNO HYXHbIX BaM palrinoBbix

OJecKpunnTopos “ yée,D,I/ITer, 4TO Ha cepBepe X OoCTaTo4vHO.

BaxHo! Ytobbl paccumtaTb HEOOXOAMMOE KONMYECTBO (PainoBbiX OECKPUNTOPOB,

yuTuTe cneayollee:

pOB:

B pexume npoctos cepsep ncrnonb3yet okono 100 coannoBbix 4ECKPUNTOPOB.

Kaxablii noaKNoYEHHbIA KNMEHT unn meanacepsep nobaBnseT no Asa OTKPbITbIX
JoannoBbIx AecKpuntopa Ha cepsepe.

BbinonHeHue noboit 3agayn Ha CTOPOHE KNIMEHTa Mpu BbIK/IIOYEHOM «CETEBOM na-
pannenuame» (network_parallelism) TpebyeT OByX LOMOMHUTENbHbLIX (OAANOBbIX
JeckpunTopa Ha cepsepe.

[Mpwn BKNOYEHHOM «CeTeBOM napannenname» (network_parallelism) knueHT oTKpbI-
BaeT N coenmHeHun kK cepsepy, roe N — 3HayveHue, 3agaHHoOe Ong napameTtpa
network_parallelism. B pamkax kaxnoro ceteBoro cCoeguHeHus, Kak npasuno, Ha
CTOPOHEe cepBepa TpebyeTcs 3anpocnTb UHPopMaunio n3 6asbl AaHHbIX, NO3TOMY
TpebyeMoe 4YnCNo OTKPbITbIX hainoBbix AeckpunTopos bynet N*2.

Obwas dopmyna ons pacyéta HeobxoaMMOro KONM4ecTea oannoBbix AECKPUNTO-

Ecnn ceTeBon napannennam BbiknoveH: 100+ MC 2+ KJT 2+ KJT *2
Ecnu ceteBoi napannennam BKIOYEH: 100+ MC 2+ KJ/I %2+ KJ/I *N
ne:

MC — 4ucno menmacepeepos.

KJ1 — y4ncno knneHToB.

N — 3HayeHue, 3afaHHoe Ang napameTpa network parallelism.
MNMpumep pacuerta 1

PaccmoTpum npumep pacyéta HeobxoOMMOro KonmyecTsa goainnoBbix OeCKpUnTo-

POB O/15 CUCTEMbI, COCTosWen n3 ogHoro cepeepa RuBackup, osyx meguacepsepos n 50
KNMEeHTOoB. [1peanonoXxmMm, 4To CeTEBON nNapannenmam OTKIOYEH.

HeobxoouMoe KonmyecTBO ¢painoBbiX OECKPUMNTOPOB PACCHUTLIBAETCS Cnenyto-

wum obpaszom:

anns cepsepa RuBackup notpebyeTtcs 100 AeckpvnTopoB;

ONS OBYX MednacepBepoB — 4 OeCcKpUnTopa;
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e ana 50 knmneHToB B npocTtoe — 100 oeckpunTopos;
* ang Bcex 50 KNMeHToB € 3aja4yamu ogHoBpeMeHHO — ewwé 100 geckpmnTopoB.

Taknm obpasom, obuiee KONM4ecTBO HeobxoauMMblx hainoBbiXx AECKPUNTOPOB CO-
ctaenget 304.

CrtaHpapTHoe 3HayeHne numnta B 1024 byaoeT 0OCTaTOYHbIM.
MNMpumep pacyeta 2

PaccMoTpum npumMep pacyérta HeobxoOMMOro KonmyecTsa goainoBblx OECKPUNTO-
POB ANS CUCTEMbI, COCTOSWEN N3 oaHoro cepeepa RuBackup, aByx meamacepsepos u 50
KNneHToB. [1peanonoxmm, 4To ceTeBo napannennam BKIOYEH Co 3HavYeHmem 40.

Heobxonumoe KonnyecTBO (PainoBbiX LECKPUMNTOPOB PACCHUTLIBAETCS Chemyto-
WwumM obpaszom:

» nans cepsepa RuBackup notpebyetcsi 100 neckpunTopoB.;

* [ON5 ABYyX MeAvacepBepoB — 4 0ecKkpunTopa;

e ana 50 knmeHToB B npocTtoe — 100 oeckpunTopos;

* ons Bcex 50 KNMeHTOoB ¢ 3agavyamm ogHoBpeMeHHo — ewé 2000 neckpunTopos.

Taknm obpasom, obuiee KoONM4ecTBO HeobxoamMMblx hanoBbiXx AECKPUNTOPOB CO-
ctaenset 2204.

CtaHpapTHoe 3HayeHne nummTta B 1024 6yneT HenocTaToOYHbIM ONs TakoW cucTe-
Mbl, MO3TOMY pPeKOMeHOyeTCs yBennynTb numut. XenaTtenbHo yctaHoBuTtb numut B 3000
doannoBbIX 4ECKPUNTOPOB A4 3anaca.

CepBep MoXeT ObITb 3anyLweH AByMs cnocobamum:
1. Py4HbIM 3anyckowm;
2. 3anyckom cepsuca cepeepa RuBackup.

Insa kax[oro u3 aTux cnocobos cyllecTeyeT COOCTBEHHOE OTAEeNbHOe OrpaHuye-
HME Ha YMCNO OTKPbITbIX (0aNoBbIX AECKpMNTOpPoB. Ecnn HeobxoanMo ycTaHOBUTL onpe-
AeneHHoe 4mcno Cpal‘/'ll'IOBbIX OEeCKpuUnTopos, BbINOJIHUTE MO OAHOMY N3 MEPEYHNCTIEHHbIX
crnocoboB:

PyuHoi1 3anyck
Ecnn Bbl BBOOUTE KOMaHObI:

rubackup_server start/stop
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3HauMT ycTaHoBKa nMMTa oannoBbiX OECKpMNTOpoB OyaeT NPOBOAUTCS PY4YHbIM
3anyckoM 1 Ho6X04MMO BBECTU KOMaHbl, ONUCAHHbIE HUXE.

Mo yMonyaHuiO YCTaAHOBMIEHO OrpaHW4YeHWe Ha YUCO OTKPbITbIX (0anoBbIX
neckpuntopos - 1024 goainna,

2. [poBepbTe TEKYWMA NNMUAT KOMAHOON OT MMEHU Nonb3oBaTens root:
ulimit -n

3. Ons BPEMEHHOro M3MEHEeHNsa 3Ha4YeHns ceccun ong nonb3oBaTens root BbINON-
HUTE KOMaHLOy:

ulimit-n N
roe N — xenaemoe 3HayeHue.

B pamkax aToi Xe ceccum MOXHO 3anyCcTuTb cepBep, Nocne 3aBepLlieHns ceccum
N3MeHeHns ByayT OTMEHEHDI.

3. [na NOCTOSIHHOrO W3MeHeHust 3Ha4vyeHusi HeobxoOuMo B dpain /etc/security/
limits.conf nob6aBbTe cnepytolmMe CTPOKN:

root hard nofile N
root soft nofile N
roe N — xenaemoe 3HavyeHue.

4. 3akponTe CEecCuMo U OTKPONTE HOBYIO, a TakXe NMPOBEPbTE 3HAYEHWe NuMmTa
koMmaHgow: ulimit -n.

5. VI3 aToin-Xe ceccun nepesanycTuTte cepsep.

3anyck cepsuca cepsepa RuBackup
1. Ecnu Bbl 3anyckaete cepsuc cepsepa RuBackup komaHgoamu:

systemctl start/stop rubackup_server

3Haunt yCTaHOBKa nnMmntTa anIZﬂOBbIX eckpuntopos 6y,ueT NnPoOBOANTCA KaK Cep-
BMC 1 HOOXOOMMO BBECTU KOMaHObl, ONMNCaHHbIE HN>XE.

Mo ymonyaHuio 3Ha4YeHne OrpaHnNyYeHns Konnm4yecTea OTKPbITbIX (painoB 3anaétcs
B cny>xbe systemd, ctaHoapTHoe 3HaYeHne — 1024 cpaiina.

2. [1ns n3meHeHns 3HayveHns nobaBbTe Cnepylowyo CTPOKY B cekuuo [Service]
goanna /etc/systemd/system/rubackup_server.service:

LimitNOFILE=N

roe N — xXxenaemoe 3HayeHue.
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3. 3arpy3nte OOHOBNEHHbI KOHMUrypaUMOHHbLIA dhaitn cepsBuca B CNyXOy
systemd komaHOom:

systemctl daemon-reload
4. MNepesanycTtute cepsuc cepsepa RuBackup, komaHoamu:
systemctl stop rubackup_server

systemctl start rubackup_server

3anyck cepBepa B TEPMUHAIbHOM peXume

B Tom cnyyae, ecnn nnaHunpyetcsa TectuposaHme RuBackup, pekomeHoyetcs
3anyckatb cepeep RuBackup B TepMMHanbHOM pexXxume C MOMOLWb KOMaHAgbl:

# rubackup_server start

OcTtaHoBuTb cepeep RuBackup MOXHO € nOMOLLbKO KOMaHAbI:

# rubackup_server stop

HacTpoiika xpaHunuiua pesepBHbIX KONWUi

Ecnu B npouecce HacTporiky cepeepa npy NoMowWwm yTunuTbl rb_init He Obin Ha-
3HayeH KkaTanor gna xpaHeHus pesepsBHbix konuii gna nyna Default, To nocne HacTpoiikn
cepsepa RuBackup B XypHanbHoM ¢oanne /[opt/rubackup/log/RuBackup.log nosiBATCS
3anncu o ToM, 4YTo B nyne Default HET HM OOHOW PaNNOBOWN CUCTEMBI ONSA XpPaHEHUS pe-
3epBHbIX KOMUIA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

Heobxoommo HasHaumtb ans nyna Default xota 6bl ognH kaTanor gnst XpaHeHus
pPe3epBHbIX KOMWUA. DTO MOXHO caenatb npu NoMowWM yTUANTbI KOMaHAHOMW CTPOKU UNn
MeHenxepa agmnHuctpatopa RuBackup (RBM):

1. HacTtpoiika xpaHunuwa c nomouwbto rb_local_filesystem

MNMonb3oBatenu, OT MMEHU KOTOPbIX OyneT OCYLWeCTBASATbCS 3anyck YTUAUT KO-
MaHaHou ctpokn RuBackup, monxHbl BxoguTb B rpynny rubackup. Ytobbl nobasutb
nonb3oBaTtenen B rpynny, BHeCMTe N3MeHeHns B dpann [etc/group.

Y106bl HA3HAYNTb NOKANbHbIA KaTanor B Ka4eCTBE XPaHUIMWa Pe3epBHbIX KOMWUNA,
cnepnyeT BbIMOMHUTL KOMaHAY:
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$ rb_local_filesystems -a /rubackupl -p 1
B aToM npuMmepe B kayecTBe xpaHunuwa gobaensertcs katanor /rubackupl.
2. HacTtponka xpaHunmuwa ¢ nomouwbto rb_local_filesystem

BHuMaHue! HacTpoiika xpaHunuwa ¢ nomouwbio RBM npoussoautcs, ecnu xpaHu-
nua He HaCTPOEHbl YTUNUTON rb_init B npouecce nepsoHa4yanbHOW HACTPOMKM.

[Mopsanok HacTPOMKU XpaHUNUWa M3NMoXeH B OOKyMeHTe «PykoBOACTBO CUCTEM-
Horo agmuHucTpartopa RuBackup».

Pa3eepHyTas yctaHOBKa

Ina ncnonb3osaHns RuBackup B NpoOyKTMBHBLIX OKPYXEHUSIX CpefHero v npo-
MbILWIEHHOro MacwTaba, a TakXxe 4NnS NPOoBEeAEHMS Harpy304HbIX UCMbITAHUA, PEKOMEH-
nyeTcs pasBopadvmBatb KOMMoHeHTbl RuBackup, Bknoyas cnyxebHyto 6asy AaHHbIX
RuBackup, Ha oTgenbHbIX MawWwunHax C PeKOMeHOyemMoln KoHgourypaumen. 310 no3sonuT
JOCTMYb MakCuMasnbHbIX nokasartenein npon3BOOUTENIbHOCTU U BbIMONHUTbL Pe3epBHOE
KOMupoBaHWe, BOCCTAHOB/IEHME U yAANEHHYI0 pennukaunio OaHHbIX B KpaTtyanwme cpo-
KW.

YcTaHoBKa OCHOBHOIMO cepBepa

MoaroToBka K ycTaHOBKE OCHOBHOrO cepsepa

Mepen yctaHoBkoi cepsepa RuBackup Heobxoammo, 4Tobbl B cucteme bbinm ycTa-
HOBJEHbI 3aBMCUMOCTM nakeToB Linux (cm. MNMpunoxeHue bB).

Ytobbl cuctema ysegomneHmin RuBackup paboTtana KoppekTHO, Heo6X0anMOo Ha-
CTPOUTb OTMPaBKy 3NEeKTPOHHOW NoyThbl ¢ cepeepa RuBackup. Ons oTnpaBku 3M1eKTPOH-
Hon noyTbl cepBep RuBackup ncnonbayet ytunnty /usr/bin/mail.

Mpn ncnonb3oBaHUN NEHTOYHOW BMBNNOTEKN C CEPBEPOM PE3EPBHOr0 KOMMpPOoBa-
HWS, HACTPOWKY CM.B pyKOBOACTBe «PaboTa ¢ neHTOo4YHOM BB NNOTEKOA».

MHcTannaums ocHoBHOro cepsepa RuBackup

Lna vHcTannauum ocHoBHOro cepsepa RuBackup cnenyet BbINOMHWTHL cnegyto-
Wwre nencrTeuns:

1. ABTOpM3yhTECH NOA NONb30BaTENEM rOOt:

$ sudo -1

2. HactponTte cnenyowme nepeMeHHble cpelbl 415 Nonb3oBaTens root. Ans 3Toro [0-
6aBbTe cnenylolme cTpoky B pain /root/.bashrc:
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PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/lib
export PATH
export LD_LIBRARY_PATH
OTN NepeMeHHble TakXXe MOXHO onpenennTb B (paine /etc/environment.
3. MNepenanTte B kKatanor /root/, 0N 3TOroO BbINOMHUTE:
cd /root
4. MNepesarpysnte nepemMeHHble OKPYXEHNS:
# . .bashrc
5. YcTtaHoBuTe nakeTt rubackup-common. Npumep:
$ sudo dpkg -i rubackup-common_<version>_amd64.deb
6. YcTaHoBuTe nakeT rubackup-common-gui. lNpumep:

$ sudo dpkg -1 rubackup-common-gui_<version>_amd64.deb
7. YctaHosuTe naket rubackup-client. MNpumep:

$ sudo dpkg -1 rubackup-client_<version>_amd64.deb
8. YctaHosuTe naket rubackup-rbc. MNpumep:

$ sudo dpkg -1 rubackup-rbc_<version>_amd64.deb
9. YctaHoBuTe naket rubackup-server. Mpumep:

$ sudo dpkg -i rubackup-server_<version>_amd64.deb
10. YcraHosuTe nakert rubackup-rbom. Npumep:

$ sudo dpkg -1 rubackup-rbm_<version>_amd64.deb

Nms q3a|7|r|a naketa MOXeT OT/In4aTbCs B 3aBUCUMOCTUN OT CﬁOpKI/I.

B npouecce yctaHoBkuM naketa rubackup-common 6yneT co3pmaHa NokanbHas
rpynna rubackup, B KOTOpylo cnegyeT nobaeButb BCEX NMonb3oBaTtenen, kotopole byayT
pabotatb ¢ RuBackup.
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Mpu yctaHoeke cepsepa RuBackup B OC Astra Linux Special Edition 1.6
nnu 1.7 ¢ akTUBMPOBAHHBIM PEXUMOM 3aWMTHON NPOrpamMMHOl cpegpbl, nocne
yCcTaHoBKM nakeTa rubackup-server BbINnONHUTE Waru:

1. BbiNnonHuTE KOMaHAy:

$ sudo update-initramfs -u -k all

2. [Nepe3arpy3uTte onepaumoHHy CUCTEMY:

$ sudo reboot

HacTtpoiika oCHOBHOro cepsepa

BHumaHune! lNpouenypa HacCTPOMKM OCHOBHOrO cepBepa TakXe BbIMONIHAET HaCTPOWKY
knueHTa. MNocne HacTpoliku cepeepa RuBackup He cneayeT BbIMONHATL HA HEM HACTPOWA-
KY K/IMeHTa, TaK KakK 9TO NnoB/evyeT 3aMeHy CepBepHbIX HaCTPOeK KJIMEHTCKUMU U cepBep
nepectaHet pabortartb.

[MepBoHavanbHas HacTporika cepepa RuBackup ocywecTBnseTcs ¢ NOMOWbIO UH-
TepakTUBHOW yTunuTbl rb_init B TepMuHane (npouenypa HacTPOWKU nNpuBedeHa HuXxe)
nnn ¢ nomoubio mactepa Hactporikn RuBackup rb_init_gui (npouenypa HacTponku npu-
BeneHa B pasnene KoHdurypumposaHue (Mnm obHOBNEHNE) cepBepa/kNMeHTa pe3epBHOro
konnposaHua RuBackup).

YTunnta rb_init nob6asut HeobxoamMbie CETEBbIE CEPBUCHI B dhain /etc/services.
BeinonHute cnenyowme 4encTBmA:

1. Banyctute rb_init (0T nonb3oBaTens root).
root@rubackup-primary:~# rb_init
2. [1ng npooonXeHns KOHQOUIrypupoBaHUs KNMeHTa pe3epBHOr0 KONMPOBAHUS NPUMUTE
NNLIEH3NOHHOE CornaweHune:
You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])
3. Bbibepute cueHapuii KOHPUIypMpoBaHUS OCHOBHOro (primary) cepsepa. ns atoro
HaXXMuUTe Knasuuy p.

Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?
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4. Yxaxunte agpec cepsepa CYBLl PostgreSQL (no ymonyaHuio npu Haxxatum Knasuwm
Enter B kayecTBe agpeca cepsepa ucrnonb3yetcs localhost):

Enter hostname or IP address of PostgreSQL server [ localhost ]:
5. YkaxuTe naponb nonb3oBatens 6asbl AaHHbIX postgres:

Please enter password for "postgres" database user:

6. YkaxuTe, Heobx0aMMo N MCnonb3oBaTth 3awmueHHoe SSL-coeanHeHne ¢ 6a3ol naH-
HbiXx CPK «RuBackup»:

Do you want to use a secure SSL connection to the database 'rubackup' (y/n/
q)?
Lanee Bbibepute 1 BBEONTE HasBaHve BbibpaHHOro pexmma SSL B COOTBETCTBUM
¢ Tabnuueii 9. Mo ymonyaHuio BbibpaH pexum require.

Tabmya 9 — Onvcarne pexmnmos SSL

3awmnTa oT
Hi 3awmTta oT
ssimode npocnywun- MITM YTBepXxaeHue
BaHWA
. MHe He Ba)XXHa 6e30nacHOCTb 1 9 HEe NMpUeMJIo
disable HeT HeT P

N3Lep>XKU, CBA3aHHbIE C WWNdpoBaHMEM.

MHe He Ba>kHa 6e30MacHOCTb, HO A MPUEMIJIO
allow Bo3moxxHo Het U30ep>XXKU, CBA3aHHbIe C LUMPOBaHNEM, eCn
Ha 3TOM HaCcTauBaeT cepBep

MHe He Ba>kHa 6e30MacHOCTb, HO A Npennoyun-
prefer Bo3MoXxHO HeT Tal wudposaHmne (N NpmemMto CBA3aHHbIE U3-
OEPXXKWN), ecnv 3TO Nnogaep>XMBaeT cepBep

1 xo4y, 4Tobbl MOV AaHHbIE LWNEHPOBAINCH, U
A NPMEeMJII0 CONYTCTBYOLLME U3LEPXKKN. S O0-
BEpPSItO CETU B TOM, 4TO OHa obecneynsaeT
NOAKJIIOYEHNE K HY>XKHOMY CepBepy

require Ha HeT

A xo4y, 4TOObl MOM OaHHbIE LWNGPOBANNCH, U
3aBUCUT OT 4 NPUEeMJIIO CONyTCTBYOWME n3gepXku. MHe
nonnTukn LC Hy>KHa yBEPEeHHOCTb B TOM, 4TO S NOAKJIHO4Ya-

IOCb K JOBEPEeHHOMY cepBepy

verify-ca [a

A1 xo4y, 4TOBbLI MOV AaHHbIEe WN(HPOBAIUCH, U
A NPUeMJI0 CONyTCTBYOWME N3nepXKn. MHe

verify-full Oa Oa HY>XHa yBEepeHHOCTb B TOM, 4TO A NOAKJII04a-
I0Cb K JOBEPEHHOMY CepBepy N 3TO UMEHHO
YKa3aHHbIN MHOWN cepBep
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YKaxuTe pacrnonoxeHve noaroToBNeHHbIX CEPTUEMKATOB:

* B None sslroofcert — ykaxuTe pacnonoxeHne ceptuukara KOPHEBOro LieHTpa
cepTugoukaumnm;

e B MONe Ssslcert— ykaxuTte pacnonoxeHne ceptTugorkaTa OCHOBHOrO CEpBeEpa;
« B none sskey— ykaxuTte pacnonoxeHne 3aKpbiTOro Ki4ya OCHOBHOMO cepsepa.

Ecnu HacTpolika SSL-coeonHeHns ¢ B He TpebyeTcs, HaXMUTE KnaBuwy <n>.
Mo yMonyaHuio noaknoyeHne byaoeT yCTaHOBNEHO C NapaMeTpoM Ss/imode=allow, B 3TOM
cnyyae ona nogknoyveHms K BI 6ynyT Mcnonb3oBaHbl goannbl cepTUgUKaToB 1 3akpbl-
TbIX KNIOYEN, KOTOpble PacrnonoXeHbl B nanke /optrubackup/keys, Npu NooknoHeHNN K
B.L naHHble 6yayT WwncpoBaTbCs.

Ecnun B KoHurypauun postgresql SSL BbIkOYEH, TO MO YMONYaHuio ss/mode 6y-
nert disable.

7. Co3painTe cynepnonb3oBatenss 6asbl  OaHHbIX WM 3adaite  naponb  Ons
cynepnonb3oBaTtens 6a3bl gaHHbIX rubackup:

Database user "rubackup" doesn't exist. Do you want to create database
user "rubackup" (y/n)?

Please enter password for "rubackup" database user:
Repeat password:

8. Beeante nms 6a3bl gaHHbIX (MO YMONYaHWIO NPy HaxaTtum knasmwm Enter B kayectee
nMeHn 6a3bl 4aHHbIX UCMoNb3yeTcs rubackup) n cospalite eé B cnyyae OTCYyTCTBUS:

BHumaHue! B nMeHn 6a3bl AaHHbIX 3anpeweHo ncnosib3oBatb cnenyowmne CUMMBOJbI:
np066n! \’ $’ #’ \7 /! ?J *’ "y ;! :’ o/oi /\! &7 <7 >

Enter RuBackup database name [ rubackup ]:

Database "rubackup" doesn't exist. Do you want to create database
"rubackup" on "localhost" host (y/n)?

9. lobaBbTe NnokanbHoe oannoBoe XxpaHunuLe Ans nyna no yMonyaHuio:

Do you want to add a required file system to the 'Default' pool in the
configuration? (y/n)?

10. Beegute nyTb K nOupekTopuun, koTtopas OymeT accouumpoBaHa C  MyNnoM Mo
YMO4YaHuIo:

Enter path: /default_pool
Path "/default_pool" doesn't exist. Do you want to create it? (y/n)y

11. Echu B KOHCpurypaumm nogpasymeBaeTcsl pe3epBHbI (Secondary) cepsep, TO
BblOEpMTE 3Ty BO3MOXHOCTb!
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Will you use secondary server (y/n)?

12. YkaxunTe agpec pe3epBHOro cepseepa:
Hostname of secondary server:
13. Nanee OyneT BbINONHATLCS HacTpoitika knumeHta RuBackup. Bbibepute ceteBoi

NHTEepgenc, nocpencTsoM KOTOpOro KNUEHTY RuBackup paspelleHo
B3aMMOOEeNCTBOBaTb C CUCTEMOWN PE3EPBHOIr0 KONMUPOBAHUS:

Choose client net interface ID for use:
14. Ykaxute, MOXHO nu 6ynet agmuHuctpaTtopy cuctembl CPK  RuBackup
BOCCTaHaBNMBaTb KONWUW, COENAaHHbIE AN OAHHOrO K/IMeHTa:
Do you allow centralized recovery (y/n)?
15. YkaxwuTte, byneT M UCNoNb30BaTbCs HENpPepbIBHAS yOaneHHas pennnkauus Ha 3ToM
KNNEHTE:
Do you plan to use continuous remote replication to apply remote replicas

on this client (y/n)?y

16. Ykaxunte OMpekTopuio ANa BPEMEHHbIX onepaunin ¢ dpannamm pesepBHbIX KOnuim (no
YMOHaHWIO Mpu HaxaTtuu knasuwm Enter B kayectBe ONPEKTOpUU ONS BPEMEHHbIX
onepauui c doannamum pesepsBHbIX KOMWA ucrnonb3yetcsa /tmp). Ecnn ykasaHHas
OVPEKTOpMS He cyliecTByeT, To Aanee OyneT npeanoxeHo eé co3pathb:

Enter local backup directory path [/tmp] :

17. YKaxuTe KONM4ecTBO NOTOKOB A/ OOHOBPEMEHHOW 06paboTkM 3a4ady pPe3epBHOro
KOMMPOBAaHMS HA OCHOBHOM cepBepe (KaXIblii MOTOK MMeeT OTHOeNbHOEe COeadUHEHNe Co
cnyxebHoi 6a3oin gaHHbIXx CPK):

Set amount threads parallelizm for server [ 8 ]:
18. YKaxuTte KonM4ectBo NOTOKOB A/ OOHOBPEMEHHOV 06paboTku 3agay pe3epBHOro

KONUpoBaHMs Ha MeamacepBepe (KaXnAblii MOTOK UMeeT OTAENbHOE COEOMHEHUE CO
cnyxebHoi 6asoit naHHbIXx CPK):

Set amount threads parallelizm media server [ 8 ]:

19. ABTOMaTU4eCKOE CO34aHNe MacTep-Koya:

Create RuBackup master key..
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20. YkaxuTte, XOTUTE N Bbl CO30aTb K/IKOYM 3NEKTPOHHO-UMPPOBOA NOANUCH:

Will you use digital signature (y/n)?

21. YkaxuTte, XOTUTE NN Bbl BKJIIOYUTb CUCTEMHbIA MOHUTOPWUHT N8 OAHHOIO K/IMEeHTa:
Do you want to enable system monitoring of this client (y/n)?

22. YKaxuTte, XOTUTE NN Bbl yCTAHOBUTb BEPXHUIA Npeaen onepaTtuBHOM NamMsaTn, Kotopas
MOXET MCMNONb30BaTbCS NMPU Pe3epPBHOM KOMMPOBAHUN HA KNIMEHTE (TOYHOCTb BEPX-
Helh rpaHuUbl 06 bemMa NamsTh He rapaHTUpyeTcs):

Do you want to set a soft memory threshold? (y/n)?

23. Ykaxute 06 beM onepaTtnBHO NaMATI, KOTOPbIA MOXET UCNONb30BaTbCS NpU
pe3epBHOM KONMpoBaHun Ha KnueHTe B I'b (uenoe yncno):
Enter the allowed amount of memory for backup in GB (integer value):

24. Bblbepute kakune nybnunyHole nmeHa byayT ncnonb3oBaHbl DNS-cepeepom:
Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

25. YkaxuTe, XoTUTE N Bbl BKIOYNTb ayanT 6€30MacHOCTY:

Do you want to enable RuBackup security audit ([yles, [n]o, [qJuit)(y/n/
q)?

26. YkaxuTte, Kakol TMn ayanta Bbl XOTUTE BKOYNTD:

* essential only — XypHanumpoBaHue Bcex 3Ha4MMbIx Tabnuu, Kpome odepenel 3a-
[a4y N BPEMEHHbIX Tabnuu;

« tasks (additionally to essential) — XxypHannpoBaHme Bcex 3Ha4MMbIX Tabnuu u 3a-
hay B oyepensix.

MNMo3agHee BO3MOXHO BKKOYMTL/OTKMOYMTL OAHHYIO ONUMIO U U3MEHUTb BblOpaH-
HbI/A TUN ayauTa C MOMOLWbIO YTUNUTLI NS paboTbl C XYypHANOM COObITUn MHOPMALMOH-
Hoi 6e3onacHocTu rb_security.

Choose security audit type ([e]ssential only, [t]asks (additionally to
essential), [qluit)(e/t/q)?

BHuMaHue! Mo okoHYyaHuM paboTbl yTUAUTLI rb_init OyaeT chopMUMpOBaH rna.-
Hblii KOHGOUrypauMoHHbIv pain [opt/rubackup/etc/config.file. B aTom cpaiine napa-
MeTp server-inet-interfaces onpepensier ceteBble UHTEPdENChl, NMOCPEACTBOM KOTO-
pbIX cepBepy pe3epBHOro KONUpoBaHus paspelleHo B3aMMoaeincTBoBaThb ¢ KnneHTamu. B
cnucke uHTepdeiicoB Heo6xoaAMMO OCTaBUTb TOMBKO Te, KOTOpble HEobXxoamMbl, U yaa-
NNTb BCE NUWHKE UHTepdeiicbl, eCnv OHU NPUCYTCTBYIOT (vnet, virbr u T.0.).
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27. Nlanee nonyynTte NMUEH3VOHHbIA doain y nocTaslinka v npousBeanTe yCTaHoBKY Niv-
LeH3Un B COOTBETCTBUM C nogpasaenom JinueHsnposaHne CPK RuBackup.

HacTtpoiika nonb3oBartenei Ha cepsepe RuBackup

MNMonb3oBatenu, OT MMEHU KOTOPbIX OyAeT OCYLWeCTBNATbCSA 3anyck YTUAUT KO-
maHaHon ctpoku RuBackup n okoHHoro MeHenxepa AgmuHuctpartopa (RBM), onxHbi:

. MMEeTb NPaBWIbHO HACTPOEHHbIE NEPEMEHHbIE CPEb,
. BXOAUTb B rpynny rubackup.

Fpynna rubackup Obina cospaHa B npolecce YCTaHOBKM nakeTa rubackup-
common.

Y1obbl HACTPOMTbL NoNb3oBaTens Ansg BO3MOXHOCTU paboTtbl ¢ RuBackup, Bbinon-
HUTEe cnenyrowne LencTBUSA:

1. obaBbTe nonb3oBartens B rpynny rubackup npu nomowm KoMaHabl:

$ sudo usermod -a -G rubackup mosb3oBarens

[Nocne aToro BBEOMTE KOMaHAy:

$ sg rubackup

2. HacTpoitte ons noss308aresis cnepyoowme nepeMeHHble cpeabl. [ns atoro gobaBbTe
cnegnyowue cTpoku B doann /home/nosib3osaresis/.bashrc:

PATH=$PATH: fopt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

3. lNepeasarpysnTte nepemMeHHble OKPYXEHNS:
$ . .bashrc

3anyck ocHoBHOro cepsepa RuBackup

LOna wrtatHon askcnnyaTauum pekoMeHoyeTcsl 3anyckaTb cepBep RuBackup kak
cepsuc. [1ns 3Toro BeINOMHUTE Creayowme NencTems:
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1) LobaebTe cepsuc knneHtTa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable rubackup_client.service
2) LobaebTe cepeuc cepsepa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMBI:

$ sudo systemctl enable rubackup_server.service
3) Utobbl cnyxba systemd mepesarpysuna HacTpoViky, BBEAUTE KOMaHOy:

$ sudo systemctl daemon-reload
4) 3anycTute cepsuc rubackup_client:

$ sudo systemctl start rubackup_client
5) 3anycTute cepBuc rubackup_server:

$ sudo systemctl start rubackup_server

YTO4HUTHL cTaTyc knmeHta RuBackup MOXHO rnpy noMowm KoMaHabl:

$ sudo systemctl status rubackup_client

YT1o4HuTb cTatyc cepeepa RuBackup MOXHO npu noMowwm KoMaHabi:

$ sudo systemctl status rubackup_server

Buumanune! Ecnu y Bac BoO3HMKaeT npobnema 3anycka cepsuca cepeepa RuBackup
n cnyxebHas 6asa aaHHbix RuBackup B PostgreSQL ycraHoBneHa Ha 0TAenbHOM cepBe-
pe (Hanpumep, Npu nobaBneHnn B KOHUrypauuio pe3epBHOro Unn Meguacepsepa), Bbl-
NONHUTE cnepylowme OenNCTBUA:

1. Yoanute 3aBncuUMOCTM postgresql.service B napameTpax Requires un After B
pasgene Unit B loHUT-gpanne:

Jetc/systemd/system/rubackup_server.service

2. MNepe3arpyaunte systemctl:

$ sudo systemctl daemon-reload

3anyck OCHOBHOro cepsepa B TepMnHarbHOM peXxume

B Tom cnydyae, ecnn nnaHunpyetcs TectuposaHue RuBackup, pekomeHnoyetcs
3anyckatb OCHOBHoW cepeep RuBackup B TepMUHANbLHOM pexXuMe C MOMOLLbI KOMaHAab!:
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# rubackup_server start

OcTaHoBuTb cepeep RuBackup MOXHO € NOMOLLbKO KOMaHAbI:

# rubackup_server stop

HacTpoiika xpaHunuviua pesepBHbIX KONUi

Ecnun B npouecce HacTporiku cepsepa npy NOMoWM yTUnuTbl rb_init He Obin Ha-
3HayeH KkaTanor gna xpaHeHus pesepsBHblx konui gna nyna Default, To nocne HacTpoiku
OocHoBHOro cepeepa RuBackup B XxypHanoHoM coanne fopt/rubackup/log/RuBackup.log
nosIBATCS 3anucu o ToM, 4To B nyne Default HET HWM OOHOWN panNoBON CUCTEMbI ONA Xpa-
HEHWNS pe3epPBHbIX KOMWUIA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

Heobxoommo HasHaumTtb ana nyna Default xota 6bl oguH kaTtanor ons xpaHeHus
pe3epBHbIX KONWA. OTO MOXHO caenaTtb NPy MOMOWW YTUANTbI KOMaHLHOW CTPOKW UK
MeHnenxepa agmnHuctpaTtopa RuBackup (RBM):

1. Hactpoika xpaHnnuwa ¢ nomouwbto rb_local filesystem

MNMonb3oBaTtenu, OT MMEHU KOTOPbIX OyAeT OCYLWeCTBNATLCSA 3anyck YTUAUT KO-
MaHoHoh cTpoku RuBackup, oonXxHbl BxoaMTb B rpynny rubackup. Ytobbl nob6aBuTtb
nonb3oBaTtenen B rpynny, BHeCUTe N3MeHeHnsa B cpann [fetc/group.

YT06bl HA3HAYMTb NOKasbHbIA KaTanor B Ka4ecTBe XpaHunuila pe3epBHbIX Konun,
cnepgyeTt BbINONMHNTb KOMaHOy:

$ rb_local_filesystems -a /rubackupl -p 1
B aToM npuMmepe B kayecTBe xpaHunuwa gobaensertcs katanor /rubackupl.
2. HacTtponka xpaHunmuwa ¢ nomouwbto rb_local_filesystem

BHuMaHue! HacTpoiika xpaHunuwa ¢ nomouwbio RBM npoussoautcs, ecnu xpaHu-
nua He HaCTPOEHbl YTUNUTON rb_init B npouecce nepsoHa4yanbHOW HACTPOMKM.

[Mopsanok HacTPOMKU XpaHUNUWa M3NoXeH B OOKyMeHTe «PyKoBOACTBO CUCTEM-
Horo agmuHucTparopa RuBackup».

YcraHoBKa pe3epBHOro cepeepa

MoaroToeka K yCTaHOBKE pe3epBHOro cepsepa

Mepen yctaHoBkoi cepsepa RuBackup Heobxoammo, 4Tobbl B cucteme bbinm ycTa-
HOBJIEHbI 3aBUCMMOCTM nakeToB Linux (cM. MNMpunoxeHne b)
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Ytobbl cnctema ysenomneHunii RuBackup paboTtana KOppekTHO, HeobxoauMo Ha-
CTPOUTb OTMPaBKYy 3NEeKTPOHHOWM NoYThl ¢ cepepa RuBackup. ns oTnpaBkyn 3NeKTPOH-
Hon noyTbl cepBep RuBackup ncnonbayet ytunnty /usr/bin/mail.

Mpy ncnonb30BaHUM NEHTOYHOM BMOBNNOTEKM C CEPBEPOM PE3EPBHOIO KOMMPOBA-
HWS, HACTPOWKY CM. B pykoBoacTBe «PaboTa ¢ neHTo4YHOM 6MbnnoTekon».
WHcTannsumsa pesepBHOro cepeepa

Onsa vHctannauum pesepeHoro cepeepa RuBackup cnenyeT BbINONHMTL cnenyto-
wme OencTBma:

1. ABTOpPM3YyNTECHb NOA NONb30BATENEM rOOt:
$ sudo -i

2. HactponTte cnenytowme nepeMeHHble cpeabl Ans nonb3oBatens root. Ana 3toro O0-
H6aBbTe cnenytowme CTpPoky B ¢pain /root/.bashrc:

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/1lib
export PATH

export LD_LIBRARY_PATH

OTUN NepeMeHHble TakXXe MOXHO onpenennTb B hanne /etc/environment.
3. MNepenanTte B kKatanor /root/, 0N 3TOroO BbINOMHUTE:

cd /root
4. MNepesarpysnte nepemMeHHble OKPYXEHNS:

$ . .bashrc

5. YcTaHoBuTe nakert rubackup-common. Mpumep:
$ sudo dpkg -i rubackup-common_<version>_amd64.deb

6. YcTaHoBuTe nakeTt rubackup-common-gui. lNpumep:
$ sudo dpkg -i rubackup-common-gui_<version>_amd64.deb
7. YcTtaHoBuTe naket rubackup-client. Npumep:
$ sudo dpkg -1 rubackup-client_<version>_amd64.deb
8. YcTtaHoBuTe naket rubackup-rbe. lNpumep:
$ sudo dpkg -1 rubackup-rbc_<version>_amd64.deb
9. YcraHoBuTe naket rubackup-server. [pumep:
$ sudo dpkg -1 rubackup-server_<version>_amd64.deb

10. YcraHoBuTe nakert rubackup-rbm. lNpumep:
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$ sudo dpkg -1 rubackup-rbm_<version>_amd64.deb

roe <Version> B MMEHU cpa|7|na naketa MOXeT OoTnn4aTtbCsd B 3aBUCUMOCTU OT
cbopkm.

Mpwn yctaHoeke cepsepa RuBackup B OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ akTUBNPOBAHHBbIM PEXWUMOM 3aWNTHOW MPOrpamMMHON cpenbl, nocne
yCTaHOBKM nakeTa rubackup-server BbinofHUTE crnemyowme waru:

1. BoinonHuTe KoMaHay:

$ sudo update-initramfs -u -k all
2. [lepeszarpy3uTte onepaumoHHy CUCTEMY:

$ sudo reboot

HacTpoiika pesepsHoro cepeepa

PesepBHbIi cepBep He sBnsieTcs obsi3atenoHbIM KomnoHeHToM CPK RuBackup u
MCNonb3yeTcs ANS NOBbIWEHNS 0TKA30YCTONYMBOCTU CUCTEMBI.

Heobxoanmo 4ToObl OCHOBHOW M pPE3EpBHbI cepBep MOrnM BepuuumnpoBaTb
opyr gpyra no hostname. Ing 3T0oro Heob6xoAMMO MPOWM3BECTW COOTBETCTBYHOWME Ha-
cTpoiiku B /etc/hosts Ha oboux yanax.

Heobxoanmo pobaeutb |P-agpec pesepsHoro cepsepa B pg_hba.conf CYB.
Postgresql, conepxauwyto B rubackup.

lMepBoHavyanbHas HacTporka pesepBHoro cepsepa RuBackup ocywectensertcs ¢
MOMOLLbIO MHTEPAKTUBHON YyTUAMTLI rb_init B TepMmHane (npouenypa HaCTPONKK npuee-
[eHa HMXe) unu ¢ nomouwblo Mmactepa HacTporiku RuBackup rb_init_gui (npouenypa Ha-
CTpoiikn npueeneHa B pasnene KoHdgurypuposaHve (Mnmn obHoBneHMe) cepBepa/KnneH-
Ta pe3epsHoro konuposaHuga RuBackup).

BbinonHute cnegyowme oencTeuns:
1. 3anyctute rb_init OT MMeHU cynepnonb3oBatens (C npasamum root):

root@ secondary-server~# rb_init

2. lns NnpooonXeHUsi KOHPUrYPUPOBaHUS KNIMEHTA PE3EPBHOr0 KOMMPOBaHUS NpUMNTE
NINLIEH3NOHHOE COr NalleHmne:
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You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

3. Boibepute cueHapuii KOHPUIypupoBaHUS pe3epBHOro (secondary) cepsepa. [ns
3TOro HaXMUTe Knasuuly S.

Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?

4. Beeante agpec cepeepa, Ha KOTOpPOM pacrnonaraetca 6asa AaHHbix RuBackup, u
naponb (N0 ymon4aHuio nNpu Haxatum knasuwn Enter B kavyecTBe agpeca cepeepa
ncnonbadyetcs localhost):

Enter hostname or IP address of PostgreSQL server [ localhost ]:

5. Ykaxute, HeobxooMMo Ny UCNoNb3oBaTh 3awuiieHHoe SSL-coeanHeHne ¢ 6a3oin naH-
Hbix CPK «RuBackup»:

Do you want to use a secure SSL connection to the database 'rubackup' (y/n/
q)?
Lanee BblbepnTe 1 BBEANTE Ha3BaHMe BbibpaHHOro pexuma SSL B cooTBETCTBUM
c Tabnuueir 10. Mo ymonyaHuio BbIGpaH pexum require.

Tabmya 10 — OnucaHmne pexnmos SSL

3awmnTa oT
ssimode npocnywn-
BaHUSA

3awuTa oT

MITM YTBepxaoeHue

MHe He Ba)kHa 6e30MacHOCTb U 5 He MPUeMJIo

disable HeT HeT
N30ep>XKun, CBA3aHHbIE C WnhpoBaHnemM

MHe He Ba>kHa 6e30MaCHOCTb, HO A NPUeMIo
allow Bo3MoXxHO HeT N30Eep>XKK, CBSAI3aHHble C WM POBaAHMNEM, eCn
Ha 3TOM HaCTauBaeT cepsep

MHe He Ba)kHa 6e30MnacHOCTb, HO S NpeanoYm-
prefer Bo3MoxHO  Het Tato WndpoBaHme (M NPUEMO CBA3AHHbIE U3-
LleP>XXKK), eCNN 3TO NOAAEPXKMBAET CepBep

A1 xo4y, 4TO6bLI MOWN AaHHbIE WNHPOBANUCH, U
A NpUeMsIlo CONyTCTBYIOLWME N3LEPKKN. A f0-
Bepsto ceTu B TOM, 4TO OHa obecneymBaeT
MoAKJIIO4YEHME K HY)KHOMY CcepBepy

require Ha HeT

A1 xo4y, 4TOObLI MOW AaHHblIE LWNMPOBAJINCDE, U
3aBUCUT OT A NPUEMJIIO CONYTCTBYOWMNE U3gepxkKu. MHe
noanTukn UC Hy>KHa YBEPEeHHOCTb B TOM, 4TO A NOAKJI0Ya-

lOCb K lOBEPEHHOMY cepBepy

verify-ca [a
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3awmTa oT
ssimode npocnywn- 3a”|\‘/l|'|/'.|T|3| ot YTBEpXKOEHUne
BaHUS

A1 xo4y, 4TOBbLI MON AaHHbIEe WN(HPOBAIUCH, U
A NpUeMJI0 CONyTCTBYOWMNE N3nepXKn. MHe

verify-full Oa Oa HY>XHa yBEepPeHHOCTb B TOM, 4TO A NOAKJIO4a-
l0Cb K JOBEPEHHOMY CepBepy N 3TO UMEHHO
yKa3aHHbI MHOW cepBep

Ykaxute pacnonoxeHmne noaroToBNEHHbIX CepTI/ICpVIKaTOBZ

* B ronie ss/roofcert — ykaxuTe pacnosioxXeHue ceptudukara KOpHEBOro LeHTpa cep-
TMgounkaumn,

* B Mone Sslcert— ykaxuTe pacrnonoXxeHue ceptugrkara OCHOBHOIO CepBepa;
* B none sslkey— ykaxuTe pacnonoXeHune 3aKpbiTOro Koya OCHOBHOMO cepeepa.

Ecnu HacTpolika SSL-coeonHeHus ¢ B He TpebyeTcs, HaXMUTe KnaBuwy <n>.
Mo ymonyaHuio noaknoyeHne byaneT yCTaHOBNEHO C NapaMeTpoM ss/mode=allow, B 3TOM
cnyyae ons nomkntodeHus Kk B, 6yoyt ncnonb3oBaHbl haiisibl cepTMdnkaToB U 3aKpbl-
ThIX K/IKOYEN, KOTOPbIE PACnoNiOXeHbl B nanke /optrubackup/keys, Npn Nnookno4YeHnn K
B naHHble 6yayT wnudpoBaTbCs.

Ecnun B KoHgourypauun postgresql SSL BbIK/OYEH, TO MO YMONYaHuo ss/mode 6y-
nert disable.

6. YkaxuTte nma cynepnonb3osatens RuBackup (no ymonyaHuio npy Haxatum Knasuwm
Enter B kayecTBe MMeHU Cyneprnonb3oBaTens ucnonb3yertcs rubackup):

Enter name of RuBackup superuser [ rubackup ]:

7. Beegute naponb ans cynepnonb3osatens Rubackup:
Please enter password for "rubackup" database user:
8. Beeoute mms cnyxebHol 6a3bl gaHHbiX Rubackup (no ymonuyaHuio npu Haxatuu
Knaeuwm Enter B kayecTBe uMeHn 6a3sbl JaHHbIX MCNONb3yeTcs rubackup):

Enter RuBackup database name [ rubackup ]:

9. YkaxuTte nMs ocHoBHoro cepsepa Rubackup:

Hostname of primary server:

10. Danee OyneT BbINONHATbCS HacTpoitika knmeHta RuBackup. Bbibepute ceteBoi
UHTepdenc, nocpencTsoM KOTOpOro KNUEHTY RuBackup paspeLeHo
B3aMMOLEeNCTBOBATb C CUCTEMON Pe3epPBHOr0 KOMMPOBaHNS:
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Choose client net interface ID for use:

11. Ykaxute, MoXHO num Oymet aamuHuctpatopy cuctembl CPK  RuBackup

12

13.

14.

15.

16.

17.

18.

19.

BOCCTaHaBMBaATb KOMmn, coenaHHble onsgd 0aHHOro KaneHTa.

Do you allow centralized recovery (y/n)?

. Ykaxute, 6yaeT N MCnonb30BaTbCs HENPEpPbIBHAA yaaneHHas penavkaumns Ha aToM

KNNEeHTE:

Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?

YKaxute OUpeKTopuio 4N BPEMEHHbIX Ornepaunin ¢ goannamm pesepBHbIX KONUi (rno
YMOJ/IHaHWIO Mpu Haxartuu knasuwm Enter B kayectse OMPeEKTOpUN ONS BPEMEHHbIX
onepaumn C dpamnamum pes3epBHbIX KOnuh ucrnonbadyetcs /tmp). Ecnu ykasaHHas
LOVPEKTOpMS He cyllecTByeT, To ganee byneT npeanoxeHo eé co3pathb:

Enter local backup directory path [/tmp] :

ABTOMaTnyeckoe co3gaHune MacTep-Knoda:

Create RuBackup master key..

YKkaxuTe, XoTUTE N Bbl CO34aTb K/OUM 3NEKTPOHHO-LMEPOBON NOAMUCH:

Will you use digital signature (y/n)?

YKaxuTte, XoTUTE NN Bbl BKIKOYUTb CUCTEMHbIA MOHUTOPWUHT N8 OAHHOMO KNEeHTa:
Do you want to enable system monitoring of this client (y/n)?
YKaxute, XoTUTE N Bbl yCTAHOBUTb BEPXHUI Npeaen onepaTusHON namMaTn, Kotopas

MOXET MCMONb30BaTbCS NPV PE3EPBHOM KOMMPOBAHUWN HA KNWEHTE (TOYHOCTb BEpX-
Hel rpaHuubl 06 bemMa NamMaTn He rapaHTUpPyeTcs):

Do you want to set a soft memory threshold? (y/n)?

Ykaxunte obbem onepaTtvBHOM NMamsaTh, KOTOPbIA MOXET MCMONb30BaTbCS NpU pe-
3epBHOM KONMPOBaHUKN Ha knueHTe B ['b (uenoe 4ucno):

Enter the allowed amount of memory for backup in GB (integer value):

BbibepuTte kakue nybnmyHble nmeHa 6yayT ucnonb3osaHel DNS-cepsepom:
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Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

BHuMaHue! Mo okoHYyaHuM paboTbl yTUAUTLI rb_init OyneT cchopMUMpOBaH rnas-
Hblii KOHGOUrypauMoHHbIv bain [opt/rubackup/etc/config.file. B aTtom cpaiine napa-
MeTp server-inet-interfaces onpepensier ceteBble UHTEepPdENCHI, NMOCPEACTBOM KOTO-
pbIX cepBepy pe3epBHOro KONMpoBaHus paspelleHo B3aMMoaeincTBoBaTb ¢ KnueHtamu. B
cnucke UHTepdpeiicoB Heo6XoAUMO OCTaBUTb TOMBLKO Te, KOTOpble HeobXxoamMbl, U yaa-
NUTb BCE NULWHNE MHTepdeicbl, eCnyv OHU NPUCYTCTBYIOT (vnet, virbr u T.M1.).

20. Nanee nony4nTte NNUEH3NOHHbIA dhainn y nocTaslinka v NpousBeanTe yCTaHOBKY Nv-
LeH3MM B COOTBETCTBUM C noapasnenom JlnuensnposaHme CPK RuBackup.

Mo okoH4YaHWKM paboTbl rb_init 3anycTuTe KNMEHTCKUIA U CepPBEPHbIA CEPBUCHI pe-
3epBHOro konvposaHus. Cnegynte MHCTPYKUUKM M3 pasgena « HacTtpowrka nonb3osa-
Tenen Ha pesepsHoM cepeepe RuBackup».

Mo 3aBeplUeHNN HACTPONKI Pe3ePBHOro cepeepa HeobxoanMO:

1. ABTOpm30BaTb pPE3EpBHbI CepBep Mpyv MNEepBOM 3anycke B CUCTEME PE3EPBHOro
konnpoBaHus B RBM (cm. nogpobHoctTm B «PykoBoocTBE  CMCTEMHOro
agmnHucTpaTtopa RuBackup)..

BHumanune! Mocne 3anycka pesepBHOro cepsepa Heobxoanmo cobniocTn NOpsSAOK aBTO-
puzauun. CHa4ana Hy>XXHO aBTOPU30BaTb B CUCTEME KJ/IMEHT U TONIbKO NMOTOM Pe3epBHblii
cepBep. B npoTuBHOM cnyyae Oynet nobasneHo ABa KNMEHTa, YTO NpuBedeT K olWwmnbKam.

2. HasHaunTb pe3epBHOMY cepBepy XOTs Obl oanH nyn tuna «dannosas cuctema» Ans
XpaHeHns pe3epBHbIX KONUIA 1 Katanor ANs XpaHeHUs pe3epBHbIX KONUIA.

9T 3a4a4vm MOXHO BbINOMHUTL B OKOHHOM MeHenxepe AgmuHucTtpaTtopa RBM
(cM. «PykoBoacTBO cucteMHoro agmmHuctpartopa RuBackup»).

HacTpoiika nonb3oBareneit Ha pesepBHOM cepBepe RuBackup

MNMonb3oBatenu, OT MMEHU KOTOPbIX OyneT OCYLWeCTBASATbCSA 3anyck YTUAUT KO-
mMaHaHon ctpokun RuBackup n okoHHoro MeHenxepa AomuHuctpartopa (RBM), nonxHbi:

. MMETb NPaBUIbHO HACTPOEHHbIE NEPEMEHHbBIE CPELbI,
. BXOAUTb B rpynny rubackup.

pynna rubackup Obina cospaHa B Mpouecce YCTaHOBKM naketa rubackup-
common.
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YT0o6bl HACTPOUTL MONb3oBaTeNs Ansl BO3MOXHOCTM paboTbl ¢ RuBackup, Bbinon-
HUTe cnenytowme oencTBus:

1. NobaBbTe nonb3oBatens B rpynny rubackup npu nomowm KoMaHabl:

$ sudo usermod -a -G rubackup mosb3oBarens

[Nocne aToro BBEOMTE KOMaHAy:

$ sg rubackup

2. Hactpoitte ons noss308aresis cnepyoowme nepeMeHHble cpelbl. ns atoro gobaBbTe
cnenywowue cTpokun B doann /home/nosib3osaresis/.bashrc:

PATH=$PATH: fopt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

3. MNepeasarpysnte nepemMeHHble OKPYXEHNS:
$ . .bashrc

3anyck pe3epsHoro cepsepa RuBackup

Ons wrtaTHOM aKcnnyataumm pekomeHayeTcs 3anyckatb cepsep RuBackup kak
cepsuc. [1ns 3T0ro BbINONHUTE Cneayowme LeicTBUS:
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1) LobaebTe cepsuc knneHtTa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable rubackup_client.service

2) JobaebTe cepsuc cepsepa RuBackup B aBTo3anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable rubackup_server.service

3) Ytobbl cnyxba systemd mepesarpysuna HacTpoliku, BBeAUTE KOMaHaOy:

$ sudo systemctl daemon-reload
4) 3anycTute cepsuc rubackup_client:

$ sudo systemctl start rubackup_client
5) 3anycTute cepsuc rubackup_server:

$ sudo systemctl start rubackup_server

YT04HUTL cTaTyc knmeHta RuBackup MOXHO rnpy noMowm KoMaHabl:

$ sudo systemctl status rubackup_client

YT104HuTb cTatyc cepsepa RuBackup MOXHO npu nomoLm KoMaHabi:

$ sudo systemctl status rubackup_server

Buumanune! Ecnu y Bac Bo3HMKaeT npobnema 3anycka cepsuca cepsepa RuBackup
n cnyxebHas 6asa gaHHbIx RuBackup B PostgreSQL yctaHoBneHa npv 9TOM Ha OTOeNb-
HOM cepBepe (Hanpumep, npu no6asneHMn B KOHUrypaumio pesepsHOro unn meavacep-
Bepa), BLINOSIHUTE cneayiowme AeicTBus:

1. Yoanute 3aBUCUMOCTUN postgresql.service B napameTtpax Requires ©n After B
paspnerne Unit B loHUT-Cpanne:

[etc/systemd/system/rubackup_server.service

2. Mepesarpyaute systemctl:

$ sudo systemctl daemon-reload

3anyck pe3epBHOro cepsepa B TePMUHANIbHOM pexume
B Tom cnyyae, ecnn nnaHunpyetcs TectuposaHue RuBackup, pekomeHnoyetcs

3anyckaTb pe3epBHb||7| cepsep RuBackup B TepMWHA/IbHOM peXwume C NOMOLWb KO-
MaHObl:
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# rubackup_server start

OcTtaHoButb cepsep RuBackup MOXHO C NOMOLbIO KOMaHAbI:

# rubackup_server stop

HacTpoiika xpaHunuiua pe3epBHbIX KON

Ecnun B npouecce HacTporikm cepsepa npy NoMowm yTunuTbl rb_init He Obin Ha-
3HayeH KaTanor ons xpaHeHus pesepsHbix konuin ang nyna Default, To nocne HacTporikn
ocHoBHOro cepeepa RuBackup B XxypHanoHoM coanne [opt/rubackup/log/RuBackup.log
NnosiIBATCSA 3anncu o0 TOM, 4YTo B nyne Default HeT HM O4HOM OanNOBON CUCTEMbI ANS Xpa-
HEHWNS pe3epBHbIX KOMUIA:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

Heobxoanmo HasHaunTb ans nyna Default xots 6bl oMK katanor ons xpaHeHus
Pe3epBHbIX KOMWA. DTO MOXHO chenaTtb Mpu MOMOWM YyTUANTbI KOMAHOHOW CTPOKU UK
OKOHHOro MeHefXepa CUCTEMHOro agMUHMUCTPATOPa CUCTEMbI PE3EPBHOIO KOMMPOBaHKS
RBM:

1. Hactpoika xpaHnnuwa c nomouwbto rb_local filesystem

MNMonb3oBaTtenu, OT MMEHU KOTOPbIX OyneT OCYLWeCTBASATbCSA 3anyck YTUAUT KO-
MaHOHoh cTpoku RuBackup, oonXxHbl BxoaMTb B rpynny rubackup. Ytobbl nobaBuTtb
nonb3oBaTtenen B rpynny, BHeCMTe n3MeHeHns B dpann /etc/group.

Y1006bl HA3HAYUTb NOKANbHbIA KaTanor B Ka4eCTBE XPaHUIMWa Pe3ePBHbIX KOMWUNA,
cnepnyeT BbIMOMHUTL KOMaHAY:

$ rb_local_filesystems -a /rubackupl -p 1
B aToM npuMmepe B kayecTBe xpaHunuwa gobaensertca katanor /rubackupl.
2. Hactporka xpaHunuwa ¢ nomouwbto rb_local_filesystem

BHuMaHue! HacTpoiika xpaHunuwa ¢ nomowbio RBM npoussoautcs, ecnu xpaHu-
nuwa He HaCTPOEHbl YTUNUTON rb_init B Nnpouecce nepsoHa4yanbHOW HACTPOMKM.

[Mopsanok HacTPOWMKU XpaHUNUWa M3NM0XeH B OOKyMeHTe «PykKoBOACTBO CUCTEM-
Horo agmuHucTpartopa RuBackup».

YcTtaHoBKa Meaunacepeepa

MoaroToBka K ycTaHOBKE Meauacepsepa

Mepen yctaHoekoi mennacepeepa RuBackup Heobxoaumo, 4Tobbl B cucteme Obl-
NN yCTAHOBNEHbI 3aBUCUMOCTM nakeToB Linux (cm. MNMpunoxexue bB).
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Ytobbl cnctema ysenomneHunii RuBackup paboTtana KOppekTHO, HeobxoauMo Ha-
CTPOUTb OTMPaBKYy 3NEeKTPOHHOWM NoYThl ¢ cepepa RuBackup. ns oTnpaBkyn 3NeKTPOH-
Hon noyTbl cepBep RuBackup ncnonbayet ytunnty /usr/bin/mail.

Mpy ncnonb30BaHUM NEHTOYHOM BMOBNNOTEKM C CEPBEPOM PE3EPBHOIO KOMMPOBA-
HWS, HACTPOWKY CM. B pykoBoacTBe «PaboTa ¢ neHTo4YHOM 6MbnnoTekon».

UucTannauna megnacepsepa RuBackup

Onsa wHcTtannsumn mepmacepsepa RuBackup cnegyet BbIMOMHMTL cnegylowme
nencrems:

1. ABTOpM3ynTECH NOA NONb30BATENEM rOOt:
$ sudo -i

2. HactponTte cnenytowme nepeMeHHble cpeabl Ans nonb3oBatens root. Ana 3toro O0-
H6aBbTe cnenytowme CTpPoky B ¢pain /root/.bashrc:

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=S$LD_LIBRARY_PATH: /opt/rubackup/1lib
export PATH

export LD_LIBRARY_PATH

DTN NepeMeHHbIE TakXe MOXHO onpenenuTb B (paine /etc/environment.
3. lNepenaonTte B katanor /root/, 0N 9TOro BbINONHUTE:

cd /root
4. [Nepe3zarpy3uTte NnepeMeHHbIe OKPYXEHUS:

$ . .bashrc

5. YctaHoBuTe naket rubackup-common. NMpumep:
$ sudo dpkg -i rubackup-common_<version>_amd64.deb

6. YcTtaHoBuTe naket rubackup-common-gui. Mpumep:

$ sudo dpkg -1 rubackup-common-gui_<version>_amd64.deb
7. YcTtaHoBuTe naket rubackup-client. MNpumep:

$ sudo dpkg -1 rubackup-client_<version>_amd64.deb
8. YctaHosuTe naket rubackup-rbe. MNpumep:
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$ sudo dpkg -i rubackup-rbc_<version>_amd64.deb
9. YctaHoBuTe naket rubackup-server. Mpumep:

$ sudo dpkg -i rubackup-server_<version>_amd64.deb
10. YcraHoBuTe nakert rubackup-rom. lNpumep:

$ sudo dpkg -1 rubackup-rbm_<version>_amd64.deb

Mpwn yctaHoeke cepsepa RuBackup B OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ akTUBMPOBAHHBLIM PEXWUMOM 3aWNTHOM NPOrpamMMHON cpenpbl, nocne
yCTaHOBKM nakeTta rubackup-server cnenyer:

1. BeinonHMTbL KOMaHAy:

$ sudo update-initramfs -u -k all
2. MNepesarpy3nTb onepaumoHHY CUCTEMY

$ sudo reboot

HacTpoiika Mmeanacepsepa

Heobxoaumo 4T0Obl MenmacepBep MMen BO3MOXHOCTb onpenenntb |P-agpec
OCHOBHOro cepeepa no hostname ocHoBHoro cepseepa. [1ng aToro Heob6xoanMo Nponase-
CTW COOTBETCTBYIOIWMNE HACTPOIKM B /etc/hosts Ha meanacepsepe.

Heobxoaumo pobaeutb |IP-agpec pesepsHoro cepsepa B pg_hba.conf CYB.
Postgresql, conepxauwyto B rubackup.

lMepBoHavyanbHas HacTporka meguacepsepa RuBackup ocyuecTtBnsercs ¢ nomo-
Wb MHTEPAKTUBHON yTUAMTLI rb_init B TepMmuHane (npouenypa HaCTPOWKU nNpuseneHa
HUXe) UIn ¢ nomoLwbio mactepa HacTporkn RuBackup rb_init_gui (npouenypa HacTponku
npueeneHa B pasgene KoHgurypmposaHue (unvm obHOBNEHNE) CepBeEpa/KNNEHTA PE3EPB-
Horo konuposaHua RuBackup).

BbinonHuTte cnenyoowme 0encTems:
1. 3anyctnte rb_init OT MMeHN cynepnonb3oBatens (C npasamu root).
root@rubackup-media:~# rb_init

2. [Insi NnpoLoNXeHUst KOHOUIYPUPOBaHMS KNIMEHTA PE3EPBHOrO KOMMPOBAHUS NMpUMUTE
NMLLEH3NOHHOE COr NaWeHue:
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You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])

3. BbibepuTte cueHapuii KOHGUryprpoBaHus Meanacepeepa. s 3Toro HaXxXMnTe Knasu-
wy m.

Do you want to configure RuBackup server (primary, secondary, media) or
client (p/s/m/c/q)?m

Media server configuration...

Enter hostname or IP address of PostgreSQL server [ localhost ]:

4. Beegute appec cepBepa, Ha KOTopoMm pacnonaraetcs 6asa naHHbix RuBackup (mo
YMON4aHUIo Npy HaxaTuu knasmwn Enter B ka4yecTBe agpec cepsepa UCMoNb3yeTcs
localhost).

Enter hostname or IP address of PostgreSQL server [ localhost ]:

5. Ykaxute, HeobxoOMMO Ny UCNONb30BaTh 3awuiieHHoe SSL-coeanHeHne ¢ 6a3on oaH-
Hbix CPK «RuBackup»:

Do you want to use a secure SSL connection to the database 'rubackup' (y/n/
q)?

6. Nanee Bblbepute 1 BBEAUTE Ha3BaHWe BblbpaHHOro pexuma SSL B cooTBeTCTBUM C
Tabnuuein 11. Mo ymonyaHuto BeibpaH pexum require.

Tabnmya 11 — OnvcaHmne pexumoB SSL

3awmnTa oT
L 3awumTta oT
ssimode npocnywu- MITM YTBepxageHue
BaHWA
. MHe He Ba)XHa 6e30nacHOCTb 1 9 HEe NMPpUeMJsIo
disable HeT HeT P

N30ep>XXKK, CBA3aHHbIe C UMD POBAHNEM.

MHe He Ba>kHa 6e€30MaCcHOCTb, HO A MPUEMJIIO
allow Bo3moxHO HeTt N30ep>XXKu, CBA3aHHbIe C LW poBaHNEM, ecan
Ha >TOM HacTauBaeT cepBep

MHe He Ba>kHa 6e30MacHOCTb, HO A Npeanoyun-
prefer Bo3MoXxHO HeT Tat WugpoBaHue (M NpUeMto CBA3aHHbIE U3-
OEPXXKKN), ecnn 3TO Nogaep>XMBaeT cepBep

S1 Xxo4y, 4Tob6bl MOV AaHHble LWMGPPOBAINCH, U
S NPMEMJII0 CONYTCTBYOLME U3LEPXKKU. S O0-
BEpS0 CETM B TOM, YTO OHa obecneymBaeT
NoAKJ/IIOYEHNE K HY>XHOMY CepBepy

require ha HeT
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3awnTa oT
ssimode npocnywn-
BaHWA

3awmnTa oT
MITM YTBepxaeHue

A1 xo4y, 4TOBbLI MON AaHHbIEe WN(HPOBAIUCH, U
Ia 3aBUCUT OT A MPUEMJIIO COMYTCTBYOLWNE U3oepXKu. MHe
nonnTukn UC Hy>KHa yBEepPeHHOCTb B TOM, 4YTO A NOAKJI0Ya-

lOCb K JOBEPEHHOMY CepBepy

verify-ca

A xo4y, 4TOObl MOM OaHHbIe LN POBANNCH, U
A NpUeMJIo CoONyTCTBYOWMNE N3nepXXKn. MHe

verify-full LOa Oa HY>XHa yBepeHHOCTb B TOM, 4TO A NOAKJI0Ya-
l0Cb K JOBEPEHHOMY CepBepy N 3TO UMEHHO
yKa3aHHbIA MHOW cepBep

Ykaxute pacnonoxeHmne noaroToBNEHHbIX CepTVICpVIKaTOBZ

* B Mone Sslroofcert — ykaxuTte pacronoxXeHne cepTudukarta KOpHeBoro LeHTpa
cepTudurkaunm;

B MONe Sslcert— ykaxute pacronoxeHue cepTudgukaTa 0CHOBHOro cepeepa;
* B none sskey— ykaxute pacronioXeHne 3aKpbiTOro Ko4ya 0OCHOBHOro cepeepa.

Ecnn HacTpoiika SSL-coeauHeHusi ¢ B, He TpebyeTcsi, HAXMUTE KNaBuly <n>.
Mo ymonyaHuio noaknoyeHne 6yaneT yCTaHOBIEHO C NapaMeTpoM ss/mode=allow, B 3TOM
cnyyae ons nogkntodeHms K BI 6ynyT Mcnonb3oBaHbl goainbl cepTUUKaToOB 1 3aKpbl-
ThIX K/OYEN, KOTOPbIE PACMONOXEHbl B nanke /optrubackup/keys, Npn Noakno4YeHnn K
BL naHHble 6yayT wnopoBatbCs.

Ecnun B KoHgourypauun postgresql SSL BbIK/OYEH, TO MO YMONYaHUo ss/mode 6y-
nert disable.

7. Ykaxunte ums cyneprnonb3osatens RuBackup: (no ymonyaHuio npw HaxaTtuum Knasu-
wwn Enter B ka4ecTBe MMEHU Ccynepnonb3oBatens ncnonbayetcsa rubackup):

Enter name of RuBackup superuser [ rubackup ]:

8. Beeaute naponb ang cynepnonb3osatens RuBackup:

Please enter password for "rubackup" database user:

9. BeeauTe mmsa 6a3bl AaHHbIX (MO YMONYaHUIO Npu Haxatuu knaeuwu Enter B kavectse
nmeHn 6asbl faHHbIX Ucnonb3yetcs rubackup):

Enter RuBackup database name [ rubackup ]:

10. Beeonte nma ocHoeHoro cepeepa Rubackup:
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Hostname of primary server:

11. Ykaxunte ucnonb3yete nu Bbl pe3epBHbIn cepeep Rubackup:

Will you use secondary server:

12. [p Hann4um pesepsHoro cepsepa Rubackup BBeanTe ero nms:

Hostname of secondary server:
13. Boibepute ceTeBoit nHTepdelic, NnocpeacTsoM KoToporo knneHty RuBackup paspe-
WEeHO B3auMOAeNCcTBOBaTb C CUCTEMON PE3EPBHOIr0 KOMMPOBAHUS::

Choose client net interface ID for use:

14. YkaxuTe, MOXHO nu 6ynet aammnHuctpartopy cuctembl CPK RuBackup BocctaHasnu-
BaTb KOMUK, COeNaHHble ANg aHHOro KMeHTa

Do you allow centralized recovery (y/n)?

15. Ykaxute, 6yneT nv NCnonb30BaThCa HenpepbiBHas yaaneHHas pennmkaumst Ha 3ToM
KNINEHTeE:

Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?

16. Ykaxunte oupekTopuio AN BPEMEHHbIX ornepauunin ¢ goannamm pesepBHbIX KONui (ro
YyMON4aHWIo Npy HaxaTum knasuwmn Enter B ka4ecTse OUPeKTOpUM AN BPEMEHHbIX Ore-
paunin ¢ doannamm pesepsBHbIX KONuin ucnonbadyetcs /tmp). Ecnn ykazaHHas oupektopus
He CylecTByeT, TO aanee byneT NnpeanoXxeHo eé cosnaTb:

Enter local backup directory path [/tmp] :
17. YKaxuTe KOnmM4yectTBo NOTOKOB A1 OOHOBPEMEHHOW 06paboTky 3a4ady pPe3epBHOro

KOMMPOBaHUS Ha OCHOBHOM cepBepe (KaXAblii MOTOK MMEET OTOeNbHOE COedVHEeHMe
co cny>xebHow 6a3oit aaHHbIx CPK):

Set amount threads parallelizm for server [ 8 ]:

18. YKaxuTte KoNM4ecTBo NMOTOKOB AN OOHOBPEMEHHOI 06paboTkn 3agay pe3epBHOro
KOMMpoBaHUSA Ha Meguacepsepe (Kaxnblh NOTOK MMeeT OTAeNIbHOE COeAMHEHNEe CO
cny>xebHoit 6a3oin gaHHbIXx CPK):

Set amount threads parallelizm media server [ 8 ]:

19. ABTOMaTU4eCKOE CO34aHNe MacTep-Ktoya:
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Create RuBackup master key..

20. YkaxuTte, XOTUTE N Bbl CO34aTb K/IKOYM 3NEKTPOHHO-UMPPOBOA NOANUCH:

Will you use digital signature (y/n)?

21. YkaxuTte, XOTUTE N Bbl BK/IKOYNTb CUCTEMHbIA MOHUTOPUHI AN OaHHOro cepsepa:
Do you want to enable system monitoring of this client (y/n)?
22. YKaxuTe, XOTUTE NN Bbl yCTAHOBUTb BEPXHUI Npenen onepaTtuBHON NamMsaTn, Kotopas

MOXET UCMOMb30BaTbCS MPW PEe3ePBHOM KOMUPOBAHMUN HA KNIMEHTE (TOYHOCTb BEpPX-
He rpaHnubl 06 bema NamaT He rapaHTUpyeTCs):

Do you want to set a soft memory threshold? (y/n)?
23. Ykaxunte obbem onepaTMBHOW NaMsATU, KOTOPbIA MOXET WUCMONb30BaTbCs NMpu pe-
3epBHOM KONUpPOBaHUN Ha knueHTe B ['b (uenoe yncno):

Enter the allowed amount of memory for backup in GB (integer value):

24. Boibepute kakme nybnnyHble umeHa bynyT ncnonb3osaHbl DNS-cepepoMm:

Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

25. lanee nonyynTte NUUEH3MOHHbIA dhain y NnocTaslunka 1 Npou3BeanTe yCTaHoBKY Nn-
LEeH3MM B COOTBETCTBUM C nogpasnenom JluuensnposaHme CPK RuBackup.

Mo okoH4YaHWMK paboTbl rb_init 3anycTuTe KNIMEHTCKWIA U CEPBEPHbLIN CEPBUCHI pe-
3epBHOro konuvposaHus. CnefnynTe MHCTPyKUMM M3 pasgena «HacTpoika nonb3oBa-
Tenen Ha megnacepsepe RuBackup».

Mo 3aBeplweHn HaCTPOoKK Meamnacepeepa Heobxoammo:

1. ABTOpn3oBatb Megmacepsep nNpu MepBOM 3anycke B CUCTEME PE3epBHOro
konvpoBaHus B RBM (cM. nogpobHocTn B «PykoBoACTBE CUCTEMHOIO agMMHUCTPaTOpPa
RuBackup).

BHumaHue! MNocne 3anycka Meanacepsepa HeobxoanMMo cobniocTy NopsiaoK aBTo-
pmnsauum! CHayana Hy>XXHO aBTOPU30BaTb B CUCTEME K/IMEHTA U TONbKO NOTOM Meauacep-
Bep. B npoTuBHOM cnyvae OyaeTt nob6aBneHo aBa KNMEHTA, YTO NpvMBedeT K ownbkam.
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2. [Nepeszarpy3nTtb Meguacepsep:

$ sudo systemctl restart rubackup_server

3. MeavnacepBepy Hy>XHO Ha3Ha4MTb X0Ts Obl 0AUH Nyn Tuna «Painosas cucrema» Ans
XpaHeHNs pe3epBHbIX KOMWIA U KaTanor Ans XpaHeHWs Pe3epBHbIX KOMWiA.

9T 3a4a4v MOXHO BbINOMHUTL B OKOHHOM MeHenxepe AgmunHucTtpaTtopa RBM
(cm. «PykoBoacTteo agmmnHuctpartopa RuBackup»).

HacTpoiika nonb3osatenei Ha Meamacepsepe RuBackup

MNMonb3oBaTtenu, OT MMEHU KOTOPbIX OyAeT OCYLWeCTBAATbCSA 3anyck YTUANT KO-
mMaHoHon ctpokn RuBackup n okoHHoro MeHenxepa AomuHuctpartopa (RBM), nonxHsi:

. MMETb NPaBWUIbHO HACTPOEHHbIE NEPEMEHHbBIE CPELb,
. BXOAUTb B rpynny rubackup.

Mpynna rubackup Obina cospmaHa B Mpouecce YCTAHOBKM naketa rubackup-
common.

YT0o6bl HACTPOUTL MONb3oBaTeNs Ansl BO3MOXHOCTM paboTbl ¢ RuBackup, Bbinon-
HUTe cnenyowne encTBUSA:

1. JobaBbTe nonb3oBatens B rpynny rubackup npu nomowm KoMaHabl:
$ sudo usermod -a -G rubackup r70/b308arene
lNocne atoro BBeAnTE KOMaHay:

$ sg rubackup

2. HacTtpoitte nns rnosb3oBaresns cnepylowme nNepeMeHHble cpedbl  (nobaebTe
cnegnytowmne cTpokun B doann /home/nosib3osaresis/.bashre):

PATH=SPATH: fopt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

3. MNepe3arpyanTte NnepeMeHHble OKPYXEHUS:
$ . .bashrc

3anyck Mmegunacepsepa RuBackup
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Ina wraTtHom akcnnyatauum pekomeHpyeTcsa 3anyckatb cepBep RuBackup kak
cepsuc. [1ns aToro BLINONHUTE Cneayowmne oencTeus:

1) LobasbTe cepeuc knneHta RuBackup B aBTo3anyck npu 3arpyske CUCTEMbI:

$ sudo systemctl enable rubackup_client.service

2) LobaebTe cepsuc cepepa RuBackup B aBT03anyck npu 3arpy3ke CUCTEMbI:

$ sudo systemctl enable rubackup_server.service

3) YTo6bl cnyxba systemd nepesarpysuna HacTpolKu, BBeguMTe KOMAaHAY:

$ sudo systemctl daemon-reload
4) 3anycTtuTte cepsuc rubackup_client:

$ sudo systemctl start rubackup_client
5) 3anycTute cepsuc rubackup_server:

$ sudo systemctl start rubackup_server

YTO4YHUTBL cTaTyc knmeHta RuBackup MOXHO npy noOMoLWwm KoMaHabl:

$ sudo systemctl status rubackup_client

YT0o4HUTBL cTaTyc cepeepa RuBackup MoXHO npu nomouwwm KoMaHabi:

$ sudo systemctl status rubackup_server

Buumanvne! Ecnu y Bac Bo3HMKaeT npobnema 3anycka cepsuca cepsepa
RuBackup, u cnyxebHass 6asa paHHbix RuBackup B PostgreSQL yctaHoBneHa Ha
OTAeNbHOM cepBepe (Hanpumep, Npu JobaBneHnn B KOHUrypaumio pesepBHOro Unun Me-
avacepsepa), BbiNoNHWUTE cnepyowme AeicTBums:

1. Ypoanute 3aBucuMmocTu postgresql.service B napameTpax Requires u After B
pasgnene Unit B loHUT-gpanne:

Jetc/systemd/system/rubackup_server.service

2. lNepesarpy3ute systemctl:

$ sudo systemctl daemon-reload

3anyck Mmeguacepsepa B TepMUHANIbHOM peXuMe
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B Tom cnyyae, ecnn nnaHunpyetcs TectuposaHume RuBackup, pekomeHoyetcs
3anyckatb cepsep RuBackup B TepMMHanbHOM peXxume C MOMOLWb KOMaHAgbl:

# rubackup_server start

OcTtaHoBuTb cepeep RuBackup MOXHO € NOMOLLbIO KOMaHAbI:

# rubackup_server stop

HacTpoiika xpaHunuviua pesepBHbIX KONUi

B npouecce HacTpoiku Meguacepsepa rnpv nomMowm ytunutbl rb_init He HasHava-
eTcs KaTanor xpaHeHus pesepBHblx konuin ans nyna Default, nostomy B XypHanbHOM
goarine [opt/rubackup/log/RuBackup.log nosiBUTCHA 3anncb O TOM, 4TO B nyne Default
HeT HW O4HOW PanNoBON CUCTEMbI AN XPaHEHNS Pe3ePBHbIX KOMUN:

Thu Sep 19 12:40:30 2019: Warning: Pool: Default has no any file system

Heobxoommo HasHaumTtb ana nyna Default xota 6bl oguH kaTanor ons XxpaHeHus
PEe3epPBHbIX KOMUA.OTO MOXHO caenatb npu rnoMowmu yTUAUTbl KOMaHOHOW CTPOKU UK
MeHepnxepa anmuHuctpaTtopa RuBackup (RBM):

1. Hactpoika xpaHnnuwa c nomouwbto rb_local filesystem

MNMonb3oBaTtenu, OT MMEHU KOTOPbIX OyAeT OCYLWeCTBAATbCSA 3anyck YTUAUT KO-
MaHOHoh cTpoku RuBackup, monXxHbl BxoaMTb B rpynny rubackup. Ytobbl nob6aButhb
nonb3oBaTtenen B rpynny, BHeCMTe N3MeHeHns B dpann /etc/group.

Y1006bl HA3HAYUTb NOKANbHbIA KaTanor B Ka4eCTBE XPaHUIMWa Pe3EPBHbIX KOMWUNA,
cnepnyeT BbiMOMHUTb KOMaHAY:

$ rb_local_filesystems -a /rubackupl -p 1
B aToM npuMmepe B kayecTBe xpaHunuwa gobaensertcs katanor /rubackupl.
2. Hactporika xpaHunuia ¢ nomouwbto rb_local_filesystem

BHuMaHwue! HacTpoiika xpaHunuwa ¢ nomowbio RBM npoussoautcs, ecnu xpaHu-
nua He HaCTPOEHbl YTUNUTON rb_init B npouecce nepsoHa4yanbHOW HACTPOMKM.

Mopsanok HacTPOWMKU XpaHUNUWa M3N0XeH B OOKyMeHTe «PykoBOACTBO CUCTEM-
Horo agmuHucTparopa RuBackup».
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YcTraHoBKa KNMeHTa

MoaroToBka K yCTaHOBKE KNMEHTa

Mepen yctaHoBkol knueHta RuBackup HeobxoauMo MpoBECTW HACTPONKY, Onu-
CaHHyto B 3TOM pasgaene

BHumanue! MNepen yctaHoBkon ybeautechb, 4TO CETEBOE MMS y3na OTAnYaeTcsl ot
«localhost».

MakeTtbl ans OC 6e3 rpacunyeckoit 060104Ku

Ecnu Bbl ycTanaBnmneaete knmeHT RuBackup Ha OC 6e3 rpadgouyeckoin 060n04ku,
TO ONa BO3MOXHOCTM ucronb3osBatb MeHenxep agmuHuctpaTtopa RuBackup (RBM)
HeobX0QMMO YCTaHOBUTL Crieytowmne nakeTbl:

$ sudo apt install libgli-mesa-dev

$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl

$ sudo apt install libqt5gui5s

B 3aBucumoctn ot ncnonb3dyemont OC, KpOMe ykasdaHHbIX Bbllwe BaM MOryT notpe-
6oBaTbCsa OOMNONHMUTENbHbBIE NakeThbl. [Mpn HeobxoanmocTn, obpatmuTech B CnyXx0y TEXHM-
yeckon noanepxkn RuBackup no agpecy anekTpoHHOM NoYThl support@rubackup.ru.

UHcTtannauusa knueHnta RuBackup
Lns yctaHosku knneHta RuBackup cnenyert BbinoNHUTL cnenylowme 0eicTBUS:

1 ABTOpM3ynTECH NOA NOMb30BATENEM rOOt:

$ sudo -i

2 HacTpoiiTe cnepytolwme nepeMeHHble cpedbl Ans nonib3oBaTens root. fns 3Toro
nobaebTe cnenytowme CTpoky B ¢pain /root/.bashrc:

PATH=SPATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/1ib
export PATH

export LD_LIBRARY_PATH

OTN NnepemMeHHble TakXe MOXHO onpeaennTb B hanne /etc/environment.

3 [llepengute B Katanor /root/, AN 3TOro BbINONHUTE:

97



4 'RuBackup

cd /root

4 [lepesarpysnTe NepeMeHHbIE OKPYXEHUS:

# . .bashrc
5 YcraHosute naket rubackup-common. Npumep:

$ sudo dpkg -i rubackup-common_<version>_amd64.deb
6 YcraHosuTe nakert rubackup-client. [Npumep:

$ sudo dpkg -1 rubackup-client_<version>_amdé64.deb

Nms q3a|7|na naketa MOXeT OT/In4aTbCs B 3aBUCUMOCTUN OT C60pKI/I.

Mpwu yctaHoeke knueHta RuBackup B OC Astra Linux Special Edition 1.6
nnn 1.7 ¢ aKkTUBMPOBAHHbLIM PEXWUMOM 3aWNTHOW MPOrpaMMHON cpendbl, nocne
yCcTaHoBkM naketa rubackup-client cnegyer:

1. [lobaBuTb B paiin /etc/digsig/digsig_initramfs.conf cTpoKM:
DIGSIG_ENFORCE=1
DIGSIG_LOAD_KEYS=1

2. BbinoNHUTbL KOMaHAy:

$ sudo update-initramfs -u -k all

3. [Nepe3arpy3nTb onepaumoOHHY CUCTEMY:

$ sudo reboot

HacTtpoiika knneHTa RuBackup

BHumaHue! Onsa knneHta RuBackup AonxXHO 6biTb HACTPOEHO KOPPEKTHOE paspe-
lweHne MMeHn OCHOBHOro cepsepa. Ecnu knneHT RuBackup He cMoxeTt onpenenutb [P-
agpec No MMEeHW OCHOBHOrO CepBepa, TO OH NpekpaTuT cBolo paboTty. Mcnonbayiite Kop-
pekTHble HacTpoitku DNS nnu gaitna /etc/hosts.

lNepBoHavyanbHasa HacTporka knneHta RuBackup ocylwecTBnseTcs C NOMOLWbIO UH-
TepakTUBHOM yTunnThl rb_init B TepMnHane (npouenypa HacTPOWKU NpuBefeHa HUXe)
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nnn ¢ nomouwblo Mactepa HacTporikun RuBackup rb_init_gui (npouenypa HacTponku npu-
BeneHa B pasnene KoHdurypumposaHue (Mnm obHOBNEHNE) cepBepa/kNMeHTa pe3epBHOro
konnposaHua RuBackup).

Jlna HacTporikun BbINONHUTE cneyowmne OencTBus:
1. 3anyctute rb_init (0T Nnonb3oBarens root).
# rb_init
2. [Ins npooonXeHns KOHMUrypupoBaHus KIMeHTa pe3epBHOro KONnMpoBaHus npuMmnTe
NINLLEH3NOHHOE COornaweHune:
You MUST agree with the End User License Agreement (EULA) before
installing RuBackup (y[es]/n[o]/r[ead]/q[uit])
3. BblbepuTe cueHapuii KOHPUTYPUPOBAHUS KNIMEHTA: KNIMEHT-CEPBEP UM aBTOHOMHBIA.
Lns Bbibopa CBA3KW KNMEHT-CEPBEP BBEAUTE C.

Choose client mode: client-server or autonomous (c/a)?c

4. Yxkaxute agpec ocHoBHoro (primary) cepsepa CPK:
Hostname of primary server:

5. Ecnu B KOHpUrypauum noopasymMeBaeTcsl pe3epBHbIi (secondary) cepsep, T0 Bbibepu-
T€ 3Ty BO3MOXHOCTb:

Will you use secondary server (y/n)?

6. YkaxunTe nms pesepBHOro cepeepa:

Hostname of secondary server:
7. Ykaxute ID ceTteBoro uHtepenca, nocpeactsoM Kotoporo knneHTy RuBackup pas-
peLeHo B3aMMOOeNCTBOBATb C CUCTEMOI PE3EPBHOIr0 KOMMPOBAHWS:

Choose client net interface ID for use:

8. Ykaxute, MoXHo nn 6ynet agmmHuctpatopy cuctembl CPK RuBackup BoccTtaHaBnu-
BaTb KOMNWUW, cOenaHHble 4N5 OaHHOro KNneHTa:

Do you allow centralized recovery (y/n)?

9. Ykaxwure, 6yueT nn ncnonb3oBaTbCsA HernpepbiBHAd yoaneHHas pennankaunsa Ha 3TOM
KNNEeHTe:
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Do you plan to use continuous remote replication to apply remote replicas
on this client (y/n)?

YKaxute nokanbHblii  Katanor ONs  BPEMEHHOr0  XpaHeHus  ¢painos

C MeTafaHHbIMW, CO3aBaEMbIX MPY Onepaumsx Pe3epBHOro KONuMpoBaHus (Mo ymon-
YaHWIo MpY HaxaTun knaesuwm Enter B kayecTse OMPEKTOPUN ONS BPEMEHHbIX onepa-
UM ¢ cpainamy pesepBHbIX KOMUiA ucnonb3yeTcst /tmp). Ecnv ykasaHHas AnpekTo-
pvs He cyllecTByeT, TO oanee byneT npefnoXeHo eé co3nathb:

Enter local backup directory path [/tmp] :

MoaTBepanTe co3naHue Kkatanora ansi BpeMeHHbIX (hainos:

Would you like to create /rubackup-tmp (y/n)?

ABTOMaTUYECKOE co3aaHune MacTep-Knto4a:

Create RuBackup master key..

YKaxute XoTute N Bbl CO30aTb K/IKOUYU SNEKTPOHHO LMPPOBOA NOAMMCHA:
Will you use digital signature (y/n)

YKaxute, XoTUTE NN Bbl BK/TOYUTb CUCTEMHbIA MOHUTOPWUHT AN OAHHOIO KIMEHTa:
Do you want to enable system monitoring of this client (y/n)?

YKaxute, XoTUTE N Bbl yCTAHOBUTb BEPXHUI Npeaen onepaTtuBHOM NamMsaTn, Kotopas
MOXET MCMNONb30BaTbCS MPU PE3EPBHOM KOMMPOBAHUN HA KIMEHTE (TOYHOCTb
BEPXHeW rpaHmubl o6bema NnamsiTn He rapaHTUPYeTCS):

Do you want to set a soft memory threshold? (y/n)?

Ykaxunte obbem onepaTtMBHOM NMamsaTh, KOTOPbIA MOXET MCMONb30BaTbCS NpU pe-
3epBHOM KOMMpoBaHun Ha knneHTe B ['b (Lenoe 4ncno):

Enter the allowed amount of memory for backup in GB (integer value):

BbibepuTte kakune nybnmyHble nmeHa 6yayT ucnonb3osaHbl DNS-cepsepom:

Do you want to use ipv4[1] ipv6[2] or both[3] in DNS requests?

Mo okoH4yaHum paboTbl rb_init knMeHT OyaeT ckoHdurypuposaH. locne atoro

HeobxoamMmo [06aBuTb Nonb3oBaTens B rpynny rubackup v 3anycTuTb KANMEHTCKUIA MPo-
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uecc (cMm. pasaoenbl «HacTpoiika nonb3oBartenen Ha knneHte RuBackup» u «3anyck knu-
eHTa RuBackup»).

Takxe Heobxoammo aBTopm3oBaTb knneHTa B CPK. 9710 MOoXeT coenatb CUCTEM-
Hbln agmuHucTpatop RuBackup npw nomowun MeHenxepa agmuHucTpaTtopa RuBackup
(RBM) nubo ytmnnt komaHoHowW cTpoku. Mpouecc aBTopm3aumm KIMeHTa onvMcaH B JOKY-
MeHTe «PykoBOACTBO CMCTEMHOro aaMmHuctpartopa RuBackup».

HacTpoiika nonb3oBarenei Ha knueHTe RuBackup

MNMonb3oBatenu, OT MMEHU KOTOPbIX OyAeT OCYLWeCTBNATbCSA 3anyck YTUAUT KO-
maHgoHon ctpokn RuBackup n Menepxepa knueHta RuBackup (RBC), BOnXHbl nmetb
npaBUNbHO HACTPOEHHbIE NEPEMEHHbBIE CPebl.

["'pynna rubackup cosnaéTcs B npouecce yctaHoBKM naketa rubackup-common.

YT0o6bl HACTPOUTb MONb3oBaTeNs ANsl BO3MOXHOCTM paboTbl ¢ RuBackup, Bbinon-
HUTe cnenyowne encTBUSA:

1. Hob6aBbTe nonb3oBartens B rpynny rubackup npw Nomowm KOMaHabl:

$ sudo usermod -a -G rubackup mosb3oBarens
[Mocne aToro BBeauTe KoMaHay sg rubackup.

2. HactponTte ong nonb3oBaTensa cnegylowme nepeMeHHble cpeabl. [ns atoro no-
6aBbTe cnenytowme CTpokn B oain [home/ nosszosaresns/ .bashrc:

PATH=SPATH: fopt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH: /opt/rubackup/lib
export PATH

export LD_LIBRARY_PATH

3. llepesarpy3unte nepeMeHHble OKPYXeHUs:
$ . .bashrc

BaxHo! T.k. KoMaHga ucnonbayeTcs Anst KOHKpeTHoro gaina, eé HeobxoaMMo
BbINONHSTb U3 AUPEKTOPUM, Fae pacrnonoXxeH aToT ¢aiin, nmbo ykasarb NOMHbIiA
nyTb 0o dpanna.

4. HacTpoeHHbli TakMMm 006pa3oM Monb3oBaTelb CMOXET 3anyckatb YTWIUTbI KO-
MaHOHOW CTPOKW 1 rpadomnyeckuin MeHenxep knneHta RuBackup.
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3anyck knneHTta RuBackup

B Tom cnyyae, ecnn nnaHunpyetcs TectuposaHue RuBackup, pekomeHoyetcs
3anyckartb knmeHT RuBackup B TepMUHaNbLHOM peXmnMe C NOMOLLbIO KOMaHAabl:

# rubackup_client start

OcTtaHoBuTb KNnMeHT RuBackup MOXHO C MOMOLbI0 KOMaHabl:

# rubackup_client stop

Lna wrtaTHOM aKcnnyatauum pekomeHayeTtcs 3anyckatb knmeHT RuBackup kak
cepsuc. [1ns aT0ro BbINONHUTE Cneaywme 0encTeus:

1. Bkntounte cepsuc knmeHta RuBackup:

$ sudo systemctl enable rubackup_client.service
2. [MepesarpyaunTte systemctl:

$ sudo systemctl daemon-reload
3. 3anycTtute cepsuc rubackup_client:

$ sudo systemctl start rubackup_client

YT04HUTBL cTaTyc knmeHta RuBackup MOXHO rnpy noMowm KoMaHabl:

$ sudo systemctl status rubackup_client
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LonoNHNTENbHbIE HACTPOKN

KoHdurypuposaHue (unu obHoBneHue) cepeepa/knneHTa peseps-

Horo konuposaHus RuBackup

YcTtaHoBKa naketa mactepa Hactpoiiku RuBackup

Ons kKoHQMrypuposaHus cepBepa WM KIWEHTa pPe3epBHOro KOoMnMpoBaHWUS
RuBackup ¢ nomoubto rpaduyecknin nHTepdeiica:

1. lMpenBaputenbHo YycTaHoBMUTE obsizaTenbHble nakeTbl cepeepa RuBackup
(rubackup-common, rubackup-client, rubackup-server) nnu knueHTa pesepsBHOro
konuposaHusa (rubackup-common, rubackup-client), kak onncaHo B COOTBETCTBYIO-
WMX pa3fgenax HacTosWero AOKyMeHTa.

2. YcraHoBuTe naket rubackup-common-gui ONng No4OepPXKU rpadouyeckmx MHTep-
goencos RuBackup, Hanpumep, BbINOMHUB KOMaHay:
$ sudo dpkg -1 rubackup-common-gui_<version>_amd64.deb

3. YcTtaHoBMTE NakeT rpaduyeckoro npunoxeHus rubackup-init-gui, Hanpumep, Bbl-
NOMHUB KOMaHay:

$ sudo dpkg -i rubackup-init-gui_<version>_amd64.deb

KoHdurypuposaHue unn obHoBNeHMe cepBepa/KnneHTa pe3epBHOro Komnu-
poBaHusa RuBackup

BbinonHMTE NepBMYHOE KOHGUryprpoBaHue unv OBHOBNMEHME NakeToB CepBepa
(oCcHOBHOro, Megua nnu pes3epBHOro) UNN KNneHTa pesepsHoro konuposaHua RuBackup
C nomolbo Mactepa HacTporikn RuBackup. [1ns Bo3sparta Ha npeabloywmii war n peaak-
TUPOBaHNS Bbibopa NCNonb3yTe KHOMKY BO3BpaTa .

1. 3anyctute mactep HacTpoikm RuBackup (rpadounyeckoe npunoxexue rb_init), Bbl-
MOJIHUB KOMaHAY:

$ rb_init_gui&

2. |OcHoBHo# |Ilocne 3amycka MacTtepa HacTpoiiku RuBackup B mpyBeTCTBEeHHOM OKHe
cepBep (pucyHOK 3):

Pe3epBHbIi
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cepBep

Megua-
cepsep

Knuent PK

- BbIOepuTe sI3bIK UHTepdeiica MPUIOKEHHUS U3 MPe/JIOXKEHHBIX BAPUAHTOB
(pyCCKUii UK aHTTTMMCKAN );

- IPpUMUTE JTMLEH3WOHHOEe COoIVilallleHWs AJ1d MMPOAO0/DKEeHUS HaCTpOI/IKI/I

RuBackup, npocraBuB 0TMeTKY B ueK-00Kce . W4 [1715 03HaKOMJ/IeHHsI Ha-
/IMLLEH3VOHHOE COrTallieH e [Iparumese

JKMUTE Ha aKTHMBHBIN 3/IeMeHT
1IeMCsI OKHe TIOATBeP>KIeHHsT CKOTTUPYHTe B Oy(ep CChUTKY Ha JULeH-
3MOHHOe COoIVIallleHUst /1S ja/ibHelIlIero mpocMoTpa B 6paysepe;

- HOOKMHUTE CTABUIYIO aKTHUBHOM KHOIIKY .

Hobpo noxxasnosaTb B MacTep
HacTponku RuBackup

Buibepute A3LIK: A v ‘

(] NpuHuMalo nuueH3noHHoe cornalenme

PucyHok 3

OcHOBHOM
cepBep

Pe3epBHbIi
cepBep

B OTKPBIBIIEMCA OKHE BLIﬁepeTe HaCTpaHBHEMBIﬁ KOMIIOHEHT.

Ecim Ha HacTparBaeMoM y3/ie yCTaHOBJIeH raket rubackup-server, To ma-
CTep HAaCTPOMKM aBTOMAaTHUeCKH Mpe/jiaraeT MpOU3BeCTH HaCTPOKKY cep-
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Mepua- BEPHOI'0 KOMITOHEHTa (PUCYHOK 4):
cepBep - OCHOBHOW CepBep;

- pe3epBHbII CepBep;

- Mezipacepsep.

MacTep HacTpoiKH RuBackup

Y10 Bbl XOTUTE HACTPOUTL?
OCHOBHOI1 cepsep

Pe3epBHbIn cepBep

Megnunacepsep

PucyHok 4

Kmuenr PK |Eciv Ha HacTpauBaeMoM y3/ie OTCyTCTBYeT YCTaHOB/IEHHbIN MakeT
rubackup-server, To MacTep HaCTPOMKM aBTOMaTUUeCKU Tpe/ijiaraet Ipou3-
BEeCTU HAaCTPOMKY KJIMeHTCKOTO KOMITIOHEHTa (PUCYHOK 5):

- B aBTOHOMHOM pe)KMMe K/IMeHTa (MCI0/Ib30BaHust Oe3 CepBepHOM YacTu
CPK RuBackup. I'lpu 3ToM coxpaHsieTCsl BO3MOKHOCTb MCIT0/Ib30BaHUSI JTH0-

ObIX (YHKLIMOHATBHBIX MOAYJIEH [/ CO3/aHUsI Pe3ePBHBIX KOTIHA);
- B KJIMEHT-CEPBEPHOM PeKUMe.
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YTo Bbl XOTUTE HACTPOUTL?

ABTOHOMHbIN PEXUM KJINEHTA

KNIMEeHT-CepBEPHbIN PeXUM

PucyHok 5

3anonHuTe OTKPBIBIIYIOCS (hopMy HacTpauBaeMmoro komnoHeHTa CPK RuBackup.

Biok «O0mue napamMmeTpbi»

OcHoBHOH B none «KoimuecTBo ceTeBbIX NOTOKOB» YKA)KUTE KOJTMUECTBO MOTO-
cepBep KOB /IJIs1 OTHOBPEMEHHOM 00pabOTKH 3a/1au pe3epBHOTO KOTIMPOBAaHUS

o Ha OCHOBHOM cepBepe (KaK/Iblii [TOTOK UMeeT OTAe/IbHOe COeIMHeHre
Peseperbiit CO CITy>KeOHOM 6153130E (a CPK) g g

| HOU 1 IaHHBIX

cepBep YK A
Mepuacepsep
OcHoBHOM B none «Bepcus IP pisi DNS 3anpocoB» BbibeprTe Kakue MyO/TMuHbIe
cepsep uMeHa OyayT ucrnosnb3oBaHbl DNS-cepBepom.
Pe3epBHbIi
cepBep
Mepuacepsep
OcHoBHOH AKTUBUpYWTe Nepek/touatesib «Ilepe3anuch MacTep-kiaoua» @ 175
cepBep aBTOMaTHhueckoro (-opMHUpOBaHUsl HOBOTO MacTep-K/toua U repe3anucu
PesepBHbIii (Mpu HaMMUMM) TeKyLero MacTep-K/roua.
cepBep
Mepuacepsep

biaok «Ilapamerpsl cepBepa»
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Pe3epBHBIN B none «Ms ocHOBHOr0 cepBepa» ykaxure ip-agpec wiu FQDN

cepsep ocHoBHoro cepBepa RuBackup (B cooTBeTcTBUM C HAaCTpoMKamu (aiinia

Meauacepsep hosts y3/1a ocHOBHOTO cepBepa).

OcHoBHOU B none «Apgpec cepBepa PostgreSQL»* — ykakuTe aspec, Ha KOTO-

cepsep pom pa3eépHyta CYB/] PostgreSQL:

PesepBHBIH * ecsiu CYB/] PostgreSQL pa3BépHyTa Ha OT[je/IbHOM OT OCHOBHOTO

cepeep cepsepa y3/1e, TO CJIelyeT yKasaTh aJjpec COOTBETCTBYIOIIErO y3/1a;

Mepuacepse o .

A pBep * ecim CYB/I PostgreSQL v 0CHOBHOM cepBep pa3BEPHYTHI Ha Of-

HOM Yy3J/ie, TO OCTaBbTe 3HaueHue localhost, BbIOpaHHOe 110 YMOTYaHUIO

OcHoBHOH B none «ITaposib PostgreSQL»* yka)KuTe mapoJib MoJib30Bartesst Oa3bl

cepsep JAHHBIX postgres

OcHoBHOM B none «Mmsa cynepnosib3oBarensa RuBackup» ykaxure nms cymnep-

cepBep riosb3oBaresisi 6a3el AaHHbIX rubackup (Mms B/] mo ymomyanmuio).
Cymneprionib30Baresib OyZieT Co3/iaH B IpoLiecce KOH(QUTYPUPOBaHUS
OCHOBHOTO CepBepa.

OcHoBHOH B none «ITaposb nosib3oBarensa RuBackup»* ykakuTe naposib /st

cepsep cyrmeprionib3oBareisi 6a3bl faHHbIX rubackup (umst B/l o ymomuaHuo).

Pe3epBHbIM

cepBep

Mepauacepsep

OcHoBHOM B nonie «Mmsa 6a3be1 RuBackup» BBeguTe ums 6a3bl JaHHBIX (TI0 yMOJI-

cepBep YaHHUIO B KaueCTBe UMeHM 0a3bl JaHHBIX UCTIONB3yeTcs «rubackup»),
KOoTOpasi OyZieT MCIo/Ib30BaThCs B KauecTBe CayxeOHoi B/] v Oyznet
co3JjaHa B Cjlyvae eé OTCYTCTBUS.
Buumanue! B mMeHu 6a3bl JAHHBIX 3arperieHo UCTI0Ib30BaTh CIeAyIo-
e CUMBOJIBL: Tipobem, \, $, #, *, /, 2, *, ., ,, 5, 5, %, A\, &, <, >

OcHOBHoOM [Tpu o6HOBNeHnH B osie «Ec/in 6a3a y)ke cyijecTByeT» Bbibepute

cepBep JIeMCTBYE C CylecTByroIleli 6a30i JaHHbIX:

* keep — mponyctuTh AelicTBue, ba3a gaHHBIX OyzieT coXpaHeHa B Te-
KYIIIeM COCTOSIHUM;

* drop — yJanuTh CyIIeCTBYIOIIYIO 06a3y JaHHBIX;

* upgrade — 0OHOBHUTH CyII|eCTBYIOIIYIO Oa3y /JaHHBIX.
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I[Tpu yaanenny u 0OHOB/IEHUH CYILeCTBYOLIel 0a3bl JAHHBIX TI0 YMOJI-
YyaHUIo OyZieT clieslaHa pe3epBHast KOIHUS JaHHBIX, €CJTH TePeK/TFoUaTe/Tb
«OTK/IIOUUTH aMIl» [|eaKTUBMPOBaH  , eC/IM aKTUBMpOBaTh @D
JAHHBIM TIepeK/TrouaTesib, TO Pe3epBHOe KOIMPOBaHUe /1Jisi TeKyliei Oa-
3bl JJaHHBIX TIepe]] yiaaeHrneM/00HOB/IEHHEM BBITIOJTHEHO He OyzeT.

Eciu pe3epBHOe KONMMpPOBaHKME CYIIeCTBYIOIIeH 0a3y JaHHBIX Oy/JeT BbI-
TI0JTHEHO, TO B mio/ie «dopMar fgamma» BbIOepUTe THIT pe3epPBHOM KO-
iy 0a3bl TaHHBIX:

* custom archives — custom-apxuB, BOCCTaHOBJ/IEHHE BBITIOHSIETCS C
TOMOLL[bI0 pg_restore. Pe3epBHast Korusi B popMaTe custom 3aHUMaeT
MeHbllle MecTa Ha JIMCKe, TI0 cpaBHeHUIo ¢ (popmaroM plain. Hactpoiite
«YpOBeHb CXKaTusl Jamriay;

* plain — TekcTOBBIN sql-cKpunT.

[ns Tuna pe3epBHoi kortuu BJ1 custom archives B rosie «YpoBeHb
OKaTuA iaMIia» BbIOepUTe CTereHb CXKaTusi pe3epBHOM KoMK 6a3bl
JaHHbIX (3HaueHue oT 0 10 9). YeM BblllIe CTeNeHb CKaTusi, TeM MeHb-
111e apXyB 3aHMMaeT MeCTa Ha [JUCKe U TeM /l0JIbllIe BBIIOIHSeTC s MpOo-
1ie/lypa pe3epBHOIO KOITMPOBaHUs 6a3bl JaHHBIX.

B none «IlyTh K manke gamma»* BbIOEpHTe MyTh /JIs1 COXPAHEHUS pe-
3epPBHOM KOMMH - TI0 YMO/TYaHHIO 3TO AMPEKTOPUS], OTKYyZa Oblia BbI3Ba-
Ha yTUIUTA.

OcHoBHOH B mnosie «CeteBoii mHTep(eiic» BbIOepUTe ceTeBOM UHTepdetic, mo-

cepBep cpeZcTBOM KoToporo kiveHTy RuBackup paspeliieHo B3auMozeicTBo-

PesepBHbIii BaTb C CCTEMOM pe3epBHOI0 KOMMPOBaHUsI.

cepBep

Meguacepsep

OcHoBHOM B none «IlyTh (aiisioBoi cucremsl s godasienus B «Default»»*

cepBep HeoOXxoAUMO Ha3HauuTh Ay myna Default xoTs Ob1 oguH Katanor as
XpaHeHUsl pe3epBHBIX KOTH.

OcHoBHOM B none «J/IokanbHBIM KaTalor pe3epBHOI0 KONMPOBAHUA» YK KUTE

cepsep JIOKa/IbHBIM KaTasor /Jis BpeMeHHOTo XpaHeHUs (aiisioB C MeTa/laHHbI-

PesepBHbIii MU, CO3[jaBaeMbIX MPY OIepaLusxX pe3epBHOr0 KONMpoBaHus (TI0 yMOJI-

cepBep HaHMIO MU HEKATHHU KIIABHLIIA Enter B KauecTBe AUPEeKTOpHH 1A Bpe-
MeHHBIX OIlepaLyii ¢ (haiilaMu pe3epBHBIX KOIMKI UCII0/Ib3YeTCs /tmp).

Mepuacepsep | .y, yKa3aHHasi IMPEKTOPHS He CyIIleCTBYeT, TO OyZieT co3zaHa.

OcHoBHOM B none «AAMs pe3epBHOro cepBepa» ykakure ip-agpec wii FQDN
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cepBep ocHoBHOTO cepBepa RuBackup (B cooTBeTCTBUM C HAaCTpoOMKamu (aiisia

Meuacepeep hosts y3/1a ocHOBHOTO cepBepa).

OcHoBHOM B none «Kosn4yecTBo napa/uie/ibHbIX 3aja4» YKaKUTe KOJIMYeCTBO

cepBep TIOTOKOB /1711 OAHOBpeMeHHOM 00paboTKY 3a/jau pe3epBHOTO KOITMPOBa-

PesepBHbIii HUS Ha MeJuacepBepe (KaKJblid IOTOK UMeeT OT/ielIbHOe COeJUHEHUE

cepBep co ciyxebHoM 6a3oit JaHHBIX CPK).

Mepuacepsep

OcHoBHOH B none «O0béM namATH AeyIUIUKALUH, 0alT» /17151 OrpaHUUeHUs

cepBep rotpe6sieHus OTiepaTHBHOM TTaMSITA CePBEPOM TIPH eIy TUTUKALIUN pe-

PesepBHbIii 3epBHBIX KOIHU.

cepeep TIpy UCITO/Ib30BAaHUM [e/IyTUTMKALIKA PEKOMEH/YeTC st MUHUMA/TbHbIN

Mepuacepsep o0beM omepaTuBHOM ramsiTy cepepa 64 GB effective_cache_size ~70
% OT pa3Mepa omneparyvBHOM raMsTy work_mem 32 MB.

OcHoBHOH AkTtuBHpylTe nepekntouarens « HerpepoiBHasi yaaiéHHasA penivuKa-

cepBep nus» @ npy HeoO6X0AUMOCTH Ha KiveHTe. HerpepbiBHas ynanéHHast

PesepBHbIii pervIMKalysl OCYyIL[eCTBIISeTCS TOJBKO B XPAHU/IUIIE G/I0YHOTO THUTIA.

cepBep

Mepauacepsep

OcHoBHOM AKTUBUpYWTe Tiepekitouare/s « Paspemars ieHTpa/IM30BaHHOE

cepBep BOCCTaHOBJ/IeHHe /I/Is1 KiiueHTa» @D /1715 BOCCTAHOB/IEHUS [JaHHBIX U3

PesepBHbIii pe3epBHOU KOMUHU C IOMOLLBIO YTHIINTHI «MeuHe,szep aZIMMHHCTpaTopa

cepBep RuBackup» (RBM), ¢ nomoIiibto KOHCO/IbHOW YTUNTHI rbfd wnv yTu-
muThl «MeHemxepa kiventa RuBackup» (RBC).

MeguacepBep
B cnyuae eakTHBUPOBAHHOTO MepeK/ItouaTesis  BOCCTaHOBJ/IEHUE U3
pe3epBHOM KOMuK Oy/ieT BO3MOYKHO C TTOMOIIIBbI0 KOHCO/TBHOM YTUTUTBI
rbfd vrm ytunutel «MeHemxepa KieHta RuBackup» Ha y3re kivieHTa
pe3epBHOr0 KOMMpoBaHusl. LleHTpanr3oBaHHOE BOCCTAHOB/EHUE [laH-
HBIX U3 Pe3ePBHOM KOIKH C MOMOLLbI0 YTUTUTHI «MeHekep agMUHU-
crparopa RuBackup» (ucrnosb3yemotii Ha 1r000M y371e) OyzeT oTK/Ioue-
HO.

OcHoOBHOM AxTtuBUpyiiTe niepektouarens «Co3aars kaouu I1I1» @, eciu xo-

cepBep TUTe CO3/aTh K/IHOUM 371eKTPOHHO-LIM(PPOBOI noAnucy. PesepBHas Ko-

PesepBHbIii Vst MOXKeT OBITh MOATHCaHa [U(GPOBOH MOJUCHIO IS TIOCIeAYIOIET0

cepeep KOHTPOJIS1 ¥ IPeYIIPeKeHUs] YTPO3bl €€ TT0gMEHbI

MeguacepBep
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OcHoBHOH AxTuBUpyiiTe nepekouarens «Ilepesanucars Kaoun qudposoi
cepBep noanucu» O, 1719 co37aHUS HOBOM CBSI3KH KITFOUEH, UCITO/Ib3YeMbIX
PesepBHbIii JJ1s1 37IeKTPOHHO-LIM(POBOI MONCH.
cepBep
Mepuacepsep
OcHoBHOM AKTUBHpYMITe TIepeK/IouaTe/ib «AyguT 0e30macHOCTHY @D /IS XKyp-
cepBep Ha/IMPOBaHMSI BCEX 3HAUMMBIX TaOJUI], KpOMe ouepe/ieid 3a/jau U Bpe-
MEHHBIX TabuI;
171 pacIMpeHust PerMCTPUPYEMbBIX COOBITHUI aKTUBUPYHTE MepeK/Iroua-
Tesib «Ayaut 3agauy» @0 115 )KypHaIMPOBaHUS BCeX 3HAUMMBIX Ta-
O/UIT ¥ 3a/1aU B oUepessx.
[To3aHee BO3MOKHO BK/TFOUMTH/OTK/TIOUUTD JAHHYIO OMLIUIO U U3MEHUTh
BbIOPAHHBIN THIT ayZIUTa C IIOMOIIIbIO YTUIUTHI [ PA0OThI C )KypHA/IOM
coObITHI MHGOPMAI[MOHHOM Ge30macHOCTH rb_security.
bnok «Hacrpouka SSL»
OcHoOBHOM AxTtuBupyiite nepekmouarenb «cnonb3oBark SSL coegunenue c 6a-
cepBep 301 AaHHBIX» @D 71715 HACTPOHKK 6€30MacCHOT0 COeJMHEHUS CO CITy-
PesepBHbiii »kebOHo 0a3oii JaHHBIX RuBackup, v HacTpoiiTe cTaBIe aKTUBHBIMHU
cepBep rapaMeTphl:
Mepuacepsep |B 1one «SSL pexxum pabotbl ¢ Postgres» — BeiGepuTe COOTBETCTBYO-

Ui peXkuM paboThI (B 3aBUCUMOCTH OT HACTPOEK Yy371a, HA KOTOPOM
ycraHoBneHa b/l), mogpobHoe omnvicaHye pe>XMMOB CMOTPH B TIOJjpaszie-
ne «Hactpotika SSL coepnnenunii». Eciu B koHpurypauuu PostgreSQL
SSL BbIK/IOUEH, TO M0 yMouaHuio SSL pexkum Oyaet disable;

B niosie «KopHeBo# cepTU(pHKAT»* — YKa)KUTE MOJHbIA MyTh K CePTH-
dukary noBepeHHoro LleHTpa cepruduKaluu (Iponucas B TOJe WK
BbIOPAB 10 HAKATUIO PsizoM ¢ rosieM Krorky M), KOTOpbIil HeoBX0U-
MO 3apaHee pa3MeCTUTh B Tiarike opt/rubackup/keys;

B 11o71e «CepTH(UKaAT K/IHeHTa»* — YKa)KUTe MOJIHBIN MyTh K CepTU-
¢buKaTy (OTKPBITOMY K/IHOUYy) HaCTpPavBaeMOro y3/1a, BbIZIJaHHbIH /10Be-
peHHbIM LleHTpOM cepTHdUKalyK (TTPOTTMCAB B T10JIe UM BIOPAB I10
Ha’KaTHIO PSIZIOM C TI071eM KHOTIKH ), KOTOPbI HeoOX0AMMO 3apaHee pa3s-
MeCTUTh B marnke opt/rubackup/keys;

B nofte «K/o4 KaneHTa»™* — yKakyTe [OJIHbIM My Th K 3aKPbITOMY
K/TIFOUy cepTU(MKaTa HaCTpauBaeMoro y3/1a, BblIaHHbI 10BepeHHbIM
LlenTpom ceptudrKaruy (pOMMcas B 10Jie WK BEIOPAB 10 HaXKAaTHIO
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PSIZIOM C T10JIEM KHOTTKHY ), KOTOPBIM He0OX0AMMO 3apaHee pa3MeCTHUTh B
narnike opt/rubackup/keys.

biok «IlapameTpbl aBTOHOMHOI'0 K/JIUEHTa»

Knuent B none «Karanor apxvBupoBaHusi» * BeIOepHUTe
ABTOHOMHBIN
Kinuenr B none «Metop cxxaTus» BbIOEpUTe THUI CXKAaTHSI pe3ePBHBIX KOTTHI:
aBTOHOMHBIN
* none — 0e3 cxKaTus;
» fast — MHOromnoToYHbIi aHasior optimal.
* optimal — craHgapTHasi yTwinTta ckatus Linux;
* best — Oonbimii K03 duUIeHT CKaThs, yeM optimal, mpu
OosibIlIEM BpeMeHH.
Knuenr B none «Tun XxpaHu/IMIna pe3epBHBIX KOMUIT» BbIOEpHTe TUIT KaTaso-
ABTOHOMHBIN ra Jijisi XpaHeHHsl pe3epPBHbIX KOMUIA:

* JIOKa/bHBIM KaTajor — KaTasIor PaclioyIoKeH Ha TeKyLleM y3/ie Kiu-
eHTa pe3epBHOT0 KOMUpPOBaHUs. Ec/ii BbIOpaH 3TOT TUIT XpaHU/THUIL[A, TO
B 1oJie «J/IoKa/IbHbIN KaTalor pe3epBHOr0 KOMUPOBAaHUMA» YKa)KUTE
TIO/THBIM Ty Th K KaTasiory (IporucaB B TI0JIe WK BbIOPAaB 10 HaXKaTHUIO
PSIZIOM C T10J1IeM KHOTIK! ﬂ);

* CceTeBOU Karajor — OO0IIUi KaTasior C ceTeBbIM JocTyrnoM. Eciu
BBIOpaH TOT THIT XPaHWIHILA, TO He0OX0AUMO:

B none «Tum ceTeBoro Karajaora» BeIOpaTh IIPOTOKOI AiJist 0becrieue-
Hus yaanéuaHou cssizu: nfs (a1 OC UNIX u Linux) wiu cifs (a1 OC
Windows).

B none «IIpegHa3HayeHHOe YCTPOMCTBO» YKa)XWTe Bbl/le/IeHHOE JIO-
KaJibHOe ycTpoiicTBo (Hampumep: /dev/sdb) wunu ceTteBoii pecypc st
XpaHeHUsl pe3epBHBIX KOMUM (Haripumep: srv://net_share).

B nione «ITapameTpbl MOHTUPOBAHUA» YKa)KUTe MeCTO MOHTUPOBA-
Hus ¢aitnoBbix cuctemsl LTFS. st pabotel ¢ nentamu LTO RuBackup
ucrosb3yeT (atinoryto cuctremy LTFS. [To ymonuaHHiO TOUKa MOHTH-
poBaHus1 — KaTasior /opt/rubackup/mnt.

* oTMeueHbI 00s13aTesTbHbIE /IJIS1 3arT0JTHEHHUSI 1107151 (€C/TM OHU aKTHBHBI)

5. lNMocne 3anonHeHns Bcex nonen opmbl HacTpauBaemoro komnoHeHTa CPK
RuBackup HaxmuTte ctaswyto goctynHown kHonky IS B okHe noaTeepXneHus
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Ana kKoHdgurypuposaHus komnoHeHTa CPK RuBackup noaTtsepauTe Bawe nein-
CTBMEe, Haxas KHOrkKy «Ila» (pucyHok 6).

lNoaTBEpPXOEHUE

MoaTeepAuTe EblbpaHHbLIe NapaMeTpel U NPUCTYNWUTE K

HacTpoike?

PucyHok 6

6. Lanee, ecnn B popme HacTtpamBaemoro komnoHeHTa CPK RuBackup ykasaHbl
nanku, KOTOpbIX He cywecTByeT, To OyneT BbiIBEAEHO NOATBEPXAEHNE ONS UX CO-
30aHusa (pucyHok 7). B okHe noaTteepXxaeHns onsg KOHUrypnpoBaHUs KOMMOHEH-
Ta CPK RuBackup nogtsepaute Bale nencTeme, Haxas KHOMKY «Jla».

NoaTeepxaeHwne

OupekTopuu ‘frubackupl' He cywecTeyoT. Co3paTth Mx?

PucyHok 7

7. Tlocne noaoTeBepXAeHWUA HACTPONKK U CO3OaHNSA OUPEKTOPUIA B Cnyyae yCnewHoro
KOHOpUryprpoBaHus nonb3osaTtens byneT yBeooMnéH coobleHnem, npumep, Ko-
TOPOro npmMBenéH Ha pPUCyHke 8, B KOTOPOM MNpuBeneHa NHGopMauns O NULEH-
31MOHHOM CcOrnaweHuun, npasoobnanartene, BEpCUn NPoayKTa, MMs TEKYLEro y3na c
yKasaHueM HacTpoeHHoro komnoHeHTa CPK RuBackup. Takxe moryT 6biTb npuse-
JEeHbl HEKOTOpble pekoMeHOauun 1 npenynpexneHns no HacTporkam napamer-
POB.

B cnyyae obHoBneHust bynet ykasaHo BblOpaHHOE W BbINOHEHHOE AEWCTBME ONS
cylwecTBytowel cnyxebHoi 6asbl AaHHbIX.

Tak>Xe ykasaH co3faHHbIi KOHUrypaumnoHHblin doann /opt/rubackup/etc/config.file.
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YcnewHo!

RuBackup initialization utility
Copyright 2018-2024: LLC "RUBACKUP"
WckniounTensHble npaBa npuHaanexat 000 "PYBIKAM"
Author is Andrey Kuznetsov
Version: 2.4.0; Build: 98e914d.

Hostname of primary server: primary

There is no config file. Skip saving old config file
EULA: /opt/rubackup/copyrights/EULA-rus.txt has been accepted
[2024-09-23 14:02:50] Info: Total usable main memory size: 3055915008 bytes
[2024-09-23 14:02:50] [J[1;33mWarning: PostgreSQL shared buffers is too small. Recommend to set it
up to: 763978752 bytes[J[Om
[2024-09-23 14:02:50] Info: PostgreSQL effective_cache_size: 4294967296 bytes [ OK ]
[2024-09-23 14:02:50] [J[1;33mWarning: PostgreSQL work_mem is too small. Recommend to set it up
to: 33554432 bytes[J[0m
[2024-09-23 14:02:50] Info: PostgreSQL max_parallel_workers: 8 [ OK ]
[2024-09-23 14:02:50] Info: PostgreSQL transaction isolation: read committed [ OK |

Keeping old "rubackup” database

You have RuBackup master key file: /opt/rubackup/keys/master-key

This key is used to crypt and decrypt RuBackup archives

If you drop it you cant decrypt your archives

Please use -W to overwrite it

Configuration file has been created: /opt/rubackup/etc/config file
yes: cTaHAapTHbIi BbiBo: OBpLIB kKaHana

3aBepwnTb

PucyHok 8
Mo HaxaTuto Ha KHOMKY «3aBepwnTb» paboTa NpunoxeHus byneT 3aBeplueHa.

Mo okoH4YaHun paboTbl rb_init_gui Heobxoanmo no6aBMTL NONb30BATENS B rpynny
rubackup u:

Ans ocHoBHOro cepsepa RuBackup 3anycTuTtb KnMeHTCKWiA U CepBEpPHbBIA CEPBUCHI
pe3epBHOro konuposaHus. Cnenynte MHCTPYKUUN M3 pasaena «HacTtporika nosnb-
3oBaTteneli Ha cepeepe RuBackup» n 3anyck ocHoBHoro cepsepa RuBackup.

ans pesepsHoro cepsepa RuBackup 3anycTuTb KNIMEHTCKWIA U CEPBEPHbI CEPBU-
Cbl pe3epBHOro konvpoBaHus. Cnemyite MHCTPyKUMM M3 paspena « HacTpoiika
nonb3osarenen Ha pesepsHoM cepsepe RuBackup».

ANns Megmnacepsepa 3anyCTUTb KIMEHTCKUIA U CEPBEPHbIA CEPBUCHI PE3EPBHOMO KO-
nupoBaHus. Cnenynte MHCTPyKUMW U3 pasgena «HacTpoika nonb3oBatenen Ha
menunacepsepe RuBackup».

ONS KNMEeHTa pe3epBHOro KONMpoOBaHMS 3anyCcTUTb KIMEHTCKUIA npouecc (CM. pas-
nenbl «HacTtporika nonb3oBatenein Ha knueHte RuBackup» n «3anyck knueHTa
RuBackup»).
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HacTpoiika npokcu-cepsepa
Mpu Hanuummn npokcu-cepeepa HAProxy, npvHumMatowero 3anpochbl K cnyxebHoi
6a3e naHHbix CPK RuBackup pekomeHayeTcs BbINOMHUTL Cnenyowmne OeicTBus:

1. B dpanne haproxy.cfg 3apatb 3HadeHue napameTpoB timeout client n timeout
server:

» PekomeHayemoe 3HayeHue 48h nnn bonee;

» CornacHo ohuumanbHOM AOKYMEHTaUUN? 3HAYeHMS napaMeTpoB timeout client
1 timeout server 0ONXHbI ObITb OANHAKOBbIE.

2. Ybeaoutbcs, 4to B HacTtpoikax cnyxebHon CYBJL, PostgreSQL otcyTcTBYtOT
TamMayTbl, @ €CNN NPUCYTCTBYIOT, TO BbICTABUTb TakMe Xe 3Ha4YeHus Kak U B Ha-
ctponikax HAProxy (cm. n. 1).

3. Hobaeutb B chaiin haproxy.cfg B cTpoky ¢ npoBepkoi xocta PostgreSQL napa-
meTp shutdown-sessions, HanpumMep: "server primary 192.168.122.60:3306 check
on-marked-down shutdown-sessions".

4. 3asepwunTb BCe akTMBHble 3anayn B CPK RuBackup.
5. OctaHosuTb cepsuc cepsepa CPK RuBackup:
$ sudo systemctl stop rubackup_server
6. lNNepesanyctutb PostgreSQL:
$ sudo systemctl restart postgresql
7. 3anyctutb cepsuc cepeepa CPK RuBackup:

$ sudo systemctl start rubackup_server

YcraHoBka RBM Ha ynaneHHOM xocTe

CPK Rubackup npegoctaeBnsieT BO3MOXHOCTb YCTaHOBKW OKOHHOro MeHenxepa
AnomuHncTpartopa RuBackup (RBM) Ha yoaneHHOM xocTe.

MNMonb3oBatenu, OT UMEHM KOTOPbIX ByaeT OCylWeCcTBAATLCS 3anyck OKOHHOro Me-
Heaoxepa AaomuHuctpartopa (RBM) Ha ynaneHHOM xocTe, OONMXHbI BXOOUTb B rpynny
rubackup.

MoaroToBka K ycTaHOBKE
1) Monrotoeka cepsepa Rubackup

2 https://docs.haproxy.org/2.6/configuration.html
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Ons nomorotoBkn cepBepa Rubackup HeobxoomMo HacTpouTb painn «/etc/
postgresql/12/main/pg_hba.conf» n B ctpoke ¢ IPv4 nponucatb agpec xocTa, Ha KOTOPOM
Oynet yctaHoBnieH ynanéuHbiin RBM:

# TYPE DATABASE ADDRESS METHOD

only

er with the

MpuMedaHne — lyTb HacTponku (pana MOXeT OTnMyaTbCa B 3aBMCUMOCTU OT BEPCUU
postgresql.

2) MoparoToBka y3na, ¢ KOTOPOro byaet BbINONHATLCS Bxo4 B RBM
[ns noaroToBkmM y3na HeobxoAnMO BbINOMHUTL CRenyowmne OeicTBus:
1. CkavanTe nakeT ApansBepos
$ sudo apt install libqt5sql5-psql

2. HacTtponTte pannbl «/root/.bashrc» n «/home/<user_name>/.bashrc»

PATH=SPATH: Jopt/ru
LD_LIBRARY_PATH=S

export PATH
export LD_LIBRARY_PATH]
-- BCTABKA --

PATH=$PATH: /opt/rubackup/bin
LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/rubackup/1ib
export PATH

export LD_LIBRARY_PATH

3. BbinonHute komaHay:

$ . .bashrc
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4. Ecnn OC 6e3 rpadnyeckoii 060104kM, yCTAaHOBUTE Cneayowme nakeTbl:

$ sudo apt install libgli-mesa-dev
$ sudo apt install libxkbcommon-x11-0
$ sudo apt install libfontconfigl

5. YcTtaHoBuTe naketbl rubackup-common v rubackup-rom. MNpunmep:

$ sudo dpkg -i rubackup-common_<version>_amd64.deb
$ sudo dpkg -1 rubackup-rbm_<version>_amd64.deb

Mpw ycTtaHoBKe nakeT rubackup-rbm mMoxeT nonpocuTb YyCTaHOBUTb AOMONHM-
TeNbHble 3aBUCUMOCTM - 3TO HeobxoaMMo caenatb AN KOPPEKTHON paboTbl NpuUnoxe-
HUS.

Pe3ynbTaTtbl ycTaHOBKU
B pesynbTate yctaHoBku naketos MeHenxepa agmmHuctpartopa RuBackup:

» naketbl CPK RuBackup 6ynyT pa3BépHyTbl B CO34aHHY0 ANPEKTOPWUIO /opt/rubackup;

* CPOPMMPOBAH KOHMPUTrypaUNOHHbIA doann ~/.rbm2/.rb_gui_main_settings.

CTpykTypa anpektopun /opt/rubackup

CTpykTypa ycTaHOBNEHHbIX NakeToB npveeneHa B MpunoxeHune B.

HacTtpoika napaMeTpoB KOHGUrypaumoHHoro doanna

Insa Hactponkn napametpos RBM oTpepaktnpyinte KOHQUrypaumoHHbIn doamn
~/.rbmZ2/.rb_gui_main_settings, BbiNONHWB KOMaHay:

sudo nano ~/.rbm2/.rb_gui_main_settings

Onucanue napameTpoB KOHQOUrypaLumMoHHOro goarnna
~/.rbm2/.rb_gui_main_settings npuseneHo B Tabnuue 12.

Tabmya 12 — OnucaHmne napameTpos KOH@Urypaumm

3HayeHne
MapameTp no ymonya- BosMoxHbie OnucaHne
3Ha4YeHus
HUIO
ExitWithoutConfirmation |false false Bbixon nonb3oBatens n3 RBM 6e3
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true NoATBEPXOEHMS
_ false DYHKLIMS 9KCMEPUMEHTANbHOIO pe-
ExperimentallLogic false XuMa (He NPoTeCTMPOBaHHbIe L0-
true NONHUTENbHbIE BO3MOXHOCTN RBM)
FQDN,
Hostname localhost |hostname unn  |Agpec Tekyuero xocta
ip-agpec
Bpems 6e3neiicTBrS nonb3oBaTens
IdleTimeoutinMinutes 5 Iéleggezgmcno OT |nns aBTOMATUYECKOrO BbIXOAA U3
RBM (B MuHyTax)
false M
Inf0H|nts true OKa3blBaTb CrpaBoO4Hble
true NoACcKaskm
Ru
Lan Ru S3bIk Ha aneMeHTax rpagou4eckoro
9 En nHTepdoerica RBM
YpoBeHb NornposaHns
0 HeT coobweHuin
1 Fatal
LogsLevel 0 2 Critical | Fatal
3 Warning | Critical | Fatal
4 Debug | Warning | Critical | Fatal
Info | Debug | Warning | Critical
5 g
Fatal
Llenoe HeoTpu- |MakcumanbHOe KOnmM4yecTBo 3anu-
RecordPerPage 50 uatenbHoe unc- |cein B Tabnuue okHa RBM Ha ogHoi
no cTpaHuue
Pexwnm SSL-coeanHeHns ¢ CYB [ PostgreSQL (cm.
nogpasgen )
SSLMode’ allow

disable

MHe He BaxxHa 6e30nacHoCTb 1
HE NPUEMTIO N3LEPXKMU, CBS3aHHbIE
C WNgOPOBaAHMEM
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MHe He BaxHa 6930|'|aCHOCTb, HO A
npneMnio n3gep>XkKun, CBsA3aHHbIe C

allow WppOBaHNEM, ECNN HA 3TOM Ha-
cTauBaeT cepBep
MHe He BaxHa 6e30MacHOCTb, HO 5
refer npeanoynTalro wngposaxue (1 npu-
P €M/I0 CBSA3aHHbIE N3AEPXKK), ecnm
3TO NOALepXunBaeT cepeep
S xou4y, 4TOObI MO OaHHbIE WK PO-
BaNuCb, 1 9 MPUEMIIIO COMYTCTBYIO-
require wne n3gepXxku. 9 nosepso cetn B
TOM, 4TO OHa obecneymBaeT Noa-
KMOYEHNE K HY XHOMY cepBepy
S xo4y, 4TOObI MO [aHHbIE WK PO-
BaNMCb, 1 S MPUEMIIIO COMYTCTBYIO-
verify-ca wre napepXxku. MHe HyxHa yBe-
PEHHOCTb B TOM, 4TO 5 MOIKNOYa-
I0OCb K JOBEPEHHOMY CepBepy
S xo4y, 4TOObI MO [aHHbIE WG PO-
BANMCb, 1 S MPUEMIIIO COMYTCTBYIO-
verify-full wue nanepxkn. MHe HyxHa yBe-
PEHHOCTb B TOM, 4TO S MOIK/OYa-
IOCb K LJOBEPEHHOMY CEPBEPY U 3TO
WMEHHO yKa3aHHbI MHOW CepBep
false ABTOMaTUYECKUI BbIXOL N3 CUCTE-
Mbl, €C/IM NONb30BaTENb HE aKTU-
SessionlsBlocked false BEH B TEYEHUM BPEMEHW, yKasaHHO-
true ro aAns napametpa
ldle TimeoutinMinutes
dark2_theme
dark_theme
default_the HacTtpoiika BHelwHero Bmaa rpadu-
Theme me default_theme yeckoro nHtepdeica RBM
pink_theme
vib_theme
MNepron BpeMeHwn, Yepes KOTOpbIit
UpdateTablePeriod 5 I{ligoggtégcggo OT | iHcpopmauwst Ha cTpanmue Bynet
obHoBNEeHa (B cekyHaax)
UseMsAdAuthByDefault [false false Ncnonb3oBaHume 6a3bl AaHHbIX
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true MS AD no ymosi4aHuto

Nms nonb3osa- |IMs y4éTHOM 3anuncu nonb3osaTte-
Tens, BXOOSLWero|ns, uCnonb3yemMon Ansa sxona B

Username rubackup B rpynny RBM v nogkntoyeHns k CYB
rubackup PostgreSQL
VM5 yuéTHOM 3anncu nonb3osaTte-
FQDN ns, NCNONb3yeMoil Ang Bxo4a B
RBM un nogkntoyeHns k 6ase naH-
Hbix MS AD
UsernameWithDomain rubackup

mMsa nonb3oBa-

ECnv NpovcxoanT NOAKoYeHne K
Tens, Bxogsuero|=C/M MPOVICXOAMT NOAKNIOHEHINE

CYB[ PostgreSQL, 10 ykaxute

B rpynny
Ha4YeHune n MEeT rname
rubackup 3HadeHve napametpa Userna

* - ONng HacTponkn SSL coednHeHWUs BbINONHUTE OENCTBUS, yKasaHHble B nogpasgnene
«HacTtpoiika SSL coegouHeHus Ha oTAoenbHOM XocTe MeHenxepa agMuUHUCTpaTopa
RuBackup» HacToswero nokymeHTa

Mocne coBepleHns atux aerictenii RBM 6yneT rotoB K 3anycky.
Lna 3anycka MeHepnxepa AomnHuctpartopa RuBackup ncnonb3ymnte komaHay:
$ rbm&
nnm
opt/rubackup/bin/rbm

lMocne aToro BBEAMTE B OTKPbIBLWEECS OKHO «AyTeHTupukaums» HammeHoBaHue
cepsepa Rubackup, nms nonb3osatensa un naponb (PucyHok 9).

[MpnMeyaHune: Npu HaCTPOWMKe MHOrononb3oBaTenbckoro pexuma RuBackup B
RBM BO3MOXHO 3aiTh nog onpenenéHHOn ponbio: Cynepnonb3oBaTenb, cyrnepsansep,
COMPOBOX AAKOWNIA NN aOMUHUCTPATOP.
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RuBackup manager (#a node150)

RuBackup Manager

Wms cepeepa
nodel10

Wmsa nons3osatens

rubackup

Naposnk
eccee

BoiTu

PucyHok 9
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MacTep-knioy

B xope HacTpolikn byoeTt co3gaH MacTep-k/od Ans 3awnMTHOro npeobpasoBaHuns
PEe3epPBHbIX KOMWIA 1 KNOYM AN 3NEKTPOHHOW NOANUCK, eCnv npeanonaraeTcs NCnonb30-
BaTb 3/1EKTPOHHYIO NOAONMNCH.

BHuumaHue! MNMpu notepe knoya Bbl HE CMOXETe BOCCTAHOBUTb AaHHbIE U3 pe3epBs-
HOW Konuu, ecnu nocnepHss 6oina npeobpasoBaHa ¢ NOMOLbIO 3AWUTHBIX aNrOPUTMOB.

BaxHo! Knioun pekomeHayeTcs nocne cosfaHusi CKonmpoeaTtb Ha BHELWHWIA HOCMK-
Tenb, a TakXe pacne4yatarb OyMaxHyio Konuio u ybpaTtb eé B HafeXHoe MecTo.

MacTep-knio4 pekoMeHayeTcsl pacnedartatb npv noMowu yTuantbl hexdump, Tak
Kak OHa MOXeT codepXxaTb HeoTobpaxaeMble Ha akpaHe cMMBO/bl. Hanpumep:

$ hexdump/opt/rubackup/keys/master-key

0000000 79d1 4749 7335 e387 9f74 c67e 55a7 20ff
0000010 6284 54as 83a3 2053 4818 e183 1528 a343
0000020

BaxxHo! CekpeTHblit KNnio4 He06X0ANMMO XpaHUTb B MECTE, AOCTYMNMHOM TONbKO TEM,
KTO AONXEH UMeTb BO3MOXHOCTb Npou3BecTu obpaTHoe npeobpasoBaHue aiina. More-
psl KNlo4a fienaet HeBO3MOXHbIM 0bpaTHoe npeobpasoBaHWe daiina.
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HenHTepakTUBHbI peXuM paboToi

HenHTepakTBHbIA pexuM paboTbl HeobXxoauMM [ONS BbINONHEHWS CLEHapueB
MaccoOBOro pasBepTbiBaHUS, Hanpumep, npu ucnonb3osaHun Ansible — nporpaMMHoro
pelweHnsa ansg yaoaneHHoro yrnpasfieHns KoHgurypaumsMm cepesepos.

AOMUHUCTPATOP MMEET BO3MOXHOCTb KoHdpurypmposate CPK RuBackup B bash/
shell 0OHOCTPOYHOW KOMaHOOM U1, Kak cneacTene, UCnonb3oBaTtb 3Ty KOMaHAy B CKpWn-
Tax 4Nng asTomartmsauumn npouecca.

HacTtporika CPK RuBackup ocywecTBnsetcs ¢ NoOMOLWbO MHTEPAKTUBHON YTUANTDI
rb_init (HeMHTepakTUBHbIA pexuM). OnucaHne yTunnTbl NPUBEAEHO B OKYMEHTE «YTUNN-
Tbl KOMAHOHOW CTPOKM».

122



4 'RuBackup

O6HoBneHne RuBackup

Tunbl 06HOBNEHWMIA
CPK Rubackup nopnnepxwuBaet cnenytowme Tunbl 0OHOBNEHNIA:

* Kputnyeckoe obHoBneHue (hot fix). CooepXuT ucnpaBneHme KpUTUYECKMX OLWMN-
60K, He cBA3aHHbIX ¢ 6e3onacHoCTblO. [lakeT KpUTNYECKoro 06HOBNEHNS HE £B-
NAeTCs KYMyNnsATMBHbIM 1 TpebyeT yCTaHOBKM Npeablaywmx NakeToB KPUTUYECKoro
06HOBNEHUS, BbIMYLWEHHbIX 4N KOHKPETHOro onepaTtMBHOro 06HOBNEHNUS nn ny6-
NINYHOr O penunaa;

* onepaTtuBHoe obHoBneHue. CoOepXunT ncrnpaeneHne owmbok, HanOeHHbIX B MpPo-
LOyKTe C MOMEHTa nocnegHero nybnmyHoro penvaa;

* nybnuyHbin penus. Bepcus CPK Rubackup, cogepxawas HOBbIA oyHKLMOHAN,
yCTpaHeHne ownboK 1 BCE WCMpPaBNEHUs, BbiNyWEHHbIE paHee B KPUTUYECKMX U
onepaTmBHbIX OOHOBNEHMSIX.

BepcnoHHOCTb 06HOBNEHWIA

O6HoBneHMe HeobxoaMMO BbIMOMHATL MOCNEA0BaTeNbHO MO BCEM BEPCUSIM, HAYU-
Hasi co cnenylowei BepCUn OTHOCMTENBHO TEKYLLEN U 00 NOCNenHen JOCTYMHOW Bepcuu,
BK/ll04asi BCE MPOMEXYTOYHbIE.

ObpaTHasi COBMECTUMOCTb

HauuHasa ¢ Bepcum 2.1, obpaTtHas COBMECTUMOCTb K/IMEHTCKON MU CEpPBEPHON Ya-
cten CPK Rubackup Bo3moxHa Ttonbko B cnydae N Bepcumn cepsepHon 4actu u N mnm
(N-1) Bepcum knueHTckoi yactu, roe N — HoMep Bepcun onepatMBHOIO OBHOBNEHWS
ny6nunyHoro penuaa 2.1, n (N-1)=2.1.

CepBepHas rpynnupoBka

K kax oMy cepeepy M3 rpynnupoBky OOMXHO ObiTb MPUMEHEHO YCTaHaBNMBaeMoe
obHoBNEHME.

B cnyuyae, ecnn Bepcun oBHOBNEHUIA B rpynne cepeepoB ByoyT pasnnyHbiMK, TO
paboTocnocobHbIMM OCTalOTCS Te CepBepa, yCTaHOB/EHHas Bepcusi 0OHOBEHNSI KOTO-
pbIX, COBNagaeT C HOMEPOM Bepcun 06HOBNEHMS primary cepeepa.
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KnueHTtckas rpynnupoBka

O6HOBNEHHbIN cepBep WK cepeepHas rpynna byget paboTatb TOMbKO C TEMU
KNMeHTaMu OLHOW KNacTepHOM rpynmnbl, KOTopble bl 0OHOBNEHDBI, N CO BCEMU KNTMEH-
Tamu, KNacTepHOW rpynnbl B Cny4yae, €Cnm HA OAUH N3 HUX He 6bin 0OHOBNEH NPW BbINON-
HEeHWUN ycnoBusi o6paTHON COBMECTUMOCTMN.

YcraHoBka 06HOBNEHUS

Mepen yctaHoBkoW nioboro o6HOBNEHUS 03HAKOMbTECH C BEpCcuen harina, naTon
Bbiycka 1 yCnoBmsMn obpaTHO COBMECTMMOCTU. YbBenomTecb, YTO BEpPCUSI KOMMOHEHTa
CPK RuBackup cTapuwe Bepcumn, ykazaHHo B 06HOBNEHMMW, He bonee 4yem Ha 1.

Mopsinok o6HoBNEHUS

Mpwn ycTaHoBKe 0BHOBNEHWUI cepBepHo rpynnnpoekn RuBackup Heobxoaumo 06-
HOBUTb:

» OcHoBHoI4 cepBep.
* Pe3sepsHblil cepeep (Mpu HANN4YUK).

* Bce mennacepsepa (npv Hann4um).

Mpwn 3TOM JOMXHbl ObiTb OOHOBNEHBI BCE KOMMOHEHTbI CEPBEPHOW PYMNMNUPOBKY
RuBackup.

PeXxuMbl ycTaHOBKM OOHOBNEHUS
O6HOBNEHNE MOXHO BbINONHUTb:

+ O6HOBVB NakeTbl BPYYHY!IO.

« ABTOMaTU4eckKkMu.
Pexunm aBTOMaTmyeckoro 06HOBJ‘IeHI/ISI

+ Ilna aBTOMatmnyeckoro obHoBNeHNs nakeTos rpynnupoeku RuBackup Heobxoaown-
MO:

1.Ckauatb apxvis 0OHOBNEHWS, copep>xalLmii B narke Experimental/Scripts ckpunt
upgrade_rubackup_packages.sh.

2.PazapxusnpoBaTtb apxms.

3.BbinonHnTth ckpunT upgrade_rubackup_packages.sh:
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$ sudo ./upgrade_rubackup_packages.sh

Mpwn BbINONHEHMM ckpunTa ByayT NPoOBEepeHbl BEPCUMU YCTAHOBIEHHbIX NAKETOB W
HOBbIX NakeToB. Ecnu Bepcusi HOBbIX NAaKeTOB CTaplie BEPCUMM YCTAHOBEHHbIX MakeToB
Ha OAWH penu3, To obHoBNEeHNe ByaeT BbINONHEHO. B NnpoTUBHOM cny4yae 0OHOBNEHME Bbl-
NMONHEHO He byner.

B pesynbtate aBTOMatmyeckoro o6HOBNEHUs OynyT OOHOBNEHbI NaKeThI
RuBackup, koTopble 6bin1 pacrnonoXeHbl B 0OHOM Nanke co CKpUNToM. TakXxe Ha Ku-
EHTCKMX y3nax 6ynyT 06HOBNEHbI KOHPUrypaLUMOHHbIE (ainbl C COXPaAHEHNEM 3HAYEHWI
napameTpoB cnenyowmx Mmooy neun:

* communigate_pro;

* communigate_pro_mail;

* postgres_pro;

* pg_dump_database;

*  pg_dump_table;

+ freeipa;

* universal (postgresql);

e vmware;

» openstack.
Bonee nonpobHO CMOTPUTE LOKYMEHTALMIO HA COOTBETCTBYIOWMNIA MOLY Nb.
4. BoinonHNTE 0OHOBNEHME C NOMOLWbIO yTUAUTLI rb_update.
MoapobHee 06 yTNMTE MOXHO NpoYMTaTh HUXE, B paspene «Pexum pyyHoro ob-

HOBJIEHUSA» NMYHKT 5.

5. Ina npoynx mooynen Ha KAMEHTCKUX y3nax NpuBeauTe KOHGUrypaunoHHble
dhaiinbl COOTBETCTBYIOWMX MOAOyNel B COCTOSIHAE OO OOHOBNEHMS nakeToB. VicxopHas
KOHpurypauus mMoL4ynen HaxoguTcsA B COXpaHeHHOM paHee apxuse
RuBackupConfig.tar.gz.

- [lns BOCCTAaHOBNEHNS pa3apXnBUPYnTe apxmB KOMaHOOM:

$ tar xvzf RuBackupConfig.tar.gz

- lanee 3aMeHunTe hainn KoHdUrypaumm yctaHosneHHoro moayng file.conf 8 nan-
ke opt/rubackup/etc, Hanpumep, KOMaHOON:

$ mv file.conf opt/rubackup/etc, roe file.conf — goann koHgUrypaumm moay-
ns
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6. Ha Bcex y3nax, Ha KoTopbix 6bIN0 ycTaHOBNEHO 0OHOBNEHME, BBINONHUTE KO-
MaHIy:

$ sudo systemctl daemon-reload

PexXunM py4yHOro o6HOBNEHUS

Y1066l 06HOBMTL RuBackup B py4HOM pexume, BbINONHUTE Cneayowmne 0encTBus:

1. akponTte okHo RBM Ha APM agMuHuctpatopa CPK nnm nHom ysne, ncnonbay-
owemca ans 3anycka rpadguyeckoro MeHenxepa agmuHuctpatopa RuBackup (RBM).

2. Ckavarite cBexyto cbopky ¢ ohuumanbHoro carita www.rubackup.ru.

3. Pacnakyiite cneaytowme nakeTbl HA COOTBETCTBYIOWMX y3nax, HanpuMep, ¢ no-
MOLbIO KOMaHObl $ unzip ¢ain_apxusa.zip:

- rubackup-common, rubackup-client n Mmogynu Ha KnneHTe;
- rubackup-common, rubackup-client, rubackup-server Ha cepBepax;
- rubackup-common n rubackup-rbom Ha APM agmnHucTpaTopa.

4. YCTaHOBMTE pacrnakoBaHHbIe NakeTbl C MOMOLLbIO KOMaHA B 3aBUCMMOCTU OT TU-
na Ucnonb3yemMoro nakeTHoro MeHenxepa B Bawem anctpmbyTtuse Linux, Hanpumep, ons
naKkeTHOro MeHepnxepa, ornepupytouero deb-naketamu:

$ sudo dpkg
$ sudo dpkg
$ sudo dpkg
$ sudo dpkg

i rubackup-common_<version>_amdé64.deb
i rubackup-client_<version>_amdé64.deb
i rubackup-server_<version>_amdé64.deb
i1 rubackup-rbm_<version>_amd64.deb

Nnn ona nakeTHOro MeHeaxepa, Onepupyowero rpm-nakeTamu:

sudo rpm -U rubackup-common_<version>.el7.x86_64.rpm
sudo rpm -U rubackup-client_<version>.el7.x86_64.rpm
sudo rpm -U rubackup-server_<version>.el7.x86_64.rpm
sudo rpm -U rubackup-rbm_<version>.el7.x86_64.rpm

v nn

Bruumanme! MNpu obHoBNEHMM NnakeTa common ¢ Bepcun 2.0 Ha 2.1 MOryT BO3HUKHYTb
npenynpexneHns (ypoeeHb Warning). VX MOXHO npourHopupoBaTb, T.K. AaHHble
npegynpeXaeHns HUKaK He BNUSAKOT Ha NpoLecc ycTaHOBKU cuctemsbl. Npumep npeny-
npexaeHns:
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ldconfig: /opt/rubackup/lib/1ibQt5QuickShapesRB.so.5 He sABAfAeTCA CHUMBOJIbHOW
CCbUIKOM

MNpumep naketa moayns:

$ sudo dpkg -i rubackup-postgresql_<version>_amdé64.deb
nnn

$ sudo rpm -U rubackup-postgresql_<version>.el7.x86_64.rpm

5. Ha ocHoBHOM cepBepe RuBackup Bbizosute ytunuty rb_update ogHum ns oByx
cnocobos:

* [lpwn BbI30BE rb_init nnu rb_init_gui (Bynet co3paH HOBbIA KOHPUTYPALMOHHbIN
goann):

1) [ns Boibopa 06HOBNEHMS cywecTBytowen 6asbl AaHHbIX NOCne BBOAA UMe-
HW Nonb30BaTens 1 Ha3BaHUs 6a3bl AaHHbIX BbibepuTe OeicTBus ¢ 6a3oi naH-
HbIX, T.K. OHa yXe cywecTsyeT. BoibepuTte u (upgrade).

You've specified already existing database. Do you want to upgrade(u), drop(d) or
keep(k) existing database (u/d/k)?u

2) BblbepuTe BapuaHT OeiCTBUiIA ¢ AaHHbIMKU 6a3bl AaHHbIX. BO3MOXHO co-
30aTb PE3EPBHYIO KOMWIO AaHHbIX, HTOObI BOCCTAHOBUTbL €€ Npu He0HXoanMo-
ctn. [lna aToro B ware 3anpoca Ha co3faHne pe3epBHOM KOMuM AaHHbIX Cylie-
cTBytowel 6a3bl JaHHbIX HY>XXHO BblbepuTe y(yes).

Do you want to dump the database 'rubackup' (pg_dump method) (y/n/q)? y

3) Bblbepute cbopmart pesepsHoii konun. JJocTynHbl ABa doopmara: plain
(TekcToBbIN sql-ckpunT), custom (custom-apxve, BOCCTAHOBNEHWNE BbINONMHSAET-
CS C noMolbio pg_restore). Pe3sepBHasa konusa B goopmaTe custom 3aHuMMaeT
MEHbLlle MecTa Ha AncKe, No cpaBHEHWo ¢ goopmaTom plain. Takxe ons op-
maTa custom gocTyneH Bbibop cteneHn cxatms (0-9) - Yem Bbllwe CTeneHb
cXarTus, TeM MeHblue custom-apxms 3aHMMaeT MecTa Ha AMUCKe U TeM OOfblue
BbINONIHSETCS NpoLeaypa pe3epBHOro konnposaHus 6asbl AaHHbIX.

Enter format for dump file (c[custom], p[plain]) (c/p) [ ¢ ]
Enter compression level (0-9) fordump file[ 1 ]:
Enter path for dump file [ /root I

4) BblbepuTe NyTb 4N COXPaAHEHNS PE3EPBHOI KOMUK - MO YMOMYAHUIO 3TO
LMpeKTopus, 0TKyaa bbina Bol3BaHa yTuamTa.

Enter path for dump file [ /root ]
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5) T[locne BbINONHEHUS BCEX OENCTBUIA HAYHETCS 0OHOBNEHMe 6a3bl aHHbIX.

MNpu HEOH6X0ANMMOCTM BOCCTAHOBMTbL 6a3y AaHHbIX M3 CO34aHHOW Pe3epBHOA
Konuu cM. pasnen «BocctaHoBneHne 6a3bl JaHHbIX>.

HanpsiMyto ¢ noMolubto koMaHabl (B 3TOM cnyyae 6yaeT Tonbko 06HOBNEHA CTPYK-
Typa cnyxebHol 6a3bl AaHHbIX):

$ rb_update -H <hostname> -P <port> -D <database_name> -U <user_name>
-r <rubackup_superuser_password> -p <postgres_superuser_password> -I
<path_to_new_sql_scripts> -R -0 -

B OaHHON KOMaHOoe yKaxuTte 3Ha4YEeHUA napameTpos.

<hostname> — ums xocta 6a3bl AaHHbIX

<port> — Homep nopTa 6a3bl AaHHbIX

<database name> — nmsa obHoBNsAeMon Ha3bl JaHHbIX

<user_name> — nMs nonb3oBaTtens 6asbl JaHHbIX
<rubackup_superuser_password> — naponb 0T cynepnonb3osatens rubackup
<postgres_superuser_password> — naponb 0T cynepnonb3oBarens postgres
<path_to_new_sql_scripts> — nyTb K KaTtanory ¢ HoBbIMA Sql-CKpUNTamu.

-R — npuHyaontenbHoe obHOBNEHMNE CywecTByOWen 6a3bl AaHHbIX (HUYEro Me-
HATb HE HY>XHO)

-O - — BbIBOA npoLiecca 06HOBNEHMS B CTAHOAPTHBIA MOTOK TepMUHanNa (Hu4e-
r0 MEHSTb HE HY>XHO)

6. B pe3ynbtate 06HOBNEHUS HA KNIMEHTCKMX y3nax OynyT 0OHOBNEHbI KOHCpUrypa-

LIMOHHblE goaiinbl C COXPaHEHMEM 3HAYEHUIA NapaMeTPOB CNeayoWmMX Mooy Ne:

communigate_pro;
communigate_pro_mail;
postgres_pro;
pg_dump_database;
pg_dump_table;
freeipa;

universal (postgresql);
vmware;

openstack.
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Bonee nogpobHO cMOTPUTE AOKYMEHTALMIO HA COOTBETCTBYOWMIA MOAY b.

7. Ona npoyux mopynen Ha KNWEHTCKUX y3nax npueegute KOHUrypaumoHHble
doalinbl COOTBETCTBYIOWMX MOAYNel B COCTOsIHME OO OOHOBNEHWst naketoB. VcxopHas
KOHQpurypaums mMoaynemn HaxoguTcsa B COXpaHeHHOM paHee apxuse
RuBackupConfig.tar.gz.

- Ilns BOCCTAHOBNEHUSA pa3apxXnBNpymnTe apxmus KOMaHOOM:

$ tar xvzf RuBackupConfig.tar.gz

- lanee 3ameHnTe hann KkoHGUrypaumm yctaHosneHHoro moayns file.conf B nanke
opt/rubackup/etc, Hanpnmep, KOMaHOoW:

$ mv file.conf opt/rubackup/etc, roe file.conf — dpainn KoHpuUrypauum Mmooy ns

8. Ha Bcex yanax, Ha KoTopbix 6bl/10 yCTaHOBNEHO OBHOBNEHUE, BbINOHUTE KO-
MaHay:

$ sudo systemctl daemon-reload

9. 38.|'IYCTI/ITe BCe KNMMEeHTCKne n cepBepHble npouecchbl C NMOMOWbKO KOMaHA.!

a) Ha knueHTCckux yanax ¢ NOMOLLbIO KOMaHabl:
$ sudo systemctl start rubackup_client.service

6) Ha ocHOBHOM 1 pe3epBHOM CcepBepax, a TakxXe Meannacepsepe C nNoOMoLbto KO-
MaHnO:

$ sudo systemctl start rubackup_client.service
$ sudo systemctl start rubackup_server.service

Kputepwii ycnewHocTy ycTaHOBKM 0OHOBNEHUS

Y6enutecb, 4to CPK RuBackup o6HoBMNach KOPPEKTHO:
1. TpoBepbTe, 3anyckaetcs nm RBM Ha APM agmnHncTpaTtopa CPK vnm nHom ysne,
ncnonb3aytouwemcsa ang 3anycka Menenxepa agmmHuctpartopa RuBackup, ¢ nomo-
WbIO KOMaHObI:

S rbm&

2. Y,D,OCTOBeprer, 4TO BCE KNMMEHTbI N CepBepbl HAXOOATCA B CTaTyCe OHNamnH:
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a) Ha knueHTCKux y3nax ¢ noMOLLblO KOMaHbl:
$ sudo systemctl status rubackup_client.service

6) Ha oCHOBHbIX 1 pe3epBHbIX CepBepax, a TakxXe Ha Meamacepsepax c
MOMOLLbIO KOMaH:

$ sudo systemctl status rubackup_client
$ sudo systemctl status rubackup_server

[NpoBepbTe coxpaHHOCTb pe3epBHblx konuin B RBM, B pasgene «Penosutopuin»,
nmbo Yepes TepMMHanN C NOMOLLbIO KOMaHbI:

$ rb_repository -1
NMpoBepbTe COXpPaHHOCTb NpaBun rnobanbHOro pacnmcaHus:

$ rb_global_schedule -1
N COXPaHHOCTb CTpaTerunin:

$ rb_strategies -1

MNocne 06HOBNEHNS PEKOMEHAYEM BbINONHUTL 6Aa30BOE PE3EPBHOE KOMMPOBAHUE U
BOCCTaHOBNeHME harna Hebonbworo pasmepa (8o 500 MB) Bo Bce TUMbl XpaHWULL, 4TO-
6bl ybeantbcs B pabotocnocobHocTn CPK nocne obHoBneHMS.

BoccTaHoBneHue 6a3bl JaHHbIX

Mpu He06X0AMMOCTN BOCCTAHOBUTL CAENAHHYI0 BO BPEMS KOHMUrypaumm peseps-

HYIO KOMWUKO 6a3bl OaHHbIX, BbINONHUTE chenylouune waru:

1. OcTaHoBUTE BCE npouecchbl Ha BCEX y3nax, NOoAKJIIOYEHHbIX K 6ase OaHHbIX, KO-

TOpYt0 He0bX0OAMMO BOCCTAHOBUTD:

a) Ha knneHTcKkux yanax ¢ noMoLbo KOMaHAabI:

$ sudo systemctl stop rubackup_client.service
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6) Ha ocHoBHOM, pe3epBHOM n Meanacepeepax CPK RuBackup ¢ nomoulbto Ko-
MaHA:

$ sudo systemctl stop rubackup_client.service
$ sudo systemctl stop rubackup_server.service

B) Ha APM agmuHuctpatopa CPK unv nHom y3ane, NCNoNb3yoWwuMes Ans 3anyc-
ka Menenxepa agmnHuctparopa RuBackup (RBM) — 3akporite okHo RBM.

2. Ha y3ne cepsepa PostgreSQL, conepxaiiero cnyxebHyto 6asy OaHHbIX, NOA-

KNIOYnTECH K cyb/L B pexunme cynepnonb3oBaTens:

Ty

$ sudo -iu postgres psql
(12.5 (Ubuntu 12.5-Oubuntu0.20.04.1))
Type "help" for help.

postgres=#

3. Yoanute 6a3y naHHblX, KOTOPYD XOTUTE BOCCTAHOBUTb U3 PE3EepPBHOIN KOMUU:

postgres=# drop database <database_name>;

roe <database _name> - 370 nMs 6a3bl gaHHbIX (MO YMonYaHuio — rubackup)

4. Co3paiTe HOBYLO NycTyto 6a3y OaHHbIX C yKa3aHHbIM UMEHEM 1 BNadenbLeMm, B
6asy LaHHbIX oynet NPOMCX0aNTb BOCCTaHOB/IEHME:!

postgres=# create database <database_name> owner <owner_name>;

roe <database name> - nMs 6asbl aHHbIX,

<owner_name> - Mg snagensua bl (no ymonyaHumio — rubackup)

5. Otkntountecb ot CYB:

postgres=# \q
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6. 3anyctnte BOocCcTaHOBNEHNE 6a3bl AAHHbIX:

» Jlnga pesepBHOM Konun, caenaHHom B cpopmate plain text (pann ¢ pacwmpenuem sql),
BbINONHUTE B TepMuHane KomMaHgy:

sudo -u <admin_user_name> psql <database_name> < <file_name_and_path>.sql

roe <admin_user_name> - uMs Nonib3oBaTens, obnagarowero npasamMmnm agMMHUCTPATO-
pa, No yMon4yaHuo aTo postgres,

<database name> - umst 6a3bl aHHbIX,

<file_name_and_path>.sql — nyTb 0o oaiina n uMsa gaina oT pe3epBHO Konumn 6asbl
NaHHbIX

» [1na pesepBHOM KoNuK, caenaHHom B dpopmate custom (dann ¢ pacwmpeHnem .dump),
C MOMOWbIO YTUAUTBHI Pg_restore B TepMmmHane BbINOMHUTE CNEOYOWY KOMaHay:

pg_restore -h <hostname> -p <port> -U <admin_user_name> -d <database_name>
<file_name_and_path>.dump

roe <hostname> - nMs xocTa, Ha KOTOPOM ByaeT BoccTaHoBneHa bl
<port> -HOMep nopra

<admin_user_name> - UMs Nonb3oBaTens, obnagamowero npasamy agMUHUCTPaTopa,
Mo yMOn4aHmio 370 postgres,

<database name> - umsi 6a3bl JaHHbIX,

<file_name_and_path>.dump — nyTb 0o cpaina pesepsHo konuu 6a3bl 4aHHBIX U UMS
goainna

7. loxanTecb OKOHYaHMS BOCCTAHOBNEHUSI 6a3bl AaHHbIX 1 yOeanTech, HTO OHO
npowsno 6e3 owmnboK.

8. 3anyctute CPK RuBackup:
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1) Ha Bcex y3nax, KoTopble NoAKO4YEHbl K BOCCTAHOBNEHHOW 6a3e AaHHbIX, BbINOHUTE:

$ sudo systemctl daemon-reload

2) 3anycTtuTe BCe K/IMEHTCKME N CEPBEPHbIE NPOLIECCHI HA BCEX Y3Nnax, NOAKMOYEHHbIX K
BOCCTaHOBJ/IEHHOW 6a3€e AaHHbIX, C MOMOLLbIO KOMaHA:

a) Ha knneHTCcKkmx y3nax ¢ noMoLbio KOMaHabl:

$ sudo systemctl start rubackup_client.service

6) Ha y3nax ocHOBHOM 1 pe3epBHOM cepBepax, a Takxe Ha meamacepeepe CPK
RuBackup ¢ nomolbio KomaHa:

$ sudo systemctl stop rubackup_client.service
$ sudo systemctl stop rubackup_server.service

YcraHoBKa HOBOro Mogyns

YcraHoBKka HoBOro Moaynsi BMecte ¢ obHoBneHmem CPK

Ha cepBepHbIX y3nax ycTaHOBKa HOBbIX MOAynei B pamkax OOHOBEHUSI Bepcuu
RuBackup npoucxoont BMecTe ¢ ycTaHOBKOW nakeTa rubackup_server.

1. Ha knneHTCcKMx y3nax yCTaHoBUTE NakeT HOBOro MOy NS KOMaHOOM:
$ sudo apt install <wma nmakera>

2. HacTtpoiTe Mogynb rno ero MHCTPyKLuu;

3. llepesanycTute KNMEHTCKUIA CEPBUC KOMAHOOW:
$ sudo systemctl restart rubackup_client

Tenepb Bbl MoxeTe BbibpaTbh HOBbI MOAY/b (HOBbIA TWUM pecypca) Npu Co34aHunu
npasun pe3epBHOro KONMpPOBaHWUS.

YcTaHoBka HoBoro moaynsi 6e3 ob6HoBneHusi CPK

Lns Toro 4tobbl YCTAHOBMTL €lle OOWH MOAYNb K YXE NMEIWEeNCcs NHCTannauum
CPK, Bam noHagobuTtcst sql-ckpynT 1 nakeT ycTaHaB/IMBaeMOro Moayns.

1. Y106bl Nepenatb nHdopmaumo o HoeoM moayne B B[ rubackup, Ha y3ne c cepse-
pom RuBackup BbInonHnTE KkomaHay:

rb_modules -i <myrb « sql-dainy>
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2. YctaHoBMTE NakeT Mooyns Ha Tpebyembli knmeHTckuin y3en RuBackup ¢ nomo-
Wb KOMaHabl:

$ sudo apt install <wma nmakera>

3. HacTtpoiTe Mogynb rno ero MHCTPyKLuu;

4. TlepesanycTute KNIMEHTCKUIA CEPBUC KOMAHOOM:
$ sudo systemctl restart rubackup_client

Tenepb Bbl MoxeTe BbibpaTh HOBbI MOAY/b (HOBbIA TWM pecypca) Npu Co34aHnu
npaswnf Pe3epBHOro KONMpoBaHMs.

YnaneHne RuBackup

Ona ynanenns RuBackup B dopmate «Bce B onHom» (cM. MonpobHee paspen
«YCTaHOBKa BCe B OAHOM») HEODOXOAMMO BbINONHUTL CeayoWwne Wwarwu:

* [MpoBepuTb HanNM4ne pPe3epBHbIX KOMWUIA;

*  OcTaHOBUTb CEPBUCHI;

* Ypanutb rpynny nonb3osatenen RuBackup;
*  Ynpanutb knactep Bl Postrgres;

*  Ypanutb naketbl YyCTaHOBKWN.

MpoBepka pe3epBHbIX KONUiA

MNepen Hayanom npouecca ynaneHns CPK RuBackup ybeantecb, 4TO OMpPEKTO-
pus C pe3epBHbIMX KOMUSMKU MNycTa, AW yoanute BCce pe3epBHble Konuu. B npouecce
yctaHoBku CPK 1 3anycka komangpl rb_init, agMnHUCTpaTop ykasbiBan nyTb Ans nyna no
ymonyaHuto, npu yoaneHun CPK nepengnte B paHee Co3naHHbIA Nyn Ans NPOBEPKN Ha-
NNYNA B HEM PE3epPBHbIX KOMUNA.

OctaHoeka cepsucos CPK

OcTaHoBUTE BCE aKTMBHbIE cepBucChl CPK, onsa atoro BbinonHuTe cneanywouwmne wa-
' C NnpaBamMn cynepnosib3oBaTesis.

*  OctaHoBute RBM: 3akpoiTe OKHO rpadpnmyeckoro nHtepdenica,

*  OctaHoBute knneHT RuBackup
$ rubackup_client stop

* OctaHoBute REST API:
$ rubackup_api stop
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* OcrtaHosuTte cepsep RuBackup:
$ rubackup_server stop

» [lpoBepbTe NOrK Ha HanMyMe akTUBHBIX M 30MOU NPOLLECCOB:
cat /opt/rubackup/log/RuBackup.log
ps -ef | grep rubackup

Ecnu octanuck akTUBHbIE UK 30MOBU npouecchbl, TO OCTAHOBUTE UX.

Y naneHue rpynn nonb3oBaTtenem
Lnsa ynaneHusa rpynnbl rubackup, co3gaHHON paHee, BbINOMHUTE Creayolwme wa-
rM C NpaBaMu cynepnonb3oBaTens:
» YpanuTte rpynny cnegpytouleil KOMaHaom:
$ groupdel rubackup
* [lpoBepbTe, 4TO rPynnbl yoaneHa:
$ cat /etc/group | grep rubackup

Ynanenuwe knactepa bl
,ﬂ,ﬂﬂ yaoaneHus 6a3bl AOaHHbIX, HeOGXO,EI,VIMO BbIMONMHNTb KOMaHAObl C npaBaMin
cynepnonb3oBaTens:
+ 3ainanTte nog nonb3oBaTenem «postgres», BbINOJHMB KOMaHAY:
$ sudo -u postgres psql
* ,ﬂ,ﬂﬂ npenoTepaweHnsa BO3MOXHOCTU HOBbIX NOOKMOYEHUN BbINONHUTE KOMaHnoy:
UPDATE pg_database SET datallowconn = ‘false’ WHERE datname = ‘rubackup’
+ 3akporite BCe TeKylumne ceccum:
SELECT pg_terminate_backend(pg_stat_activity.pid)
FROM pg_stat_activity
WHERE pg_stat_activity.datname = ‘rubackup’ AND pid <> pg_backend_pid();
*  Ypanute 6a3y OaHHbIX:
DROP DATABASE rubackup
+ 3aBepwnte paboTy u BbIRANTE:
exit

YnaneHnue naketos CPK
Ynanute naketbl RuBackup:

deb-nakersbl.
$ sudo apt remove --purge rubackup-rbc
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$ sudo apt remove --purge rubackup-rbm

$ sudo apt remove --purge rubackup-client

$ sudo apt remove --purge rubackup-common-gui
$ sudo apt remove --purge rubackup-server

$ sudo apt remove --purge rubackup-common

1omM-nakerbi.
$ sudo rpm -e rubackup-rbc

$ sudo rpm -e rubackup-rmb

$ sudo rpm -e rubackup-client

$ sudo rpm -e rubackup-common-gui
$ sudo rpm -e rubackup-server

$ sudo rpm -e rubackup-common

BHumaHume!

Cobntopalite NOpsAoK yoaneHns nakeTos,

* Ypansinte nakeT rubackup-common B NOCNELHIOW OYepenb

* He ypanante nakert rubackup-server 0o yoaneHus nakera rubackup-client.

MNpoBepbTe, YTO BCE NakeTbl yoannIncb KOPPEKTHO:
deb-rakersbi.
dpkg -1 | grep rubackup
1om-rnaKkersbi:
rpm -ga | grep rubackup

[MpoBepbTe copepxumoe anpektopmmn RuBackup n yoanute ee:
rm -rf /opt/rubackup

CPK RuBackup ynaneH.
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[MpunoxeHue A

(cnpaBsoyHoe)

Hactpoiika ny6nnyHoro peno3utopusi RuBackup

MakeTbl CPK RuBackup TakXe MOXHO YCTaHOBUTb U3 NyBNNYHbIX PEno3nTOpUEB.
My6nnyHbIe PEno3nTopUN SOCTYMNHbI AN1S ONEPaLNOHHbBIX CUCTEM:

Astra Linux 1.8

Astra Linux 1.7

Astra Linux 1.6

Debian 10

Ubuntu 20.04

Ubuntu 18.04

Deb-based nmcTpubyTussbi

1. lobaBnsiemM KNoY peno3nTopus:

$ sudo wget -q0 - https://edge.astralinux.ru/artifactory/api/security/
keypair/gc-astra-official-repo-key/public | sudo apt-key add -

I'IpMMeanme: npn BO3HNKHOBEHNN owmnbok ¢ nobaBneHneM Kntoya y6eu|/|Ter, 4yTO

B (hpawnne /etc/resolv.conf ykasaHbl KOPpPEKTHbIE CepBEPbl LOMEHHbIX UMEH.

2. B /etc/apt/sources.list nobaBnsiem cTpoky:

$ deb https://dl.astralinux.ru/rubackup/repository-deb-main/ [0S-VERSION]
public

lne:

https://dl.astralinux.ru/rubackup/repository-deb-main/ - ocHoBHOI afnpec peno3nTo-
pusa ona deb-nakeTos;

[OS-VERSION] - Bepcus OC:

o astra_1.8;
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o astra_1.7;

o astra_1.6;

o debian_10;

o ubuntu_18.04;

o ubuntu_20.04.

public - napameTp Ny6nnM4YHOro peno3nTopusi.

Mpumep:

GNU nano 3.2 /etc/apt/sources.list

3. O6HOBNSIEM PENO3NTOPUM N MPOBEPSIEM HaNMYME NAKETOB, a Tak Xe UX BEPCUM
KomaHgamu (Hanpumep, RBM).

4. YcTaHaBNMBaeEM HYXHbI NakeT:

$ sudo apt update

$ sudo apt-cache search rubackup

$ sudo apt-cache madison rubackup-[PACKET_NAME]
$ sudo apt install -y rubackup-[PACKET_NAME]

oe:
[PACKET_NAME] - nMs Hy>XHOro Ham nakerta.

[Mpnmep:

root@rubackup-primary:~# apt-cache search rubackup
rubackup-rbm - RuBackup administrator manager
rubackup-client - RuBackup client

rubackup-common - RuBackup common files and libs
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rubackup-rest-api - RuBackup REST API
rubackup-server - RuBackup server
root@rubackup-primary:~# apt-cache madison rubackup-rbm

rubackup-rbm | 2.1.0~a3.242-1 | https://download.astralinux.ru/rubackup/
repository-deb-main astra_1.7/stable amd64 Packages

rubackup-rbm | 2.1.0~a3.242-1 | https://dl.astralinux.ru/rubackup/
repository-deb-main astra_1.7/stable amd64 Packages

root@rubackup-primary:~# apt install -y rubackup-rbm

Ecnn tpebyeTtcs opyras Bepcus (Hanpumep 6onee paHHsAS), TO YCTaHOBKY NPou3-
BOOVM C NOMOLWbKO KOMaHAbI:

$ sudo apt install rubackup-rbm=2.0.49-1

RPM-based auctpubyTmsbl

BapuaHT 1.

1. B karanore /etc/yum.repos.d/ HaxoouMm dain C TeKywWwUMn pPero3nTopusmMm
(Hanpumep, CentOS-Base.repo) n nobasnsieMm B KOHeL, paina cnenyrowmii Koa:

#rubackup

[ rubackup]

name=rubackup
baseurl=https://dl.astralinux.ru/rubackup/repository-rpm-main/

gpgcheck=0
2. O6HOBNISIEM PEMO3NTOPUN 1 YCTAHAB/IMBAEM HYXHbIA NakerT:

# yum update
# yum install -y rubackup-[PACKET_NAME]
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BapwuaHrT 2.
YcTaHaBnMBaeM nakeT Hanpsmyto.

# yum install -y https://dl.astralinux.ru/artifactory/rubackup-rpm-main/

[0S-VERSION]/public/2.0/[RELEASE-VERSION]/rubackup-[PACKET_NAME]-[RELEASE-
VERSION].el7.x86_64.rpm

pe:
[OS-VERSION] - Bepcusi OC:

o astra_1.6;

O

astra_1.7;

o astra_1.8;

o debian_10;

o ubuntu_18.04;

o ubuntu_20.04.

[PACKET_NAME] - nMs HYy>XXHOro Ham nakeTa;
[RELEASE-VERSION] - Bepcus penusa.
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(cnpaBo4Hoe)

[MepeyeHb cepBepHbIX NakeToB ANns pas3nmyHbix OC

YctaHaBnuBaembiii
naker

OnepauunoHHas
cuctema

dopmar
nakeToB
oC

3aBncuMocTU nakeToB Linux

Tpebyemblit nakeTt
rubackup

rubackup-client

Astra 1.6
Astra 1.7
Astra 1.8

Debian 10

Debian 12

Ubuntu 18.04

Ubuntu 20.04

Ubuntu 22.04

deb

openssil,

parsec-base,

parsec-cap,

parsec-mac

wget

gnupg2

xauth (ans 3anycka RBM yepes SSH)

openssl

wget

gnupg2

xauth (ona 3anycka RBM yepes SSH)

openssl

wget

gnupg2

xauth (nns 3anycka RBM yepes SSH)

openssl|

wget

gnupg2

xauth (ans 3anycka RBM yepes SSH)

openssl

wget

gnupg2

xauth (ansa 3anycka RBM yepe3 SSH)

openss|

rubackup-common
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YCTaHanB;:'eBTaeMbm Onegvi:'i'g%g“aﬂ nageéos 3asucmMocTu nakeTos Linux Tpe%igzl‘l(hugal(m

wget
gnupg2
xauth (ona 3anycka RBM yepe3 SSH)

AnbT 10 i g;i_t?]t?:ii_gg:'lycm RBM uepes SSH)

CentOS 7 qt5-gtbase-gui

CentOS 8 qt5-qgtbase-gui

RedOS 7.3 qt5-gtbase-gui

RedOS 8 gts-gtbase-gui

RHEL 9 gt5-gtbase-gui

Rosa Cobalt 7.3

qt5-gtbase-gui
cups-libs
fontconfig
fontpackages-filesystem
glx-utils

libICE

libSM

libX11
libX11-common
libXau
libXdamage
libXext
libXfixes

libXi
libXrender
libXxf86vm
libicu

libpng

libxcb
libxshmfence
mesa-libEGL
mesa-libGL
mesa-libgbm
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YctaHaBnmBaeMmbli
naker

OnepauunoHHas
cuctema

dopmart
nakeToB
oC

3aBncuMocTU naketoBs Linux

TpebyeMmblit nakeTt
rubackup

Rosa Cobalt 7.9

Rosa Chrome 12

mesa-libglapi
gt5-gtbase
qt5-gtbase-common
gts-gtbase-gui
xcb-util
xcb-util-image
xcb-util-keysyms
xcb-util-renderutil
xcb-util-wm

gt5-gtbase-gui
libicu
libxkbcommon-x11

lib64qt5gui5
gts-gtbase-gui

rubackup-common

Astra 1.6

Astra 1.7

Astra 1.8

Debian 10

Debian 12

Ubuntu 18.04

deb

wget

gnupg?2
xauth (ons 3anycka RBM yepes SSH)

wget

gnupg2
xauth (zns 3anycka RBM yepea SSH)

wget

gnupg2
xauth (zns 3anycka RBM yepes SSH)

wget

gnupg2
xauth (ona 3anycka RBM yepes SSH)

wget

gnupg?2
xauth (ons 3anycka RBM yepes SSH)

wget

gnupg2
xauth (zns 3anycka RBM yepea SSH)
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dopmart

YcTaHaBnMBaeMbili OnepauvnoHHas : TpebyeMmblit nakeTt
naket crcTeMa nageéos 3asucmMocTu nakeTos Linux rubackup
wget
Ubuntu 20.04 gnupg?2
xauth (ans 3anycka RBM yepea SSH)
wget
Ubuntu 22.04 gnupg2
xauth (nns 3anycka RBM yepes SSH)
AnbT 10 xauth (ons 3anycka RBM yepe3 SSH)
CentOS 7 -
CentOS 8 -
RedOS 7.3 -
RedOS 8 -
RHEL 9 pm :
Rosa Chrome 12 gt5-gtbase-gui
Rosa Cobalt 7.3 -
qt5-qgtbase-gui
Rosa Cobalt 7.9 libicu
libxkbcommon-x11
rubackup-common-gui Astra 1.6 deb wget rubackup-common
Astra 1.7 gnupg2
Astra 1.8 xauth (ons 3anycka RBM yepe3 SSH)
wget
Debian 10 gnupg2
xauth (zns 3anycka RBM yepes SSH)
wget
Debian 12 gnupg2
xauth (ona 3anycka RBM yepes SSH)
Ubuntu 18.04 wget
gnupg?2

xauth (ons 3anycka RBM yepes SSH)
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YcTaHaBnMBaeMbili OnepauvnoHHas : TpebyeMmblit nakeTt
naket crcTeMa nageéos 3asucmMocTu nakeTos Linux rubackup
wget
Ubuntu 20.04 gnupg?2
xauth (ans 3anycka RBM yepea SSH)
wget
Ubuntu 22.04 gnupg2
xauth (nns 3anycka RBM yepes SSH)
AnbT 10 xauth (ons 3anycka RBM yepe3 SSH)
CentOS 7 -
CentOS 8 -
RedOS 7.3 -
RedOS 8 rpm - rubackup-common
RHEL 9 -
Rosa Chrome 12 gt5-gtbase-gui
gt5-gtbase-gui
Rosa Cobalt 7.9 libicu
libxkbcommon-x11
rubackup-init-gui AnbT 10 rubackup-common-gui
CentOS 7
CentOS 8
RHEL 9 rom i
RedOS 7.3 P
RedOS 8
Rosa Chrome 12
Rosa Cobalt 7.9
Astra 1.6 deb -
Astra 1.7
Astra 1.8
Debin 10
Debin 12

Ubuntu 18.04
Ubuntu 20.04
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YcTaHaBnMeaeMbiii OnepauunoHHas : TpebyeMbiit nakeTt
naket crcTeMa nageéos 3asucmMocTu nakeTos Linux rubackup
Ubuntu 22.04
openssil,
psmisc
Asta 1.7 wget
) gnupg2
xauth (nns 3anycka RBM yepes SSH)
openssil,
psmisc
Ubuntu 18.04 deb wget
gnupg2
xauth (zns 3anycka RBM yepes SSH)
i . i openssil, .
rubackup-communigate-pro psmisc rubackup-client
Ubuntu 20.04 wget
gnupg2
xauth (ons 3anycka RBM uepe3 SSH)
psmisc
AnbT 10 xauth (ons 3anycka RBM yepe3 SSH)
CentOS 7 psmisc
rom ,
CentOS 8 psmisc
psmisc
Red0S 7.3 libxcrypt-compat
rubackup-freeipa deb openssl| rubackup-client
Astra 1.6 wget
Astra 1.7 gnupg2
xauth (ona 3anycka RBM yepes SSH)
openssl|
wget
Ubuntu 18.04 gnupg2
xauth (nns 3anycka RBM yepes SSH)
Ubuntu 20.04 Openssl
wget
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YcTaHaBnMBaeMbili OnepauvnoHHas : TpebyeMmblit nakeTt
naket crcTeMa nageéos 3asucmMocTu nakeTos Linux rubackup
gnupg?2
xauth (gna 3anycka RBM yepes SSH)
AnbT 10 xauth (ons 3anycka RBM yepe3 SSH)
CentOS 7 rpm
CentOS 8 -
RedOS 7.3
AnbT 10 xauth (ons 3anycka RBM yepe3 SSH)
CentOS 7 rom rubackup-client
rubackup-greenplum CentOS 8 P -
RedOS 7.3
openssl
Astra 1.6 wget
Astra 1.7 deb gnupg?2
xauth (onga 3anycka RBM yepes SSH)
AnbT 10 xauth (ons 3anycka RBM yepe3 SSH)
CentOS 7 -
rubackup-isp-vmmanager CentOS 8 - rubackup-client
RedOS 7.3 -
rpm wget
Ubuntu 20.04 gnupg2
xauth (ons 3anycka RBM yepe3 SSH)
wget
Ubuntu 18.04 gnupg2
xauth (ans 3anycka RBM yepes SSH)
rubackup-pg-dump deb openssl| rubackup-client
Astra 1.6 wget
Astra 1.7 gnupg2
Astra 1.8 xauth (ons 3anycka RBM uepe3 SSH)
postgresql
Debian 10 openssl
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YctaHaBnmBaeMmbli
naker

OnepauunoHHas
cuctema

dopmart
nakeToB
oC

3aBncuMocTU naketoBs Linux

TpebyeMmblit nakeTt
rubackup

Ubuntu 18.04
Ubuntu 20.04

wget

gnupg2
xauth (ans 3anycka RBM yepea SSH)

openssl|

wget

gnupg2

xauth (ons 3anycka RBM yepes SSH)
postgresql

AnbTt 10

CentOS 7

CentOS 8

RedOS 7.3

m

xauth (ana sanycka RBM yepe3 SSH)
libpg.s0.5
python3 (psycopg?2)

glibc-0:2.17-317.el7.i686
bash-0:4.2.46-35.el7_9.x86_64
gdbm-0:1.10-8.el7.x86_64
zlib-0:1.2.7-21.el7_9.x86_64
postgresql-libs-0:9.2.24-8.el7_9.x86_64
libuuid-0:2.23.2-65.€17.x86_64
glibc-0:2.17-326.el7_9.x86_64
libffi-0:3.0.13-19.el7.x86_64
platform-python

platform-python-libs

libpg

platform-python
platform-python-libs

rubackup-postgres-pro

Astra 1.6
Astra 1.7

Ubuntu 18.04

deb

openssl,

psmisc

wget

gnupg2

xauth (ons 3anycka RBM yepes SSH)

openssl,
psmisc
wget
gnupg?2

rubackup-client
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YctaHaBnmBaeMmbli
naker

OnepauunoHHas
cuctema

dopmart
nakeToB
oC

3aBncuMocTU naketoBs Linux

TpebyeMmblit nakeTt
rubackup

Ubuntu 20.04

xauth (zns 3anycka RBM yepes SSH)

openssil,

psmisc

wget

gnupg2

xauth (nns 3anycka RBM yepes SSH)

Anbt 10

CentOS 7

CentOS 8

RedOS 7.3

rpm

xauth (ans 3anycka RBM yepes SSH)
libpg.so0.5

glibc

bash

gdbm

zlib
postgresql-libs
libuuid

glibc

libffi

rubackup-postgresql

Astra 1.6
Astra 1.8

Astra 1.7

Debian 10

deb

openssil,
sudo,
Isof,

grep,
gawk

openssil,
sudo,
Isof,
grep,
gawk
perl

openssl,
sudo,
Isof,

grep,

rubackup-client
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YctaHaBnmBaeMmbli
naker

OnepauunoHHas
cuctema

dopmart
nakeToB
oC

3aBncuMocTU naketoBs Linux

TpebyeMmblit nakeTt
rubackup

Ubuntu 18.04

Ubuntu 20.04

wget

gnupg2

xauth (ona 3anycka RBM yepe3 SSH)
gawk

libmpfré

libsigsegv2

openssil,

sudo,

Isof,

grep,

gawk

libmpfré

libsigsegv2

wget

gnupg2

xauth (ons 3anycka RBM uepe3 SSH)

openssil,

sudo,

Isof,

grep,

gawk

wget

gnupg2

xauth (ans 3anycka RBM yepes SSH)

AnbTt 10

CentOS 7

rpm

xauth (zns 3anycka RBM yepes SSH)
libcurl.so.4

sudo,

Isof,

grep,
gawk

sudo,
Isof,
grep,
gawk
glibc
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YctaHaBnmBaeMmbli
naker

OnepauunoHHas
cuctema

dopmart
nakeToB
oC

3aBncuMocTU naketoBs Linux

TpebyeMmblit nakeTt
rubackup

CentOS 8

RedOS 7.3

RHEL 9

bash
libxml2
libcurl
libgce
libstdc++

sudo,

Isof,

grep,

gawk

Isof - - nobest

sudo,
Isof,

grep,
gawk

sudo,

Isof,

grep,

gawk

Isof - - nobest

rubackup-rbc

Astra 1.6

Astra 1.7

Astra 1.8

Debian 10

deb

libicus7

wget

gnupg2

xauth (zns 3anycka RBM yepes SSH)

libicu63

wget

gnupg2

xauth (zns 3anycka RBM yepea SSH)

libicu72

wget

gnupg2

xauth (ons 3anycka RBM yepes SSH)

libicu63
wget

rubackup-common-gui,
rubackup-client
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YctaHaBnmBaeMmbli
naker

OnepauunoHHas
cuctema

dopmart
nakeToB
oC

3aBncuMocTU naketoBs Linux

TpebyeMmblit nakeTt
rubackup

Ubuntu 18.04

Ubuntu 20.04

gnupg?2
xauth (gna 3anycka RBM yepes SSH)

libicu60

wget

gnupg2

xauth (nns 3anycka RBM yepes SSH)

libicu66

wget

gnupg2

xauth (ans 3anycka RBM yepes SSH)

CentOS 7

CentOS 8

RedOS 7.3

RHEL 9

rpm

libicu50.2
libxkbcommon
libxkbcommon-x11
xkeyboard-config

libicu60.3

libicu65.1

libicu67.1

AnbTt 10

AnbT Cepsep 10

AnbT CepBep 9

Rosa Cobalt 7.3

Rosa Cobalt 7.9

nm

xauth (zns 3anycka RBM yepes SSH)
libicu69,
libxkbcommon-x11

xauth (ons 3anycka RBM yepe3 SSH)
libicu69,
libxkbcommon-x11

xauth (ans 3anycka RBM yepes SSH)
libicu6b,
libxkbcommon-x11

libicu50.2,
libxkbcommon-x11

libicu50.1.2,
libxkbcommon-x11
gt5-gtbase-gui
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YctaHaBnmBaeMmbli
naker

OnepauunoHHas
cuctema

dopmart
nakeToB
oC

3aBncuMocTU naketoBs Linux

TpebyeMbiit nakeTt
rubackup

Rosa Chrome 12

libicu
libxkbcommon-x11

lib64icudata71,
libxkbcommon-x11
gt5-gtbase-gui

rubackup-rbm

Astra 1.6

Astra 1.7

Astra 1.8

Debian 10

Debian 12

Ubuntu 18.04

Ubuntu 20.04

deb

libicu57

wget

gnupg2

xauth (ons 3anycka RBM yepe3 SSH)

libicu63

wget

gnupg2

xauth (zns 3anycka RBM yepea SSH)

libicu72

wget

gnupg2

xauth (ons 3anycka RBM yepes SSH)

libicu63

wget

gnupg2

xauth (ons 3anycka RBM yepe3 SSH)

libicu72

wget

gnupg2

xauth (zns 3anycka RBM yepes SSH)

libicu60

wget

gnupg2

xauth (ons 3anycka RBM yepes SSH)

libicu66

wget

gnupg2

xauth (ons 3anycka RBM yepe3 SSH)

rubackup-common-gui
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YcTaHaBnMBaeMbili OnepauvnoHHas : TpebyeMmblit nakeTt
naket crcTeMa nageéos 3asucmMocTu nakeTos Linux rubackup
libicu70
Ubuntu 22.04 gr?lf; ”
xauth (ons 3anycka RBM uepe3 SSH)
CentOS 7 libicu50.2
CentOS 8 libicu60.3
Red0S 7.3 rem libicu65.1
RedOS 8 libicu71.1
RHEL 9 libicu67.1
libicu69,
AnbT 10 libxkbcommon-x11
xauth (ans 3anycka RBM yepes SSH)
libicu69,
AneT Cepaep 10 libxkbcommon-x11
libicu65,
AneT Gepaep 9 libxkbcommon-x11
libicu50.2,
Rosa Cobalt 7.3 rpm libxkbcommon-x11
libicu50.1.2,
libxkbcommon-x11
Rosa Cobalt 7.9 gts-gtbase-gui
libicu
libxkbcommon-x11
lib64icudata71,
Rosa Chrome 12 libxkbcommon-x11
gt5-gtbase-gui
rubackup-server Astra 1.7 deb openssl| rubackup-common,

libcurl3 nnu libcurl4,
mailutils nnn bsd-mailx,
libsasl2-2,

rubackup-client
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naker

OnepauunoHHas
cuctema

dopmart
nakeToB
oC

3aBncuMocTU naketoBs Linux

TpebyeMbiit nakeTt
rubackup

Debian 10

libldap-2.4-2,
libpugixmlivs

wget

gnupg2

xauth (ons 3anycka RBM yepes SSH)
exim4-base
exim4-config
exim4-daemon-light
guile-2.2-libs
libevent-2.1-6
libfribidi0

libgcic2
libgnutls-dane0
libgsasl7
libkyotocabinet16v5
libltdl7

liblzo2-2
libmailutils5
libmariadb3
libntlm0
libunbound8
mailutils-common
mariadb-common
mysgl-common
psmisc

openssl|

libcurl3 nnu libcurl4,
mailutils nnn bsd-mailx,
libsasl2-2,
libldap-2.4-2,
libpugixml1v5

wget

gnupg2

xauth (ans 3anycka RBM yepes SSH)
exim4-base
exim4-config
exim4-daemon-light
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naker

OnepauunoHHas
cuctema

dopmart
nakeToB
oC

3aBncuMocTU naketoBs Linux

TpebyeMbiit nakeTt
rubackup

Ubuntu 20.04

guile-2.2-libs
libcurl4
libevent-2.1-6
libfribidi0
libgcic2
libgnutls-dane0
libgsasl7
libkyotocabinet16v5
libltdl7 liblzo2-2
libmailutils5
libmariadb3
libntlm0
libpython2.7
libunbound8
mailutils-common
mariadb-common
mysgl-common
psmisc

openssl|

libcurl3 nnu libcurl4,
mailutils nnn bsd-mailx,
libsasl2-2,
libldap-2.4-2,
libpugixml1v5

wget

gnupg2

xauth (zns 3anycka RBM yepea SSH)
guile-2.2-libs

libgcic2

libgsasl7

libidn11
libkyotocabinet16v5
libmailutils6
libmysqlclient21
libntlm0
mailutils-common
mysql-common
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dopmart

YcTaHaBnMBaeMbili OnepauvnoHHas : TpebyeMmblit nakeTt
naket crcTeMa nageéos 3asucmMocTu nakeTos Linux rubackup
postfix
ssl-cert
Astra 1.8 openssl,

libcurl3 nnu libcurl4,
mailutils nnn bsd-mailx,
libsasl2-2,
libldap-2.5-0,
libpugixmliv5s

wget

gnupg2

xauth (zns 3anycka RBM yepes SSH)
exim4-base
exim4-config
exim4-daemon-light
gsasl-common guile-3.0-libs
libevent-2.1-7

libgc
libgnutls-dane0
libgnutls30
libgsasl18
libgssglue1

libidn12

libltdl7

libmailutils9
ibmariadb3
libncurses6
libncursesw6
libntimO

libpg5

libtinfo6
libunbound8
mailutils-common
mariadb-common
mysgl-common
ncurses-base
ncurses-bin
ncurses-term
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dopmart

YcTaHaBnMBaeMbili OnepauvnoHHas : TpebyeMmblit nakeTt
naket crcTeMa nageéos 3asucmMocTu nakeTos Linux rubackup
psmisc
Debian 12 openssil,

libcurl3 nnu libcurl4,
mailutils nnn bsd-mailx,
libsasl2-2,
libldap-2.5-0,
libpugixml1v5

wget

gnupg2

xauth (ans 3anycka RBM yepes SSH)
exim4-base
exim4-config
exim4-daemon-light
gsasl-common
guile-3.0-libs
libevent-2.1-7
libfribidi0

libgct
libgnutls-dane0
libgnutls30
libgsasl18
libgssglue1

libidn12

libltdl7

libmailutils9
libmariadb3
libncurses6

libntim0

libpg5

libpython3.11
libpython3.11-minimal
libpython3.11-stdlib
libunbound8
mailutils-common
mariadb-common
mysgl-common
psmisc
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3aBncuMocTU naketoBs Linux

TpebyeMbiit nakeTt
rubackup

Ubuntu 22.04

Astra 1.6

python3.11
python3.11-minimal

openssl,

libcurl3 nnu libcurl4,
mailutils nnn bsd-mailx,
libsasl2-2,
libldap-2.5-0,
libpugixmliv5s

wget

gnupg2

xauth (zns 3anycka RBM yepes SSH)
gsasl-common
guile-3.0-libs
libfribidi0

libgct

libgsasl7

libidn12

libltdl7

libmailutils8
libmysglclient21
libntimO

libpg5
mailutils-common
mysgl-common
postfix

ssl-cert

openssl,

libcurl3 nnu libcurl4,

mailutils nnn bsd-mailx,

libsasl2-2,

libldap-2.4-2

wget

gnupg2

xauth (ans 3anycka RBM yepes SSH)
exim4-base

exim4-config
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3aBncuMocTU naketoBs Linux

TpebyeMmblit nakeTt
rubackup

Ubuntu 18.04

exim4-daemon-light
libldap-2.4-2
libldap-common
liblockfile-bin
liblockfile1
libnghttp2-14
librtmp1

libssh2-1

psmisc

openssil,

libcurl3 nnw libcurl4,
mailutils nnu bsd-mailx,
libsasl2-2,
libldap-2.4-2

wget

gnupg2

xauth (ons 3anycka RBM yepes SSH)
guile-2.0-libs
libgcic2

libgsasl7
libkyotocabinet16v5
libltdl7

liblzo2-2

libmailutils5
libmysglclient20
libnghttp2-14 libntim0
libpython2.7
libpython2.7-minimal
libpython2.7-stdlib
librtmp1
mailutils-common
mysql-common
postfix

ssl-cert

Anbt 10

mm

mailutils,
libsasl2-3,
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TpebyeMmblit nakeTt
rubackup

CentOS 7

CentOS 8

RedOS 7.3

RedOS 8

RHEL 9

Rosa Chrome 12

libldap,
pugixml
xauth (ans 3anycka RBM yepea SSH)

mailx,
cyrus-sasl,
openldap,
pugixml

mailx,
cyrus-sasil,
openldap,
pugixml

mailx,
cyrus-sasl,
openldap,
pugixml

mailx,
cyrus-sasl,
openldap,
pugixml

s-nail,
cyrus-sasil,
openldap,
pugixml
mailx

mailutils,
lib64sasl2,
lib64ldap2.4_2,
lib64pugixmit,
gt5-gtbase-gui
cyrus-sasl
lib64db5.2
lib64ltdl7
lib64mailutils9
lib64mu_auth9
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TpebyeMmblit nakeTt
rubackup

Rosa Cobalt 7.3

Rosa Cobalt 7.9

lib64mu_dbm9
lib64mu_dotmail9
lib64mu_imap9
lib64mu_maildir9
lib64mu_mailer9
lib64mu_mbox9
lib64mu_pop9
lib64mu_sieve9
lib64muaux9
mailutils-locales

mailx,
cyrus-sasl,
openldap

mailx,

cyrus-sasl,
openldap
gt5-gtbase-gui
libicu
libxkbcommon-x11

rubackup-rest-api

Astra 1.6
Astra 1.7
Astra 1.8

CentOS 7

CentOS 8

Ubuntu 22.04

deb

wget

gnupg?2
xauth (ans 3anycka RBM yepes SSH)

postgresql-libs

wget

gnupg2
xauth (zns 3anycka RBM yepea SSH)

rubackup-server

Anbt 10

RedOS 7.3

Rosa Cobalt 7.3

nm

libpg.s0.5

postgresql-libs-0:9.2.18-1.res7.x86_64
bash-0:4.2.46-21.res7.x86_64
readline-0:6.2-9.res7.x86_64

rubackup-server
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TpebyeMbiit nakeTt
rubackup

Rosa Cobalt 7.9

gdbm-0:1.10-8.res7.x86_64
libstdc++-0:4.8.5-28.res7c.1.x86_64
libgcc-0:4.8.5-28.res7c.1.x86_64
sqlite-0:3.7.17-8.res7.x86_64
ncurses-libs-0:5.9-
13.20130511.res7.x86_64
libuuid-0:2.23.2-33.res7.x86_64
zlib-0:1.2.7-17.res7.x86_64
glibc-0:2.17-222.res7.x86_64
libffi-0:3.0.13-18.res7.x86_64
glibc-0:2.17-222.res7.i686
openssl-libs-1:1.0.1e-60.res7c.1.x86_64

postgresql-libs-0:9.2.18-1.res7.x86_64
bash-0:4.2.46-21.res7.x86_64
readline-0:6.2-9.res7.x86_64
gdbm-0:1.10-8.res7.x86_64
libstdc++-0:4.8.5-28.res7c.1.x86_64
libgcc-0:4.8.5-28.res7c.1.x86_64
sqlite-0:3.7.17-8.res7.x86_64
ncurses-libs-0:5.9-
13.20130511.res7.x86_64
libuuid-0:2.23.2-33.res7.x86_64
zlib-0:1.2.7-17.res7.x86_64
glibc-0:2.17-222.res7.x86_64
libffi-0:3.0.13-18.res7.x86_64
glibc-0:2.17-222.res7.i686
openssl-libs-1:1.0.1e-60.res7c.1.x86_64

rubackup-tionix

Anbt 10

Rosa Cobalt 7.9

rpm

gt5-gtbase-gui
libicu
libxkbcommon-x11

rubackup-client

rubackup-ovirt-client

CentOS 8

m

rubackup-ovirt-common

rubackup-ovirt-common

CentOS 8

rpm

BHMMAHME!
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TpebyeMmblit nakeTt
rubackup

HE COBMECTWM c na-
KeToMm rubackup-common

rubackup-mailion

Astra 1.7

deb

wget

gnupg?2
xauth (ons 3anycka RBM yepes SSH)

rubackup-client

rubackup-rustack

Astra 1.6

Astra 1.7

Ubuntu 18.04

deb

openssl

libcurl3

libcurl4

wget

gnupg2

xauth (zns 3anycka RBM yepes SSH)
libldap-2.4-2

libldap-common libnghttp2-14
librtmp1

libssh2-1

openssl|

libcurl3

libcurl4

wget

gnupg2

xauth (ons 3anycka RBM yepe3 SSH)

wget

gnupg2

xauth (ans 3anycka RBM yepes SSH)
libcurl3

libnghttp2-14

librtmp1

rubackup-client

rubackup-aerodisk

Astra 1.6

deb

openssil,

libcurl3 nnw libcurl4
libldap-2.4-2

libldap-common libnghttp2-14
librtmp1

libssh2-1

wget

rubackup-client
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TpebyeMbiit nakeTt
rubackup

Astra 1.7

Debian 10

Ubuntu 18.04

Ubuntu 20.04

gnupg?2
xauth (gna 3anycka RBM yepes SSH)

openssl,

libcurl3 nnwu libcurl4

wget

gnupg?2

xauth (ons 3anycka RBM yepes SSH)

openssl,

libcurl3 nnw libcurl4

wget

gnupg2

xauth (ons 3anycka RBM yepes SSH)

openssl,

libcurl3 nnw libcurl4

libnghttp2-14

librtmp1

wget

gnupg2

xauth (ons 3anycka RBM yepes SSH)

openssl,

libcurl3 nnwu libcurl4

wget

gnupg?2

xauth (ons 3anycka RBM yepe3 SSH)

rubackup-brest

Astra 1.6

Astra 1.7

deb

openssl,

libcurl3 nnw libcurl4

wget

gnupg2

xauth (ons 3anycka RBM yepes SSH)
libldap-2.4-2

libldap-common libnghttp2-14
librtmp1

libssh2-1

openssil,

rubackup-client
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TpebyeMbiit nakeTt
rubackup

libcurl3 nnw libcurl4

wget

gnupg2

xauth (ons 3anycka RBM uepe3 SSH)

rubackup-brest-template

Astra 1.6

Astra 1.7

deb

openssil,

libcurl3 nnw libcurl4

wget

gnupg2

xauth (ons 3anycka RBM yepe3 SSH)
libldap-2.4-2

libldap-common libnghttp2-14
librtmp1

libssh2-1

openssil,

libcurl3 nnw libcurl4

wget

gnupg2

xauth (nns 3anycka RBM yepes SSH)

rubackup-client

rubackup-openstack

Astra 1.6
Astra 1.7

Ubuntu 18.04

Ubuntu 20.04

deb

openssl|

wget

gnupg2

xauth (ans 3anycka RBM yepes SSH)

openssl

wget

gnupg2

xauth (ona 3anycka RBM yepes SSH)

openssl

wget

gnupg2

xauth (zns 3anycka RBM yepes SSH)

RedOS 7.3

m

rubackup-client

rubackup-vmware

Ubuntu 20.04

deb

openssl,
libcurl3 nnn libcurl4

rubackup-client
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wget

gnupg2
xauth (ans 3anycka RBM yepea SSH)
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4 'RuBackup

Mpunoxexune B

CTpykTypa ycTaHoBNEHHbIX nakeToB CUCTEMbl pe3epBHOro KONMpOBaHUS U
BOCCTaHoBneHus naHHbix RuBackup

Mpwn ycTaHOBKE MHCTANNSUMOHHBIA rpm/deb-nakeT Gyaet aBToMaTtMyeckn pacna-

KOBaH B anpekToputo /opt/rubackup.

CTpykTypa ycTaHOBNEHHbIX MakeTOB OCHOBHOrO cepBepa npuBendeHa B Ttabnuue

13.

Tabnmya 13 — CTpyKTYPAa yCTaHOB/IEHHbIX 1aKeTOB OCHOBHOIO CEPBEPa

CTPYKTYpPHbIV 9NeMeHT

/opt/rubackup

/opt/rubackup/keys/client/

/opt/rubackup/keys/server/

/opt/rubackup/keys/rootCA/

/opt/rubackup/etc/

/opt/rubackup/etc/Id.so.conf.d/
rubackup.conf

/opt/rubackup/copyrights/

/opt/rubackup/rc/icons/

HasHauyeHve aneMeHTa

OupekTopuns, B KOTOPOWN pacnakoBaH yCTaHOBOY-
HblA komnnekT KomrnoHeHTa RuBackup, a Takxe
ncnonb3yemble AONONHUTENbHbIE MHCTPYMEHTI

Maket rubackup-common

Manka cooepXunT cepTuUKaT U 3aKpbIThIA KoY
KNMeHTa [ONns  BHYTPEHHEro B3auMMOAENCTBUS
komnoHeHToB CPK no npotokony SSL

Manka cooepXunT cepTuduKkaT 1 3aKpbIThlA KoY
cepBepa [Ans BHYTPEHHEro B3aMMOLENCTBUS
komnoHeHToB CPK no npotokony SSL

Manka cooepXunT camonoanuncaHHbli cepTudpukat
N 3aKpbiTbli KNHOY LEHTpa cepTudpukauum ons
BHYTPEHHEro B3ammonenctenst kKomnoHeHTos CPK
no npotokony SSL

Manka comepXuUT KOHGUrypaumoHHble doaknbl
CPK RuBackup

BcnomoratenbHbln  KOHUIrypaumoHHbIA  chawn,
ykasbiBawowmin OC nyTb K OONOAHUTENbHbLIM BMb-
nnotekam, ncnonbldyembix CPK RuBackup

Manka cooepXut goannbl IMUEH3UOHHbIX COrna-
LeHNI

Manka cooepXuT UKOHKU MHTepgoerica

MakeT rubackup-client

169



CTPYKTYpPHbI 9NeMeHT

/opt/rubackup/etc/systemd/system/

/opt/rubackup/etc/rubackup.isf

/opt/rubackup/etc/systemd/system/
rubackup_client.service

/opt/rubackup/scripts/

/opt/rubackup/scripts/test-script.sh

/opt/rubackup/log/

/opt/rubackup/man/

/opt/rubackup/modules/

/opt/rubackup/modules/rb_module_Ilvm

/opt/rubackup/modules/
rb_module_filesystem

/opt/rubackup/bin/

/opt/rubackup/bin/rb_schedule

/opt/rubackup/bin/rb_replicas

/opt/rubackup/bin/rb_health_check

4 'RuBackup

HasHauyeHve aneMeHTa

Manka conepxut cepsucbl CPK RuBackup

®dann nokanbHoro pacnmcaHua KnueHta cuctemsl
pes3epBHOro KoNMpoBaHS

Cepsuc KnneHtckon yactn CPK RuBackup

Manka comepXuT CKpUNThl
RuBackup

ynpaeneHns CPK

Mpyvmep ckpunTta LNS BbINOMHEHUS MPU pPe3epB-
HOM KOMMPOBaHWK

Manka COOEepPXUT XypHanbl cobbiTniA 1 3aaay

Manka conepXmnT MHCTPYKLUN NO UCMONb30BaHMUIO
yTUAnT

Manka cooepXuT UCNONHUTENbHbIE MOYNN, NOA-
LepXuBawowme pes3epBHOE  KOMUMPOBaHWe U
BOCCT@HOBJIEHNE LUEeNneBoro pecypca (noonepxu-
Baemoro knmeHtom CPK)

NcnonHsemblii Mooy nb NS pe3epBHOro KonmpoBa-
HWS 1 BOCCTAHOBNEHUS NOTMYECKUX TOMOB lvm

McnonHsembii Mmooynb pe3epBHOro KOMMPOBaHWUS
harnnoBom CUCTEMbI

Manka conepXuT KOHCOMbHbIE YTUNWTLI, Noanep-
XMBAEMbIe Ha KNMEHTE ANS YyNpaBNeHUs pe3eps-
HbIM KOMMPOBAHNEM U BOCCTAHOBNEHNEM OAHHbIX

YTtunuta knveHta RuBackup ons npocmoTtpa npa-
BUN rnobanbHOro pacnMcaHns KMeHTa B CUCTEME
pe3epBHOro KONUPoBaHMA

Ytunuta knueHta RuBackup nns ynpaBneHus
npasunamy pennvkauum Ha KnvmeHTe. Bol MoXeTe
NPOCMOTPETb CMNCOK BCEX MpaBun pennukaumu, a
TakXe 3anycTuTb BbiOpaHHOe NpaBmio

Ytunuta knneHta RuBackup ons npoeepku KOH-

(pvlrypau,vlvl KNMeHTa n ero oKpy>xeHus. BbinonHs-
€TCA npoBepkKa nepeMeHHbIX OKPYXeHnsA, Bepcumn
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CTPYKTYpPHbI 9NeMeHT

/opt/rubackup/bin/rubackup_client

/opt/rubackup/bin/rb_init

/opt/rubackup/bin/rb_archives

/opt/rubackup/bin/rbfd

/opt/rubackup/bin/rb_tasks

/opt/rubackup/bin/
rb_client_defined_storages

/opt/rubackup/rc/

/opt/rubackup/mnt/

/opt/rubackup/etc/systemd/system/

4 'RuBackup

HasHauyeHve aneMeHTa

Meaunacepsepa. MNpoBepsieTcss NOAK/OYEHNE KNU-
eHTa Kk 6ase OaHHbIX, CEpBepy, Meamacepsepy u
TONICTOMY KJIMEHTY

KnueHT pesepsHoro konuvposaHus RuBackup
npeacTasnseT cobor (OOHOBOE NPUNOXeEHNe (cep-
BMC, OEMOH), 3arnyleHHOe Ha XOCTe KAMeHTa u
B3anmMogencTeywee ¢ cepsepom RuBackup

YTtunuta agmmHuctpartopa RuBackup ons nepso-
Ha4yanbHOro KOHQUIypuvpoOBaHUSA KNveHTa cpasy
nocne pasBépTbiBaHWS Naketa WCMOJIHAEMbIX
hainoB. HeWHTEpakTUBHBLIA pPeXuUM Heobxoaum
N5 cLueHapreB MaccoBOro passepTbiBaHNSA

YTtunuta knneHta RuBackup npenHasHavyeHa ons
NpoCMOTpa CMMCKa PEe3epBHbIX KOMUA KNMEHTa B
CUCTEME pPE3EepPBHOr0 KOMMPOBAHWS, CO3OaHUS
CPOYHbIX PE3EPBHbIX KOMWIA, UX yaaneHus, npo-
BEPKM U BOCCTaHOBNEHMS. PaboTaeT TONbKO B TOM
cnydyae, ecnv Ha knueHTe paboTtaeT cnyxba (cep-
BWC, OEMOH) KnuneHTa rubackup_client

Ytunuta agmnHucTtpartopa RuBackup ons cospa-
HUS N BOCCTAHOBJIEHMS MOJHbIX U UHKPEMEHTarb-
HbIX PEe3epPBHbIX KOMUiA pecypcoB B Nobbix dpaino-
BbIX cuctemax. Pecypcom MoxeT ObiTb chaiin, Ka-
Tanor uny 65104Hoe YCTPOMCTBO

Ytnnuta «knueHta RuBackup pnng npocmoTpa
crvcka 3agad KnmeHTa B CUCTeMe pe3epBHOro Ko-
nuposaHua RuBackup

Ytnnuta agMuHuctpatopa RuBackup ona ynpas-
NEeHUs KANEHTCKMMK XpaHunuwamun. Bbl MoxeTe
npocMaTpuBaTtb, 000aBNATb U yOansaTb KIWEHT-
CKMe XpaHunuuia B KoHdUrypaumm

Manka cooepXUT KOHMPUrypauMoHHbIe CKPUNThI
CPK RuBackup

MpenocTaBnsieTcs kak BPEMEHHasi TOYKa MOHTM-
poBaHUs Ans goparnoBbiX CUCTEM

Maket rubackup-server

Manka onepxut cepaucbl CPK RuBackup
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CTPYKTYpPHbI 9NeMeHT

/opt/rubackup/etc/systemd/system/
rubackup_server.service

/opt/rubackup/man/

/opt/rubackup/log/

/opt/rubackup/log/Rubackup.log

/opt/rubackup/log/task.log

/opt/rubackup/log/module_.log

/opt/rubackup/log/rbfd

/opt/rubackup/lib/

/opt/rubackup/bin/

/opt/rubackup/bin/rb_modules

/opt/rubackup/bin/rb_tape_libraries

/opt/rubackup/bin/rb_media_servers

4 'RuBackup

HasHauyeHve aneMeHTa

Cepsuc CepsepHoii yactn CPK RuBackup

[Manka coaepXxuT doansbl onucaHnin yTUanT

Manka cooepXxuT cpainbl XypHana cobbiTui

CuCTeMHBI XypHan cobbITUiA, TakXe COAEpPXMUT
MHgpopmMaumio 0 NULIEH3NN

XypHanbl cobbiTuii, cogepxaime cobbiTus 3anad
CPK

XypHanbl cobbITWIA UICNONHAEMbBIX MOLY NEl

NHbopmaums o npouecce BbINOMHEHNS CO3OaHNS
PK ons kaxgonm 3agayun, kotopas ucnonoayert rbfd

Manka cooepXxut 6ubnuotekn, Heobxoonmble ONs
paboTbl CPK RuBackup

Manka COOEPXUT UCNONHAEMDbIE cpa|7|nb| onsa
3anycka ytmnmt

YTtunuta agmmHuctparopa RuBackup ons ynpas-
nexHma Mogaynsamu

YTtunuta agmmHuctpartopa RuBackup ons ynpas-
NeHNs NEHTOYHbIMM BMBNMoTEKAMN B CUCTEME pe-
3epsHOro konupoeaHus RuBackup. Bbl moxete
npocMatpuBatb MHGOPMALMIO O NEHTOYHbIX 61b-
nnotekax B cepeepHon rpynnupoeke RuBackup,
CUHXPOHM3NPOBATb NEHTOYHYIO BUONMOTEKY C WH-
hopmaumein 0 Heit B 6ase LaHHbLIX,MMMNOPTMPO-
BaTb, 9KCMOPTUPOBATb M NEPEMELLATL KAPTPULXM
B NIEHTOYHOW 6UBNNOTEKE, @ TakXe NPOM3BOAUTb
LTFS dopmaTtupoeaHve kaptpuoxen, Haxons-
WKUXCS B CNOTAX NEHTOYHON BUBNNOTEKN.

YTtunuta agmmHuctpartopa RuBackup ons ynpas-
nexHma megmnacepsepamn RuBackup. Bbl Moxete
npocMatpuBatb CNWCOK MeaunacepBepoB, nobas-
NATb VX, YOANATb UAN N3MEHSATb UX OMUCaHUS. Me-
nvacepsep npegHasHayveH ons B3anMoLencTBns
KNMeHTamy npu Cco34aHUKM, BOCCTAHOBMEHUN U
nepenaye pesepsHbIX KOMUIA
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/opt/rubackup/bin/rb_user_groups

/opt/rubackup/bin/rubackup_server

/opt/rubackup/bin/rb_local_filesystems

/opt/rubackup/bin/rb_security

/opt/rubackup/bin/rb_clients

/opt/rubackup/bin/rb_update

/opt/rubackup/bin/rb_block_devices

/opt/rubackup/bin/rb_global_config

/opt/rubackup/bin/rb_global_schedule

4 'RuBackup

HasHauyeHve aneMeHTa

YTtunuta agmmHuctparopa RuBackup ons ynpas-
neHmsa rpynnamy nonb3osartenei. Bbl MoxeTe
npocMatpuBaTtb rpynnbl nonb3oBaTtenei, nobas-
NATb W ypansitTb UX, a TakKXe U3MEHSTb UX Ha3Ba-
HWe 1 onncaHue

CepBep pesepsHoro konuposaHus RuBackup
npeactasnseT coboit cUCTeMHOE HOHOBOE MPUO-
XeHune (cnyxba, OEMOH), BHYTPU KOTOPOro of-
HOBPEMEHHO BbINOHATCSA MHOXECTBO MOTOKOB,
OoTBEYalWwmMx 3a pasHble (OYHKUMUM CUCTEMbI pe-
3E€pPBHOr0 KOMMPOBaHNS

Ytunuta agmnHucTtpartopa RuBackup ans ynpas-
NEeHNsa  XpaHunuwamu pesepBHbIX Konui  Tuna
darnnosas cuctema. XpaHunauwa Takoro Tuna
LOONMXHbl 6bITb aCCOLMMPOBAHbLI C My/IOM TOr0 Xe
TMna

YTtunuta RuBackup onst paboTtbl ¢ XypHanom co-
ObITWIA NHCPOPMALUMOHHO He30nacHOCTU

Ytunuta agmnHucTtpartopa RuBackup ons ynpas-
neHns knveHtamm RuBackup. Bbl moxeTte rnpo-
cMaTpvBaTbh CMMUCOK KMEHTOB, a TakXxe nobas-
NATb, yoanaTb NN U3MEHATb UX.

Ytnnuta agMuHuctpatopa RuBackup ong ynpas-
neHms obHoBneHmsiMm 6a3 paHHbIx. Cospaet sql
WHCTPYKLMK, NO3BONSOWME caenatb 06HOBNEHME
6a3bl 4aHHbIX

Ytunuta agmnHucTtpartopa RuBackup ons ynpas-
neHns GNOYHBIMK YCTPOCTBAMA

Ytunuta agmnHuctpartopa RuBackup ons ynpas-
NeHns napameTpamy rnobanbHON KoHdUrypaumm
cepsepHon rpynnupoekn RuBackup. MNapameTpsbl
rnobanbHOW KOHMUrypauum OencTBUTENbHbI ANs
BCEX CEPBEPOB, BXOAAWMX B KnacTep CepBepoB
RuBackup

Ytunuta agmnHucTtpartopa RuBackup ans ynpas-
neHns rnobanbHbiM pacnucadmem RuBackup. IMno-
6anbHoe pacnucaHne cCoCTOMT U3 OTAEeNbHbIX Npa-
BW/, KOTOPbIE MOTYT BbINOJIHATLCS NO ONpenenéH-
HbIM YCNOBMAM ONa onpenenéHHoro pecypca Ha
KNMEHTEe CUCTEeMbl PEe3epBHOr0 KOMUPOBAHWUSI.
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/opt/rubackup/bin/rb_repository

/opt/rubackup/bin/rb_users

/opt/rubackup/bin/rb_tape_cartriges

/opt/rubackup/bin/rb_inventory

/opt/rubackup/bin/rb_interoperation

4 'RuBackup

HasHauyeHve aneMeHTa

Mo>XHO mpocmaTpuBaTtb CAUCOK Mpasun rnobanb-
HOFO pacnucaHnsl, 3KCNopTUPOBaTb HACTPOMNKMU
npaevna B oain M UMNOPTMPOBATb MPaBWIO U3
chaiina B rnobanbHoOe pacnucaHve, yoansite npa-
BUNa u3 rnobanbHOro pacnucaHusi, ocTaHaBnu-
BaTb (PYHKLMOHUPOBaHME NpaBmna niy 3anyckatb
ero B paboTy, a Takxe HeMeL/NeHHO co3naBaTb
3afayy Ha ocHoBe mpasuna rnobanbHOro pacnu-
caHus

YTtunuta agmnHuctpatopa RuBackup ons pocty-
na kK 3anucsam pernosmtopus. lossonseTt npocmar-
puBaTb CMMUCOK Pe3epBHbIX KOMWRA, ynansatb W
nepemellarb pe3epsBHbIe KONuu, NpoBeEpPsTb UX Le-
NOCTHOCTb Y BbIMOMHATb UX pPenankaumio (Konmpo-
BaHWe) B apyrue nynbl. ONns BbINOMAHEHUS 3TUX
OEenCTBMIA yTunmuta Cco30aéT COOTBETCTBYIOLWYIO
3apadvy B rnaBHOM o4vepenm 3aday U 3aKkaHymeaet
CBOE BbIMONHEHME OO0 TOr0 MOMEHTa, Kak 3ajaya
6yneT BbINONHEHA

Ytunuta agmmHucTtpartopa RuBackup ans ynpas-
neHns nonb3oBaTtenamu. Bol MoXxeTe npocmatpu-
BaTb CMWCOK Monb3oBaTtenei, nobaBnatb, yna-
NATb N NU3MEHATb UX

YTtunuta agmmHuctpartopa RuBackup ons ynpas-
NEeHNs KapTpuaxamy NeHTOYHbIX 6ubnunoTek. Bebl
MOXeTe npocMaTpmBaTb CNMCOK KapTpuaxen, no-
6aBnsATb, yoansitb UM U3MEHSATb ux. Kaxnapbli
KapTpuaX npuHagnexuT Kakomy-nubo nyny tuna
NeHToYHas bubnuoteka

Ytunuta agmnHnctpartopa RuBackup ons BHece-
Hus B 6a3y aaHHbix RuBackup nHdopmauum o pe-
3epPBHbIX KOMNWSX, KOTopble Bbinn caenaHbl BHE Te-
Kywen koHdwurypauum RuBackup, Hanpumep, B
Apyrou cepeepHoii rpynnupoeke RuBackup

Ytnnuta agMuHuctpatopa RuBackup ong ynpas-
NeHns 3agadyamu MMmnopTa Uan aKcrnoprta peseps-
HbIX KOMUA MeX Oy He3aBUCUMbIMU CUCTEMaMK pe-
3epBHOro KonuposaHus. Bbl MoxeTe ynpasnsaTb
CMNCKOM CUCTEM, ONS KOTOPbIX CylecTByeT BO3-
MOXHOCTb uMnopTa wnan akcnopta. [obaensTtb,
npocMatpusaTtb, pefakTuposaTb, yoansaTb, ocTa-
HaBnMBaTb WM 3anyckaTb MNpasuna akcrnoprta wau
umnopTta. TakXxe Bbl CMOXeETe NPOBepsATb Ouve-
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/opt/rubackup/bin/rb_clouds

/opt/rubackup/bin/rb_copy2pool

/opt/rubackup/bin/rb_notifications

/opt/rubackup/bin/
rb_remote_replication

/opt/rubackup/bin/rb_pools

/opt/rubackup/bin/rb_tl_task queue

/opt/rubackup/bin/
rb_block_device_check

4 'RuBackup

HasHauyeHve aneMeHTa

penpb 3a4ad v ynansTb BbiNOMHEHHbIE 3a8adyn unm
3aBeplumBLlIMecs ¢ owmnbkoii. Y Bac 6yaet BO3MOX-
HOCTb co3AaTb 3afayy Ha 3KCMopT pPe3epBHOMN KO-
M1 N3 penosmTopus

Ytunuta agmuHuctpatopa RuBackup ans npo-
CcMOTpa KOHdMrypaumm, nobasneHus unu ypane-
HUs obnakos S3 B cCMCTEME PE3epBHOro KOMMpo-
BaHUS

YTtunuta agmmHuctparopa RuBackup ons ynpas-
neHmsa pennukauven. [lpepocTaBnsieT BO3MOX-
HOCTb CO3[aBaTb TOYHble KONuUW (pennuku) pe-
3epBHbIX KONWUA NS NpaBuf Pe3epBHOro Konumpo-
BaHWS 1 ONS CTpaTeruin pe3epeBHOro KOnMpoBaHus

Ytunuta agmnHucTtpartopa RuBackup ans ynpas-
NeHns ovepenbio yBeoomneHuid. B oyepeon yse-
LOMNEHUI coOepXaTCs BCe aKkTyallbHble YBEeOOM-
neHmsa rpynn nonb3oeartenen RuBackup o npowc-
X0OsWMX B cMCTEME COObITUSIX. YBELOMNEHNSI MO-
ryT ObiTb HacTpoeHbl B MpaBwunax rnobanbHoro
pacnucaHus 1 B ctpaTerusix

Ytunuta agmnHucTtpartopa RuBackup ons ynpas-
NEeHNs HenpepbIBHOW yOanéHHOW pennukaumnen.
HenpepbiBHas ypanéHHas pennukaumsi coctouT
N3 OTHEeNbHbIX MpPaBwu, KOTOPble MOryT BbIMOJI-
HATbCA MO onpenenéHHbIM YCnoBuaAM ONns orpe-
nenéHHoro pecypca. MoxHo npocmaTtpueartb Crv-
COK MNpasw/ HErNnpepbIBHON yOanéHHom pennuka-
LUuKW, 3KCrMopTMpOBaTb HAaCTPOWKM npasuna B
doainn n nMnopTmposaTb Npasuno U3 dgparina, yna-
NATb npasuna, octaHaenMBaTb (OYHKLIMOHMPOBA-
HVe npaBsnna unu 3anyckatb ero B paboty

Ytnnuta agMuHuctpatopa RuBackup ong ynpas-
neHns nynamu. Bbl MOXeTe npocmatpmsaTtb Crv-
COK nynoB, 000aBnATb, yOansiTb U U3MEHATb MX.
Kaxgblidi nyn npvHagnexumTt kakomy-nubo megma-
cepseepy. lNynbl ucnonb3yoTcs Ons rpynnuposa-
HWS YCTPOWCTB XpaHeHNs pe3epBHbIX KOMui

Ytunuta agmnHucTtpartopa RuBackup ons ynpas-
neHms Oyepenpto 3a8ay NeHTOYHbIX 6ubnnoTek

Ytunuta agmuHuctpartopa RuBackup nns npo-
BEPKU LENOCTHOCTM pe3epBHbIX Konmuidi Ha 6noy-
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/opt/rubackup/bin/rb_client_group

/opt/rubackup/bin/rb_bandwidth

/opt/rubackup/bin/rb_task_queue

/opt/rubackup/bin/
rb_cloud_task_queue

/opt/rubackup/bin/rb_strategies

/opt/rubackup/bin/rb_log_viewer

/opt/rubackup/rc/init/

/opt/rubackup/mnt/

/opt/rubackup/bin/rubackup_api

4 'RuBackup

HasHauyeHve aneMeHTa

HOM yCTpONCTBE

YTtunuta agmmHuctpartopa RuBackup ons ynpas-
neHnsa rpynnamu KnneHTos. Bel MOXeTe npocmar-
pvBaTb rpynnbl KNMEHTOB, 0OOABNATb UX, yOANsaTb
NN U3MEHATb UX HassaHwe n onucaHve. [pynnu-
pOBKa KNMEHTOB MOXET noTtpeboBaTbCcs B cCryyae
HeobXx0AMMOCTU BbINONMHEHNS TPYNMOBbIX onepa-
LA pe3epBHOro KOMMPOoBaHUS B CTpaTernsx

YTtunuta agmmHuctparopa RuBackup ons ynpas-
NEHUSI OrpaHNYEeHUsSIMM NPOMYCKHON CNOCOBHOCTH
npwu BbINOTHEHUN OMNepaunii Pe3epBHOro KOMMpo-
BaHMWA LN KAMEHTOB MAM npasun rnobanbHoro
pacnucaHus. Bbl MOXeTe ycTaHOBUTb OOHO WU
HECKONbKO OrpaHWYeHnn MPOMnycKHoOM CnocobHo-
cTn ana onpenenéHHoro knueHta CPK wmnu gna
Kakoro-nnbo npasuna rnobanbHOro pacnucaHus

Ytunuta agmnHucTtpartopa RuBackup ans ynpas-
NeHnsa rnaBHOM o4epenbio 3adad. B oyepenm 3a-
a4y cogepxarcsl Bce aKkTyanbHble 3a4a4u Ha co-
30aHue, BOCCTAHOBNEHWe, yaaneHvue, nepeelle-
HVE 1 NPOBEPKY PEe3EPBHbIX KOMUiA

Ytunuta agmuHuctpaTtopa RuBackup ons npo-
CMOTpa 3apjay, KoTopble CBsi3aHbl C 061a4YHbIMU
onepauusamun. lNpn xpaHeHUn pe3epBHbIX KOMWA B
obnake S3 Bam MoxeT noTpeboBaTbCcs 3arpy3nTb
PE3EPBHYIO KOMUIO B 06Nako MAu BbIrpy3nTb Ka-
KoW-nnbo 13 goaiinos pe3epBHOI Konumn n3 obnaka

YTtunuta agmnHuctpartopa RuBackup ons ynpas-
NeHns cTpaTernsamm

Ytunuta agmuHuctpaTtopa RuBackup nns npo-
CMOTpa 1 yNpaBneHns XypHanamm coobweHuni

CopepXut KoHgurypaumoHHole ckpuntbl CPK
RuBackup

MpenocTaBnsieTcs kak BPEMEHHasi TOYKa MOHTM-
poBaHUs Ans goparnoBbiX CUCTEM

MakeT rubackup-rest-api

Bash-ckpunt, ccbinalowmincs Ha WCNONHAEMbI
goann no nyTu /opt/rubackup/lib/

176



CTPYKTYpPHbI 9NeMeHT

/opt/rubackup/etc/systemd/system/
rubackup_api.service

/opt/rubackup/etc/rubackup_api.env

/opt/rubackup/etc/
rubackup_api_logger.conf./opt/

/opt/rubackup/lib/
rubackup_rest_api_lib/
rubackup_api.bin

/opt/rubackup/rc/rubackup_api/ui/

4 'RuBackup

HasHauyeHve aneMeHTa

rubackup_rest_api_lib/rubackup_api.bin

daiin cepeuca npunoxenus rubackup_api, Heob-
XOOUMbIA AN B3aUMOOEWCTBUA C MPUNIOXEHUEM
yepes yTunutol systemctl n system

darn HacTpoeK OKPY>XeHus, NoArpyXaembiii cep-
BMCOM MNpUIoXeHus. HyXeH ona HacTpownku npu-
NOXEeHWsa B 4acTW NOAKNIOYEHNA U OTNaaku

KoHdourypaumnoHHbidi - pan  TOHKOW HACTPONKM
XypHanuposaHus B npunoxenun CPK RuBackup
REST API. He npegnonaraeTtcs BHeCeHWe u3Me-
HEHWIA CO CTOPOHbI NONb30BaTENA

NcnonHsembid dpan npunoxeHunin CPK RuBackup
REST API n Tucana

MNManka cogepXxuT dharnbl rpapuku NPUNoXeHus

Maket rubackup-common-gui

/opt/rubackup/keys/rbm/

/opt/rubackup/gui/plugins/

/opt/rubackup/gui/lib/

/opt/rubackup/gui/gml/

/opt/rubackup/gui/rc/

/opt/rubackup/gui/rc/themes/

~/.rbm2/.logs

Manka cooepXuT cepTUUKaT 1 3aKPbITbIA KoY
npunoxexnns RBM ona BHyTpeHHero B3ammomen-
ctBmsa komnoHeHToB CPK no npotokony SSL

[Manka coaoepXuT nnaruHb

Manka comoepXut 6ubnnMoTekn, WUCMNONb3ye-Mble
rpagounyeckmm npunoxexHnem RBM

Manka cogepxunt QML-6bmbnunotekn, Mcnonbaye-
Mble rpadounyeckum npunoxeHnem RBM

Manka cooepXuT HaCTPOMKM  rpadou4eckoro

oTobpaxeHus, B T.4. TEMbI, NepeBoabl MPUIoXxe-
Hus RBM

®dannbl Tem npunoxenns RBM

MNMakeT rubackup-rom

XypHan cobbiTniA, cogoepxauwuii cobbiTus B COOT-
BETCTBUM C YCTAHOBNEHHbIM YPOBHEM /OrMpoBa-
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~/.rbm2/.rb_gui_column_settings

~/.rbm2/.rb_gui_main_settings

/opt/rubackup/gui/rc/langs/

/opt/rubackup/gui/rc/info/

/opt/rubackup/bin/rbm

4 'RuBackup

HasHauyeHve aneMeHTa

HWS, ONS CNy>XebHOro NCnonb30BaHWs

dain HacTponkn KonoHok Tabnuuy B okHe RBM
ONa 3anoMUHaHMA HacTpoek nonb3osartens (true
— rnokasatb KONOHKY, false — CKpbITb KONOHKY)

KoHdourypaunoHHbiin tpann, cogepxawmin nHop-
Mauumio 0 napameTtpax n HacTpoikax RBM

dannbl C TEKCTaMy NepeBoaoB UHTepdperica npu-
noxenvns RBM

NHdbopMaumoHHble noackasku npunoxexHns RBM

WcnonHsiembih cpanin npunoxenns RBM

MakeT rubackup-init-gui

/opt/rubackup/bin/rb_init_gui

/opt/rubackup/gui/rc/langs/rb_init2_ru.qm

/opt/rubackup/gui/rc/langs/

/opt/rubackup/bin/rbc

WcnonHsembii  chain  mactepa  HacTPOMKM
RuBackup

dann ¢ TekcTamm nNepeBonOB MHTepdpenca npu-
noxeHus «MacTtep HacTporkn RuBackup»

MakeTt rubackup-rbc

darinbl ¢ TEKCTaMN NEPEBOLOB MHTEPAOEnca npu-
noxenus RBC

NcnonHsembid dpaiin npunoxernns RBC

Maket rubackup-rustack

/opt/rubackup/etc/
rb_module_rustack.conf

/opt/rubackup/modules/
rb_module_rustack

KoHourypaumnoHHblin coain mMomoyns pes3epBHOro
KOMMpOBaHWSA M BOCCTAHOBNIEHUSA [OaHHbIX BUPTY-
anbHbIX MalWWH nnatgopMbl  BUPTyann3aumm
RUSTACK

YTnnnta pe3epBHOro KONUpPOBaHWS U BOCCTAHOB-

NEeHNsa OaHHbIX BUPTYyanbHbIX MawWwWH NnatgopMbl
Buptyanusauun RUSTACK
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CTPYKTYpPHbI 9NeMeHT HasHayeHue anemeHTa
MNMaket rubackup-postgres-pro

KoHdourypaumnoHHblin ¢oain Momoyns pe3epBHOro
KOMMpOBaHWS N BOCCTAHOBMIEHWUS OaHHbIX KnacTe-

/opt/rubackup/etc/
rb_module_postgres_pro.conf

/opt/rubackup/modules/

rb_module_postgres_pro_lib/
rb_module_postgres_pro.bin

/opt/rubackup/modules/
rb_module_postgres_pro

/opt/rubackup/etc/
rb_module_postgresql.conf

/opt/rubackup/modules/
rb_module_postgresql

/opt/rubackup/mnt/
postgresql_archives/

/opt/rubackup/etc/
rb_module_greenplum.conf

/opt/rubackup/modules/
rb_module_greenplum

/opt/rubackup/etc/
rb_module_vmware.conf

pos CYB[ Postgres Pro

WcnonHsiembii opan momoyns, nofnepXusBarowmi
pe3epBHOE KOMMPOBaHNE N BOCCTAHOBNIEHME OaH-
Hbix knactepos CYB [, Postgres Pro

Bash-ckpunt, ccblnalowWnncs Ha WUCMOHAEMbIA
doann no nyTu /opt/rubackup/modules/
rb_module_postgres_pro_lib/
rb_module_postgres_pro.bin

MakeT rubackup-postgresql

KoHopurypaumoHHblii ¢oailn Mooyns pe3epBHOro
KOMMPOBAHMSA N BOCCTAHOBNEHMS AAHHbIX KnacTe-
pos CYB [ PostgreSQL

WcnonHsembli Mogynb, noggepXuvsawowmi pe-
3epBHOE KOMMPOBaHME N BOCCTAHOBJIEHNE OaHHbIX
knactepos CYB/[, PostgreSQL

Manka p[ns BPEMEHHOro XpaHEeHWUs apXumB-HbIX
WAL cpannos

MakeT rubackup-greenplum

KoHdourypaumnoHHbin ¢oain Mooyns pe3epBHOro
KOMMPOBaHWS N BOCCTAHOBMIEHWUS OaHHbIX KnacTe-
pos CYBM GreenPlum

WcnonHgsembin  mMogynb, nopogepXusalowmi pe-
3epBHOE KOMVPOBaHWe N BOCCTAHOBNEHNE OaHHbIX
knactepos CYBM GreenPlum

MakeT rubackup-vmware

KoHdourypaunoHHbin ¢oaiin MOoyns pe3epBHOro
KONMPOBaHMS M BOCCTAHOBNEHWUS OAHHbIX BUPTY-
anbHbIX MawwWH cpenbl BupTyanusaumm VMware
vSphere
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/opt/rubackup/modules/
rb_module_vmware

/opt/rubackup/etc/
rb_module_openstack.conf

/opt/rubackup/modules/
rb_module_openstack

/opt/rubackup/etc/rb_module_aerodisk-

vm.conf

/opt/rubackup/modules/
rb_module_aerodisk_vm

/opt/rubackup/etc/
rb_module_mailion.conf

/opt/rubackup/modules/
rb_module_mailion

/opt/rubackup/etc/
rb_module_brest_vm.conf

/opt/rubackup/modules/
rb_module_brest_vm

4 'RuBackup

HasHauyeHve aneMeHTa

WcnonHsiembii Moaynb, NoAOepXUBAOWMIA KOMU-
poBaHVe 1 BOCCTAHOB/IEHME NaHHbIX BUPTYasbHbIX
MawuH cpenpl Buptyanudauun VMware vSphere

MakeT rubackup-openstack

KoHdourypaumnoHHbin ¢oain MoLoyns pe3epBHOro
KONMUPOBaHWS N BOCCTAHOBNEHUS LaHHbIX BUPTY-
anbHbIX MALWWH 1 TOMOB NNAaTCOPMbI BUPTYyanuasa-
unn OpenStack

WcnonHgsembin  mMogynb, nopodepXusalowmin pe-
3epBHOE KOMVpOBaHWe N BOCCTAHOBNEHNE OaHHbIX
BMPTya/bHbIX MAWWH U TOMOB NNatdOpPMbl BUPTY-
annaaumm OpenStack

MakeT rubackup-aerodisk

KoHurypaunoHHbiin thann Mooynsi pes3epBHOro
KONMPOBaHMA W BOCCTAHOBNEHWUS OaHHbIX BUPTY-
anbHbIX MawwH cpedbl BupTyanusaumm Aerodisk
VAIR

WcnonHsembli Moaynb, nogaepXuvsalowmi pe-
3epBHOE KOMMPOBaHWEe N BOCCTAHOBNEHWE BUPTY-
anbHbIX MawuH cpedbl BupTyanudauum Aerodisk
VAIR.

MakeT rubackup-mailion

KoHdourypaumnoHHbin ¢oain MoLoyns pe3epBHOro
KOMMPOBaHNSA N BOCCTAHOBNEHUA OAHHbIX KOPMo-
paTtuBHOI noyTbl Mailion

VcnonHgemblin  Mooynb, nognepXusawownin pe-
3epBHOE KOMMpoBaHWe N BOCCTaHOBMIEHWEe OaH-
HblX KopriopaTtusHon no4tbl Mailion

MakeT rubackup-brest

KoHurypaunoHHbiin thann Mooynsi pes3epBHOro
KonuposaHus  BUpTyanbHbix MawuH 1K CB
«BPECT»

WcnonHsiemblin  Mogynb, nopaepXuBawowuin pe-
3EpPBHOE KOMWPOBaHWE U BOCCTAHOBNEHUE BUPTY-
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/opt/rubackup/etc/
rb_module_brest_template

/opt/rubackup/etc/
rb_module_tionix.conf

/opt/rubackup/modules/
rb_module_tionix

/opt/rubackup/etc/
rb_module_postgres-pro.conf

/opt/rubackup/modules/
rb_module_postgres_pro_lib/
rb_module_postgres_pro.bin

/opt/rubackup/modules/
rb_module_postgres-pro

/opt/rubackup/etc/

4 'RuBackup

HasHauyeHve aneMeHTa

anbHbiXx mawwuH MK CB «bPECT »

MakeT rubackup-brest-template

WcnonHsembli Mogynb, noggepXuveawowmi pe-
3EpPBHOE KOMMPOBaHNEe 1 BOCCTAHOBNEHME Wwabno-
HOB BuUpTyanbHbIx MawwuH NK CB «BPECT»

MakeT rubackup-tionix

KoHurypaunoHHbiin chann Mooynsi pes3epBHOro
KONUPOBaHMUS U BOCCTAHOBNEHUS BUPTYanbHbIX
mMawmuH nnatdopmbl BupTyanmdauun TIONIX

McnonHsemblin MoOynb, noadepXuBatowmin pe-
3epBHOE KOMUPOBaHWE WU BOCCTAHOBNIEHNE BUPTY-
anbHbIX MaWWH nnatdopMbl  BUPTyanuaaumm
TIONIX

MNMakeT rubackup-postgres-pro

MakeTt

rb_module_pg_dump_database.conf

/opt/rubackup/modules/

rb_module_pg_dump_table.conf

KoHdourypaumnoHHblin ¢oain Momoyns pes3epBHOro
KONMpOBaHWs U  BOCCTAHOBNEHUS  KNacTepos
CYB[ Postgres Pro

WcnonHsiembii oan momoyns, nofnepXusarowmi
pe3epBHOE KOMMPOBaHNE N BOCCTAHOBNIEHME OaH-
Hbix knactepos CYB [ Postgres Pro

Bash-ckpunt, ccblnaloWwWUncs Ha WUCMOHAEMbIA
Goann no nyTu /opt/rubackup/modules/
rb_module_postgres_pro_lib/
rb_module_postgres_pro.bin

rubackup-pg-dump

KoHopurypaumoHHblii ¢oailn Mooyns pe3epBHOro
KOMMPOBaHMUS W BOCCTAHOBNEHUS 6a3 AaHHbIX
CYBL PostgreSQL

KoHourypaunoHHbin coan mMomoyns pes3epBHOro

KOMUPOBAHMSA U BOCCTAHOBNEHNS TabnuL AaHHbIX
CYb/L PostgreSQL

181



CTPYKTYpPHbI 9NeMeHT

/opt/rubackup/scripts/
rb_pg_dump_script.sql

/opt/rubackup/modules/
rb_module_pg_dump_database

/opt/rubackup/modules/
rb_module_pg_dump_database_lib/
rb_module_pg_dump_database.bin

/opt/rubackup/modules/
rb_module_pg_dump_table_lib/
rb_module_pg_dump_table.bin

/opt/rubackup/modules/
rb_module_pg_dump_table

/opt/rubackup/bin/rb_pg_dump_script

4 'RuBackup

HasHauyeHve aneMeHTa

CKkpunT aBTOMaTWYECKOro YMnpaBleHUs npaBamu
POV PE3EPBHOr0 KOMUPOBAHWS B PY4YHOM pexXume

Bash-ckpunt, ccbinalowunincss Ha WUCMONHAEMBbIN
goann no nyTu /opt/rubackup/modules/
rb_module_pg_dump_database_lib/rb_module_pg-
dump_database.bin

WcnonHsiembii oann monyns, nognepXusarowmi
pe3epBHOE KOMMPOBAHWE U BOCCTaHOBNEHMe 6as
naHHbix CYB /M, PostgreSQL

WcnonHsiembld cpain momyns, nognepXusarowmi
pe3epBHOE KOMUPOBaHWE W BOCCTAHOB/IEHWE Ta-
611y paHHbix CYB PostgreSQL

Bash-ckpunt, ccblnalowWnncs Ha UCMOHAEMbIN
oann no nyTu /opt/rubackup/modules/
rb_module_pg_dump_table lib/
rb_module_pg_dump_table.bin

KoHconbHas ytunuta Ons ynpaBneHus npasamu
POV PE3EPBHOI0 KOMUPOBAHWS B PYYHOM peXUMe

MakeTt rubackup-isp-vmmanager

/opt/rubackup/etc/rb_module_isp-
vmmanager.conf

/opt/rubackup/modules/rb_module_isp-

vmmanager

KoHgourypaunoHHblii  cpaiin Moaynsi pesepBHOro
KONMPOBaHMWS W BOCCTAHOBNEHWUS BUPTYaNbHbIX
MawuH cpeapl BUpTyanusaumm VMmanager

WcnonHsembli Moaynb, noggepXuvsalowmi pe-
3epBHOE KOoMMpoBaHWe 1 BOCCTaAHOB/IEHNE BUPTY-
anbHbIX MallnH cpenbl BUpTYannaaumm
VMmanager

Maket rubackup-freeipa

/opt/rubackup/etc/
rb_module_freeipa.conf

/opt/rubackup/modules/
rb_module_freeipa_lib/
rb_module_freeipa.bin

KoHgurypaunoHHbiin chainn Momoyns pes3epBHOro
KOMUPOBAHMSA U BOCCTAHOBNEHUS AAHHbIX CNyXObl
katanoros FreelPA

McnonHsembin dpaiin, noonepXusarowwmin peseps-
HOEe KOMMPOBaHMWe W BOCCTAHOBJIEHME [aHHbIX
cnyx6bl katanoros FreelPA
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/opt/rubackup/modules/
rb_module_freeipa

4 'RuBackup

HasHauyeHve aneMeHTa

Bash-ckpunT, ccbinalowminca Ha UCNONHAEMbIN
doann no nyTu /opt/rubackup/modules/
rb_module_freeipa_lib/rb_module_freeipa.bin

Maket rubackup_communigate-pro

/opt/rubackup/etc/
rb_module_communigate-pro.conf

/opt/rubackup/etc/
rb_module_communigate_pro_mail.co
nf

/opt/rubackup/modules/
rb_module_communigate_pro_lib/
rb_modules_communigate_pro.bin

opt/rubackup/modules/
rb_module_communigate_pro_mail_lib
/
rb_modules_communigate_pro_mail.bi
n

/opt/rubackup/modules/
rb_module_communigate_pro_mail

/opt/rubackup/modules/
rb_module_communigate_pro

KoHdourypaumnoHHbin ¢oain MoLoyns pe3epBHOro
KONUPOBaHMS M BOCCTAHOBMIEHMS KOHpUrypauum
CommuniGate Pro

KoHdourypaumnoHHbin ¢oain Mooyns pe3epBHOro
KONMpoBaHus n BOCCTaHOB/IEHNS nnucem
CommuniGate Pro

WcnonHaembin cbann mooyns, nopnepXusarowmii
pe3epBHOE KOMWpoBaHWE N BOCCTAHOBNEHNE KOH-
gurypaummn CommuniGate Pro

WcnonHsiembii goann monyns, nonnepXusarowmn
pe3epBHOE KOMMpoBaHWe N BOCCTAHOBMIEHME OaH-
Hbix nncem CommuniGate Pro

Bash-ckpunt, ccbinalowmincs Ha MWCNONHAEMbIA
cKpunT no nyTu /opt/rubackup/modules/
rb_module_communigate_pro_lib/
rb_modules_communigate_pro_mail.bin

Bash-ckpunt, ccblnalowWnncs Ha UCMOHAEMbIN
cKkpunT no nyTv /opt/rubackup/modules/
rb_module_communigate_pro_lib/
rb_modules_communigate_pro.bin

MakeT rubackup-ovirt-common

/opt/rubackup/keys/

/opt/rubackup/rc/icons/

/opt/rubackup/copyrights/

Manka cooepXuT cepTuduKkaT 1 3aKpbITblA KoY
LONS1 BHYTPEHHEr0 B3aMMOOENCTBUS KOMMOHEHTOB
CPK RuBackup no npotokony SSL

Manka copepXunT UKOHKU MHTepgoeiica

Manka cooepXxuTt dhainibl NULEH3NOHHbBIX COorna-
LeHn
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4 'RuBackup

HasHauyeHve aneMeHTa

MakeT rubackup-ovirt-client

/opt/rubackup/log/rbfd

/opt/rubackup/var/tasks

/opt/rubackup/etc/systemd/system/
rubackup_ovirt_client.service

/opt/rubackup/etc/rb_module_ovirt.conf

/opt/rubackup/etc/rubackup.isf

/opt/rubackup/bin/rb_archives

/opt/rubackup/bin/rbfd

/opt/rubackup/bin/rb_init

/opt/rubackup/bin/rb_schedule

/opt/rubackup/bin/rb_tasks

/opt/rubackup/bin/rubackup_client

NHdoopmaums o npouecce BbINONMHEHUS CO3AaHNS
PK onsa kaxpon 3agayn, kotopas ncnono3syet rbfd

Kartanor ons XpaHEeHnAa CekKpeToB 3anayd Ha Ku-
eHTe

daiin cepsuca Momynsi, HeobxoaMMbIA Ons B3aw-
MOLOEWNCTBUS C MNPUNOXEHVEM 4Yepe3d YTWUIUThI
systemctl n system

KoHurypaunoHHbiin chainn Momoynsi pes3epBHOro
KONUPOBaHWS W BOCCTAHOBNIEHUS BUPTYaNbHbIX
mMawwuH cpen supTyanuadaumm oVirt/zVirt/REDVirt

dann nokanbHoro pacnmncaHus KnueHta cuctemsl
pe3epBHOro KoNMpoBaHUs

Ytunuta knneHta RuBackup npegHasHadveHa ons
npocMoTpa Cnucka Pe3epBHbIX KOMUIA KNMEHTa B
CMCTEME pPEe3epBHOIr0 KOMUPOBAHWS, CO34aHUS
CPOYHbIX PE3EPBHbIX KOMWIA, UX yaaneHusl, npo-
BEPKM 1 BOCCTaHOBNEHUSl. PaboTaeT TONbKO B TOM
cnyyae, ecnv Ha knueHTe paboTtaeT cnyxba (cep-
BWC, OEMOH) KnneHTa rubackup_client

YTtunuta agmmHuctparopa RuBackup ons cospa-
HWS1 U BOCCTAHOBNEHMS MOMHbIX N UHKPEMEHTanb-
HbIX PE3EepPBHbIX KOMUIA pecypcoB B Nobbix panno-
BbIX cuctemax. Pecypcom moxeTt 6biTb chaiin, ka-
Tanor nam 6noYHoe yCTpoinCcTBO

YTtunuta agmmHuctpartopa RuBackup ons nepso-
Ha4yanbHOro KOHQUrypupoBaHUSA KMeHTa cpasy
nocne pasBépTbiBaHWS Naketa WCMOJIHAEMbIX
harinoB. HenHTEpPaKTUBHLIA pexuM Heobxoaum
IS cLueHapreB MaccoBOro passepTbiBaHNSA

YTtunuta knueHta RuBackup ons npocmoTpa npa-
BUN rnobanbHOro pacnmcaHus KNMeHTa B CUCTEME
pe3epBHOro KonMpoBaHus

Ytunuta «knuneHta RuBackup nans npocmoTtpa
cnucka 3agad KnMeHTa B CUCTEMe pPe3epBHOro Ko-
nuposaHmsa RuBackup

KnneHnt pesepsHoro konuposaHusi RuBackup
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/opt/rubackup/modules/
rb_module_ovirt

/opt/rubackup/scripts/test-script.sh
/opt/rubackup/log

/opt/rubackup/man/

4 'RuBackup

HasHauyeHve aneMeHTa

npeacTasnseT cobo (OOHOBOE NPUNOXeEHKe (cep-
BMC, OEMOH), 3anyleHHOEe Ha XOCTe KIMeHTa U
B3anmMogencTeylwee ¢ cepsepom RuBackup

YTunuta pe3epBHOro KONMpPOBaHUS M BOCCTaHOB-

NEHNs BUPTYyanbHbIX MAaWWH Cpen BUpTyanM3aumm
oVirt/zVirt/REDVirt

Mpumep ckpunTa

Manka conepXxuT arnbl XypHana cobbiTuii n 3a-
nav

MNManka coaepXuT doannbl ONUCaHUm yTUNnT
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